MEMORANDUM OF UNDERSTANDING REGARDING DATA SHARING

This Memorandum of Understanding Regarding Data Sharing (hereinafter “MOU”) is
entered into this 29th day of June, 2022, by and between the Utah System of Higher
Education (“USHE”), including the Utah Data Research Center (“UDRC”), and the Utah
State Board of Education (“USBE”).

WHEREAS the UDRC was created within USHE by Utah Code section 53B-33-201 to
establish a data center for the receipt and collection of data to conduct research to
inform public policy development in Utah;

WHEREAS USHE, UDRC, and USBE desire to enter into this MOU to govern data
sharing; and

WHEREAS USBE desires to designate UDRC as its authorized representative to hold
and manage data as provided herein;

NOW THEREFORE, Parties agree as follows:
PURPOSE

The purpose of this agreement is to outline the general provisions for USBE to share
data with UDRC under the Utah Data Research Center Act, Utah Code section 53B-33-
101, et seq.

UDRC operates a linkable, longitudinal data repository that integrates education and
workforce records data from USBE and other participating entities also engaged in
education or workforce services. UDRC will identify and evaluate long-term education
and workforce outcomes for state investments which will inform policy decisions about
resource allocation and other program improvements for citizens of Utah. Providing
such data will benefit both Parties as this collaborative effort will support the formation
of evidence-based research and policy for the state of Utah through longitudinal record
matching and UDRC’s mission of identifying initiatives that leverage education data to
improve a state citizen’s ability to access services at an institution of higher education
and/or graduate with a postsecondary certificate or degree. See UTAH CODE § 53B-33-

301(5).

As outlined in this MOU, USBE will share education data with UDRC for these
purposes.

USBE will also provide education records to UDRC as necessary for UDRC to conduct
audits and/or evaluations of federal or state supported education programs consistent
with the Individuals with Disabilities Education Act, 20 United State Code section 1400,
part C (Early Intervention Program for Infants and Toddlers), and its implementing
regulations at 34 CFR section 303 (collectively “IDEA”); and the Family Educational
Rights and Privacy Act, 20 Utah Code section 1232g, and its implementing regulations
at 34 C.F.R. Part 99 (collectively “FERPA”).



LEGAL AUTHORIZATION

Parties are authorized to enter this MOU outlining the sharing of private information
under the Utah Data Research Center Act, Utah Code section 53B-33-101, et seq., which
specifically authorizes UDRC to collect and hold data from “Participating Entities”
including USBE.

Additionally, under Utah Code sections 53B-1-109(2) and 53E-4-308(3) through (5),
Parties are required to coordinate to allow individual student academic achievement to
be tracked through both the public and higher education systems including coordinating
access to the unique student identifier of a public education student who later attends
an institution within USHE.

Under Utah Code section 53B-33-301(8), the UDRC program is not subject to the Utah
Government Records Access and Management Act (“GRAMA”). However, GRAMA
authorizes a governmental entity to share a private, controlled, or protected record or
record series with another governmental entity when certain requirements are met.
UTAH CODE § 63G-2-206(2)(a).

This MOU also meets the requirements of IDEA and FERPA (citations to both above)
for the disclosure of personally identifiable information of a student in an early
childhood education program without student or parental consent under and pursuant
to guidance provided by the United States Department of Education.

SCOPE OF MOU AND CONFIDENTIALITY OF DATA

The goal of this MOU is to support research to develop public policy, evaluate state and
federal programs, improve the quality of instruction and education in Utah, and assess
the employability of Utah graduates. As such, aggregate data showing trends and
patterns may be published; however, under no circumstance will personally identifiable
information be released to the public or published. All parties to this MOU agree to
ensure the privacy of education records as defined by 34 CFR section 99.3 and
employment records of individuals concerned.

Data provided by USBE to UDRC may include sensitive and confidential information or
other data not provided to the public. UDRC will maintain the confidentiality of
information provided by USBE in accordance with the terms of this MOU and all
applicable federal and state statutes, regulations, and policies. If USBE provides
information from a private data source, USBE is responsible to advise UDRC of any
contractual restrictions for the use of the data and to clearly identify the data subject to
those restrictions. In addition, Parties will comply with the following measures to
protect the privacy of the information against unauthorized access or disclosure:



1. USHE UDRC will protect and limit access to UDRC data according to the terms of
this MOU by using appropriate security controls in accordance with the most
recent NIST 800-53 guidelines, and State of Utah Enterprise Information
Security Policy and security standards.

2. 34 CFR section 99.31(a) allows an early childhood education program to disclose
education records to an authorized representative, defined by 34 CFR section
99.3, to conduct audits or evaluations of federal or state supported education
programs. USBE hereby designates UDRC as its authorized representative to
audit and evaluate education programs and services. For situations in which
UDRC provides data to third-party researchers, UDRC shall ensure that the data
is de-identified and not linkable to personal identifying information and shall use
a written agreement to ensure the third-party researcher complies with the
confidentiality terms of this MOU.

3. Under 34 CFR section 99.31(b), USHE UDRC may supply de-identified (lacking
“personally identifiable information” including, but not limited to, student’s
name, address, social security number, and date of birth) education data upon
request for research purposes.

4. USHE UDRC shall provide USBE with access to UDRC data to use for USBE’s
own studies in accordance with the legal authorizations and security stipulations
outlined in this MOU. Parties shall undertake precautions to ensure only
authorized personnel are given access to shared data stored in computer systems.

5. After the data is collected, connected, and de-identified as outlined in Utah Code
section 53B-33-101(5), UDRC may provide data as outlined in Utah Code section 53B-
33-302, provided that information contained in a completed research project does not
contain personally identifiable information. Only authorized USHE or UDRC employees
shall store or view personally identifiable data used when making data queries or
conducting research using UDRC data.

UDRC may release de-identified student level data from education records for the
purpose of education research by attaching a code to each record that may allow the
recipient to match information received from the same source, provided that:

a. UDRC does not disclose any information about how it generates and
assigns a record code, or that would allow a recipient to identify a student
based on a record code;

b. The record code is used for no purpose other than identifying a de-
identified record for purposes of education research and cannot be used to
ascertain personally identifiable information about a student; and

c. The record code is not based on a student's social security number or other
personal information.

6. Data of any type, whether de-identified or aggregate, will not be released if there
is a reasonable possibility of identifying the individuals involved or their parents.
This would normally include situations where the described characteristics could



10.

11.

be attributed to ten or fewer records. Such aggregate data may be released in
reports only if such reports are prepared in a way that they will not reveal the
identity of any specific individual or parent or employer and, to the knowledge of
the preparer, will not allow information concerning any individual or parent or
employer to be reasonably inferred by either direct or indirect means through
mathematical manipulation of the published data.

Data shall be stored in a place physically secure from access by unauthorized
persons. Data in electronic format shall be stored and processed in such a way
that unauthorized persons cannot retrieve the data by computer, remote
terminal, or any other means.

The resulting database will not be stored on any server accessible directly from the
Internet or by unauthorized agency personnel.

The USBE designated contact person listed in this MOU shall identify and notify
USHE UDRC which USBE personnel are authorized to request and receive
personally identifiable information from UDRC when applicable.

USHE UDRC shall instruct its authorized personnel regarding the private nature
of the data, the confidentiality requirements of this MOU, and the following
sanctions outlined in the Utah Code for unauthorized disclosure:

a. Utah Code section 53E-9-310 provides that a person who knowingly
permits unauthorized collecting, sharing, or use of student data may be
found guilty of a class A misdemeanor;

b. Utah Code section 63G-2-801(1)(a) provides, "A public employee or other
person who has lawful access to any private, controlled, or protected
record under [the Government Records Access and Management Act], and
who intentionally discloses, provides a copy of, or improperly uses a
private, controlled, or protected record knowing that the disclosure or use
is prohibited under this chapter” may be guilty of a class B misdemeanor;
and

c. Utah Code section 63G-2-801(2)(a) provides penalties for any person who
by false pretenses, bribery, or theft gains access to or obtains a copy of any
private, controlled, or protected record to which they are not legally
entitled and may be guilty of a class B misdemeanor.

USHE UDRC will immediately report any actual or reasonably suspected breach
of disclosure requirements to USBE within 48 hours of receiving notice of the
actual or reasonably suspected breach. The notice shall include a description of
the personally identifiable information that was disclosed, along with all relevant
details, as they arise, concerning the disclosure. Breach in this case includes any
unauthorized release of personally identifiable information (including, but not
limited to, student’s name, address, social security number, and date of birth). USHE



UDRC shall permit any party, as well as any federal agency with statutory
oversight responsibility for the data being shared, to make on-site inspections to
ensure that the requirements of this MOU and federal statutes and regulations
are being met.

12. USHE UDRC shall maintain a system sufficient to allow an audit of compliance
with the requirements of this MOU regarding the confidentiality of data.

13. For data provided by USBE, Parties understand that USHE is required by 20 CFR
section 603.9(b)(2) to, "[p]eriodically audit a sample of transactions accessing
information disclosed under that section to assure that the entity receiving
disclosed information has on file a written release authorizing each access. The
audit must ensure that the information is not being used for any unauthorized
purpose.”

14. USHE UDRC will treat data furnished by USBE to UDRC with the same concern
for privacy and security as any other private data which USHE UDRC handle.
Consistent with 34 CFR section 99, the data will only be made available to
individuals who need the information to perform their duties.

COMMUNICATION WITH UDRC

So that USHE UDRC can efficiently manage and maintain the database, USBE shall
provide UDRC with a list of the data elements USBE will be providing to the UDRC as
well as a data dictionary describing the data elements. USBE shall also provide timely
notice to the UDRC of any changes to the data element it provides. USBE will
communicate with the USHE UDRC contact person listed below, or their designee.

REIMBURSEMENT FOR COSTS

Each party is a recipient of funds appropriated to it by the State of Utah for its role in
supporting a statewide data system for public education, higher education, workforce
data, and relevant health data.

USHE UDRC agree there is not a need for USBE to reimburse USHE for the information
shared.

USHE UDRC shall not charge USBE any fee for their access to and use of the
information collected by UDRC under this MOU.

However, UDRC may charge a fee to a requester of data research pursuant to Utah Code
section 53B-33-302(9).

MODIFICATION, DURATION AND TERM OF MOU

Amendments to this MOU must be made in writing and signed by an authorized
representative of all Parties.



In accordance with 34 CFR section 99.31(a)(6)(iii)(C)(1), this MOU is effective from the
date of the last signature of a party through June 30, 2026 unless terminated sooner.
Termination of this MOU may be made by any party, without cause, by providing
written notice to all other Parties 30 days prior to the intended date of termination. By
September 30, 2025 the parties shall discuss whether they desire to renew, amend or
extend this MOU to a later date.

MAINTENANCE AND DESTRUCTION OF RECORDS AND INFORMATION

Any and all personally identifiable information collected and stored pursuant to this
MOU shall be destroyed by USHE UDRC in accordance with 34 CFR section
99.31(a)(6)(iii)(B) and (C)(4) and 20 CFR section 603.9(b)(1)(vi). USHE shall dispose of
(meaning destroy) the personally identifiable information disclosed to or obtained by
UDRC within 180 days after the purpose for which the information is disclosed is
served. It is understood by the parties that the information disclosed to USHE or UDRC
is for the purpose of creating and maintaining the UDRC program and that purpose will
continue so long as the program continues.

ENTIRE AGREEMENT

This MOU constitutes the entire agreement between Parties and supersedes any and all
other prior and contemporaneous agreements and understandings between Parties,
whether oral or written. This MOU does not modify or change any of the obligations the
Parties have to each other under the Utah Data Research Center Memorandum of
Understanding.

CONTACT INFORMATION
USHE UDRC

Carrie Mayne, Chief Economist
Two Gateway

60 South 400 West

Salt Lake City, Utah 84101
801-750-1133

cmayne@ushe.edu

USBE

Aaron Brough, Data and Statistics Coordinator
500 South 250 East

Salt Lake City, Utah 84101

801-538-7922
aaron.brough@schools.utah.gov

SIGNATURES



With these signatures of their authorized representatives, Parties hereby enter into this
MOU:

Utah System of Higher Education and Utah Data Research Center

p Mﬁ'\ 7/1/22
David Woolstenhulme Date
Commissioner, USHE

Utah Department of Health and Human Services

: Digitally signed by Dickson, Sydnee
Dickson, Sydnee pge 200206 20 20:45:56 -0600
Sydnee Dickson Date
Superintendent, Utah State Board of Education




