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MEMORANDUM OF UNDERSTANDING 
BETWEEN THE 

UTAH DEPARTMENT OF WORKFORCE SERVICES 
AND  

UTAH STATE BOARD OF EDUCATION 
FOR AN 

INTERGENERATIONAL POVERTY INFORMATION SHARING AGREEMENT 

I. Purpose
The Department of Workforce Services (DWS) and Utah State Board of Education
(USBE) shall enter into an information sharing agreement to facilitate the sharing of,
access to, and disclosure of Intergenerational Poverty (IGP) information for the
completion of the IGP report as required by legislation, and other IGP programs
created by the legislature. This is an amendment to 17-MOU-0183 which Started
April 15, 2017 and expired April 14, 2022. In addition to extending the expiration
date, this amendment also makes changes to the security language.

II. Period of Performance
This agreement is effective April 15, 2022 through April 14, 2027 with the option to
renew for up to five years unless terminated sooner in accordance with the terms
and conditions herein. Termination or modifications to the agreement shall be made
in writing with the mutual consent of the parties.

III. Data Elements
A. DWS shall provide USBE with the following information:

1. First Name
2. Last Name
3. Birthdate
4. Gender
5. IGP Cohort

B. USBE will provide DWS indicators calculated from aggregating the match data.
Indicators provided to DWS will be broken out by cohort type and will include:

1. Total matches by LEA
2. ELA SAGE Proficiency by LEA
3. Math SAGE Proficiency by LEA
4. Graduation Rate by LEA
5. Total Matches by School
6. ELA SAGE Proficiency by School
7. Math SAGE Proficiency by school
8. Grad rate by school
9. Total matches for child homelessness
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C. USBE shall not provide “Educational Records” or “Personally Identifiable 
Information” as defined under 20 USC 1232g (Family Educational Privacy Rights). 
USBE shall also not provide “Personally Identifiable Student Data as defined 
under UCA 53A-1-1401 (Utah Student Data Protection Act). 

 
 

IV. Legal Authority 
DWS may enter into agreements for the exchange of confidential information with 
federal, state, and local agencies as required or permitted under provisions of the 
Code of Federal Regulations, Utah Code, Utah Governmental Records Access and 
Management Act, the Utah Employment Security Act, or other applicable law and the 
rules adopted pursuant thereto.   
A. Utah Code Annotated Subsection 63G-2-206(2) Government Records Access and 

Management Act (GRAMA) permitting private, protected, or controlled records to 
be provided to another governmental entity if it is necessary to the performance 
of that entity's duties and functions, will be used for a purpose similar to the 
purpose for which the information in the record was collected, and the public 
benefit outweighs the individual privacy right that protects the record. 

B. Utah Intergenerational Poverty Mitigation Act (Utah Code - Title 35A Chapter 9) 
passed in 2012. This law requires DWS to "establish and maintain a system to 
track intergenerational poverty ... to identify groups that have a high risk of 
experiencing intergenerational poverty" and "identify incidents, patterns, and 
trends that explain or contribute to intergenerational poverty" and "assist case 
workers, social scientists, and government officials in the study and development 
of effective and efficient plans and programs to help individuals and families 
break the cycle of poverty". UCA 3SA-9-201 

V. Data Transmission 

The party(ies) shall send all data requests permitted under this agreement to the 
contacts listed on the agreement and include the name and contact information 
for the authorized recipient and the expected date of file transfer. The data 
will be sent only to the authorized recipient through a secure encrypted electronic 
data file transmission (csv format via secure FTP). 
 
DWS shall give authorized users read rights to extract files on a secure FTP 
server.  DWS will send a file via SFTP server and notify the authorized user that the 
file is ready for the match.  The authorized user will process the match and upload 
the prepared aggregate information back to the SFTP server, notifying DWS when 
complete. 
 

VI. Confidentiality and Disclosure 
Both Parties agree not to use or disclose information other than as permitted under 
Section I above or required by law. Both Parties acknowledge that § 35A-4-312(7) 
imposes privacy and confidentiality requirements on information. Penalties, including 
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criminal penalties under § 76-8-1301(4) Utah Code annotated, may be imposed for 
misuse or improper disclosure of such information. 
A. Information obtained under this Agreement shall only be used to support the 

valid administrative needs of both Parties and shall not be disclosed for any 
purpose other than those specifically authorized by this Agreement.  

B. Authorized Agency employees shall only query information for individuals who are 
applying for or participating in Agency’s programmed services. 

C. Both Parties shall have sufficient safeguards in place to ensure the information 
obtained is used only for the purpose disclosed.  

D. Information in electronic format shall be stored and processed in such a way that 
unauthorized persons cannot retrieve the information by computer, remote 
terminal, or any other means.   

E. The information shall not be stored on any server accessible from the Internet or 
by unauthorized Agency personnel. 

F. At the request of either Party, the other Party shall identify all Agency personnel, 
by position, authorized to request and receive information. 
 

VII. Data Security   
Parties will have whole disk encryption on computers used for accessing or storing 
reports from the data. Each agency will limit access to its information using 
appropriate security controls in accordance with the most recent NIST 800-53 
guidelines in transmitting, encrypting, storing, and maintaining DWS data: 
http://www.nist.gov/publication-portal.cfm, and comply with the State of Utah 
Information Technology Resources Acceptable Use Policy found at:  
http://dts.utah.gov/employee-state/statewide-dts-policies/index.php. Data must be 
stored in the United States and cannot be stored in the cloud. 
 

VIII. User Training 
Parties agree to train authorized users accessing information under this MOU, on 
relevant statutes prescribing confidentiality and safeguarding requirements, 
disclosure prohibitions and penalties for unauthorized access or disclosure. Parties 
shall have the right to review disclosure training and request or suggest any changes 
necessary. 

 
IX. Security Plans 

Both parties will: 
A. Store any records provided by the other party in an area that is physically secure 

from access by unauthorized individuals at all times. 
B. Maintain each other’s records only until such time that the records are no longer 

necessary and at that point, the records will be securely disposed of except for 
disclosed information possessed by any court. Disposal means return of the 
information to DWS or destruction of the information. Disposal includes deletion 
of personal identifiers by DWS in lieu of destruction. The information disclosed 
must not be retained with personal identifiers for longer than needed to fulfil the 
purposes of this agreement. 
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C. Refrain from duplicating the provided records other than as required for disaster 
recovery. 

D. Report any data breach to DWS immediately on discovery and cooperate to 
mitigate any concerns. 
 

X. Background Review 
USBE shall ensure that it has thoroughly investigated the employees who are given 
access to this data. A thorough investigation includes, but is not limited to, using 
available public or private resources to determine whether or not an employee is 
authorized to access DWS data under this agreement. USBE will not grant access to 
employees whose background suggests they will be unable to meet the data security 
requirements of this agreement. Specifically, employees whose background review 
reveal convictions of fraud, identity theft, or substance abuse shall not be allowed to 
access this data. DUI convictions for all substances other than alcohol shall disqualify 
an employee from access. 

 
XI. Indemnity  

Both parties to this agreement are governmental entities as defined in the Utah 
Governmental Immunity Act (Utah Code Ann. 63G-7-101 et. seq.). Nothing in this 
Contract shall be construed as a waiver by either or both parties of any rights, limits, 
protections or defenses provided by the Act.  Nor shall this Contract be construed, 
with respect to third parties, as a waiver of any governmental immunity to which a 
party to this Contract is otherwise entitled.  Subject to and consistent with the Act, 
each party will be responsible for its own actions or negligence and will defend 
against any claims or lawsuit brought against it.  There are no indemnity obligations 
between these parties.  
 

XII. Employment Practices, Equal Opportunity and Non Discrimination 
The Contractor shall abide by all State and Federal anti-discrimination laws, including 
but not limited to the provisions of Title VI and VII of the Civil Rights Act of 1964 (42 
USC 2000e) which prohibits discrimination against any employee or applicant for 
employment or any applicant or recipient of services, on the basis of race, religion, 
color, or national origin; Executive Order No. 11246, as amended, which prohibits 
discrimination on the basis of sex; 45 CFR 90 which prohibits discrimination on the 
basis of age; Section 504 of the Rehabilitation Act of 1973 and the Americans with 
Disabilities Act of 1990 which prohibit discrimination on the basis of disabilities; 
Section 188 of the Workforce Innovation and Opportunity Act (WIOA), which 
prohibits discrimination against all individuals in the United States on the grounds 
basis of race, color, religion, sex (including pregnancy, childbirth, and related 
medical conditions, transgender status, and gender identity), national origin 
(including limited English proficiency), age, disability, or political affiliation or belief, 
and or against beneficiaries, applicants, and participants on the basis of either 
citizenship or participation in any WIOA Title I-financially assisted program or activity 
and Utah’s Executive Order, dated December 13, 2006, which prohibits sexual 
harassment in the work place. 
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XIII. Monitoring
Parties shall permit each other the right of a compliance review to ensure that the
provisions of the agreement are upheld and will maintain a system sufficient to allow
an audit of its compliance with the disclosure and confidentiality and access to data
sections above.

Contact Information 
USBE  
Aaron Brough
USBE Data Contact
Aaron.Brough@schools.utah.gov

DWS – Program Owner/Technical Owner 
Jeremias Solari 
140 East 300 South 
Salt Lake City, UT 84111 
801-526-9728
jsolari@utah.gov

Signatures 
In witness whereof, the parties sign and cause this Memorandum of Understanding to be 
executed. 

_________________________________ _________________________________ 
Casey Cameron, Executive Director  Date 
Utah Department of Workforce Services 

_________________________________ _____________________________ 
Sydnee Dickson, Superintendent  Date 
Utah State Board of Education 

05/03/2022

Greg Paras (May 3, 2022 12:16 MDT)
Greg Paras 05/03/2022


