
STATE OF UTAH CONTRACT 

UTAH STATE BOARD OF EDUCATION 

1. CONTRACTING PARTIES:  This contract is between the Utah State Board of Education, referred to as the State Entity or USBE, and
the following Contractor:

Arcadia Guided Outdoor Education 
Name 

PO BOX 150481 
Address 

Ogden UT 84415 
City State Zip 

LEGAL STATUS OF CONTRACTOR 
Sole Proprietor 
Non-Profit Corporation 
For-Profit Corporation 
Partnership 
Government Agency 

Point of Contact: Catherine Tobey   Phone # 385-244-9119   Email: cat@gaogo.org 
Vendor #  VC249682                              Commodity Code # 92400E 

2. GENERAL PURPOSE OF CONTRACT: The general purpose of this contract is to provide: EANS Professional Services

3. PROCUREMENT: This contract is entered into as a result of the procurement process of Solicitation # USBEZC21061RFP, in FY21.

4. CONTRACT PERIOD: Effective Date: 7/1/2021 Termination Date: 6/30/2026  unless terminated early or extended in accordance with
the terms and conditions of this contract.  Renewal options (if any): N/A.

5. CONTRACT COSTS: CONTRACTOR will be paid a maximum of $REQUIREMENTS  for costs authorized by this contract.
Additional information regarding cost may be found in the scope of work or other attachments.

6. ATTACHMENT A: State of Utah Standard Terms and Conditions for Goods and Services
ATTACHMENT B: Scope of Work

The Order of Precedence, for any conflicts, shall be resolved in favor of 1) Attachment A, 2) other USBE terms and 
conditions, 3) Scope of Work, 4) this Contract signature page, then 5) Contractor terms and conditions, if any. Any limit of 
liability or limit of the State Entity’s rights must be signed by USBE.  

7. DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:
a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract.
b. Utah State Procurement Code, Procurement Rules, and Contractor’s response to, and, Solicitation #USBEZC21061RFP.

8. Each signatory below represents that he or she has the requisite authority to enter into this contract.

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed.

      CONTRACTOR      UTAH STATE BOARD OF EDUCATION 

Contractor's signature Date Agency's signature Date 

Type or Print Name and Title Type or Print Name and Title 

Zac Christensen 801-538-7538  zac.christensen@schools.utah.gov 
Agency Contact Person Telephone Number Fax Number  Email 

(Revision 16 June 2016) 

  Contract # USBE220008MA 

Catherine Tobey1
Catherine Tobey, Director

Catherine Tobey1
7/20/2021
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ATTACHMENT A: UTAH STATE BOARD OF EDUCATION STANDARD TERMS AND CONDITIONS FOR 
GOODS AND SERVICES 

1. DEFINITIONS: The following terms shall have the meanings set forth below:
1.1. “Authorized Persons” means Contractor’s employees, officers, partners, Subcontractors or other

agents of Contractor who require access to Data and have a legitimate educational interest in the 
education records to enable the Contractor to perform its responsibilities under this Contract.  

1.2. “Confidential Information” means information that is deemed confidential under applicable state and 
federal laws. The State Entity reserves the right to identify, during and after this Contract, additional 
reasonable types of categories of information that must be kept confidential under federal and state 
laws. 

1.3. “Contract” means the Contract Signature Page(s), including all referenced attachments and documents 
incorporated by reference. The term “Contract” shall include any purchase orders that result from this 
Contract. 

1.4. “Contract Signature Page(s)” means the State of Utah cover page(s) that the State Entity and 
Contractor signed. 

1.5. “Contractor” means the individual or entity delivering the Procurement Item identified in this Contract. 
The term “Contractor” shall include Contractor’s agents, officers, employees, partners, and 
subcontractors. 

1.6. “Data” includes Student Personally Identifiable Information and Educator Data, and may also include 
Confidential Information. 

1.7. "Destroy” or “Destruction" means to remove Data such that it is not maintained in retrievable form 
and cannot be retrieved in the normal course of business. 

1.8. “Educator Data” includes, but is not limited to, the educator’s name; any unique identifier, including 
social security number; and other information that, alone or in combination, is linked or linkable to a 
specific educator.  

1.9. “Incident” means the potentially unauthorized access to Data that Contractor believes could reasonably 
result in the use, disclosure, or theft of Data within the possession or control of Contractor or Contractor’s 
Subcontractors. 

1.10. “Metadata” includes all information created manually or automatically to provide meaning or 
context to other data. 

1.11. “Person” shall have the same meaning as found in Administrative Rule R33-1-1. 
1.12. "Procurement Item,” “Good,” or “Service" means a supply, a service, construction, or 

technology that Contractor is required to deliver to the State Entity under this Contract.  
1.13.  “Response” means the Contractor’s bid, proposal, quote, or any other document used by the 

Contractor to respond to the State Entity’s Solicitation.  
1.14. “Solicitation” means an invitation for bids, request for proposals, notice of a sole source 

procurement, request for statements of qualifications, request for information, or any document used to 
obtain bids, proposals, pricing, qualifications, or information for the purpose of entering into this Contract. 

1.15. “State Entity” means the department, division, office, bureau, agency, or other organization 
identified on the Contract Signature Page(s). 

1.16. “State of Utah” or “State” means the State of Utah, in its entirety, including its institutions, 
agencies, departments, divisions, authorities, instrumentalities, boards, commissions, elected or 
appointed officers, employees, agents, and authorized volunteers. 

1.17. “Student Personally Identifiable Information” or “PII” has the same meaning as that found in 
U.C.A § 53E-9-301 and 34 § CFR 99.3, and includes both direct identifiers (such as a student’s or other
family member’s name, address, student number, or biometric number) and indirect identifiers (such as
a student’s date of birth, place of birth, or mother’s maiden name). Indirect identifiers that constitute PII
also include metadata or other information that, alone or in combination, is linked or linkable to a specific
student that would allow a reasonable person in the school community, who does not have personal
knowledge of the relevant circumstances, to identify the student with reasonable certainty.

1.18. “Subcontractor” means a person under contract with Contractor or another subcontractor to 
provide services or labor as provided herein or for design or construction, including a trade contractor 
or specialty contractor. 

1.19. “Targeted Advertising” means advertising to a student or a student’s parent by Contractor if the 
advertisement is based on information or Data Contractor collected or received under this Contract. 
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1.20. “USBE” or “Utah State Board of Education” means the Utah State Board of Education, the 
board, and its elected or appointed officers, employees, agents, and authorized volunteers. 

2. GOVERNING LAW AND VENUE: This Contract is governed by the laws, rules, and regulations of the State 
of Utah.  Any action or proceeding arising from this Contract shall be brought in a court of competent 
jurisdiction in the State of Utah. Venue shall be in Salt Lake City, in the Third Judicial District Court for Salt 
Lake County. 

3. LAWS AND REGULATIONS:  Contractor shall comply with all applicable federal and state constitutions, 
laws, rules, codes, orders, and regulations, including applicable licensure and certification requirements. If 
this Contract is funded by federal funds, either in whole or in part, then any federal regulation related to the 
federal funding, including 2 CFR Appendix II to Part 200, will supersede this Attachment A. 

4. RECORDS ADMINISTRATION AND RIGHT TO AUDIT:  
4.1. Records: Contractor shall maintain records necessary to properly account for Contractor’s compliance, 

performance, and the payments made by USBE to Contractor. These records shall be retained by 
Contractor for six years after final payment, or until all audits initiated within the six years have been 
completed, whichever is later.  

4.2. Audit: Contractor agrees to provide, at no additional cost, the State of Utah, federal program staff, USBE 
staff, and their designees access to questionnaires and internal and external audit reports. This includes 
the right to audit all such records and Contractor’s sites and environments during normal business hours, 
and to allow interviews of any employees or others who might reasonably have information related to 
such records. Further, Contractor agrees to include a similar right to audit records and interview staff in 
any subcontract related to performance of this Contract. 

5. PERMITS: Contractor shall, at its own expense, obtain all permits, licenses, and approvals necessary for the 
performance of this Contract.   

6. CERTIFY REGISTRATION AND USE OF EMPLOYMENT "STATUS VERIFICATION SYSTEM”: 
Contractor shall comply with the requirements of the Status Verification System, also referred to as “E-verify,” 
as required by Utah Code § 13-47-2 et seq.  

7. DISCLOSURE OF POTENTIAL CONFLICT OF INTEREST: Contractor shall disclose whether any of its 
officers or employees are current or former officers or employees of USBE or the State of Utah. Contractor 
shall disclose if a current USBE employee is hired during the Contract (e.g., dual employment).  

8. INDEPENDENT CONTRACTOR: Contractor is an independent contractor and shall not act or hold itself out 
as an officer, employee, or agent of USBE, except as to the specific and limited agency created by the section 
“Agent Designation” below. 

9. INDEMNITY: Contractor shall be fully liable for its actions and shall fully indemnify USBE and the State of 
Utah from all claims arising out of Contractor’s performance, without limitation, except for the portion of any 
claim that is the sole fault of USBE or the State of Utah. Any limitation of Contractor’s liability shall not apply 
to injuries to persons, including death, or to damages to property. 

10. CONFIDENTIALITY: Confidential Information obtained by the Contractor may only be used for the purposes 
identified in this contract. Contractor shall notify USBE within one calendar day of any potential or actual 
misuse or unauthorized disclosure of confidential information. 

11. AMENDMENTS: Amendments to this Contract, including execution of renewal options and changes to the 
scope, must be made by signed written agreement of both parties.   

12. DEBARMENT/SUSPENSION: Contractor certifies that neither it nor its principals are presently debarred, 
suspended, proposed for debarment, or declared ineligible by any governmental entity. Contractor shall notify 
USBE within 30 days if debarred, suspended, proposed for debarment, declared ineligible, or voluntarily 
excluded from participation in any contract by any governmental entity during this Contract. 

13. TERMINATION:  
13.1. Termination for Cause: This Contract may be terminated for cause by either party.  A party in 

violation shall be given 10 days’ written notice to correct and cease the violations, after which this 
Contract may be terminated immediately.  

13.2. Termination for Convenience: This Contract may be terminated without cause (for convenience) 
by USBE upon 30 days’ written notice to Contractor.  

13.3. Termination by Mutual Agreement: USBE and Contractor may terminate this Contract, in whole 
or in part, at any time, by written amendment. 

13.4. Termination For Nonappropriation of Funds: Upon 30 days’ written notice to Contractor, this 
Contract may be amended or terminated by USBE if USBE reasonably determines: (i) a change in 
federal or state legislation or applicable laws materially affects the ability of either party to perform under 
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the terms of this Contract; or (ii) a change in available funds affects USBE’s ability to perform under this 
Contract.   

13.5. Contract Closeout: USBE shall pay Contractor for all Procurement Items ordered prior to 
termination of this Contract and accepted by USBE. USBE’s exercise of its right to terminate this 
Contract shall not relieve the Contractor of any liability to USBE for any damages or claims arising under 
this Contract. USBE shall not be liable for any penalties or liquidated damages that accrue after the 
effective date of termination. 

13.6. Return or Destruction of Data: Following the termination of this Contract, USBE reserves the right 
to request a complete and secure (i.e., encrypted and appropriately authenticated) download file of all 
data. After USBE has accepted the return of data, declines the return of data, or provides other 
instructions, Contractor shall immediately destroy all data. If, after 30 days from termination, USBE has 
failed to make a request regarding data, Contractor shall immediately destroy the data. The Contractor 
shall notify USBE in writing of the date the data is destroyed.  

14. SALES TAX EXEMPTION: USBE is a tax-exempt organization, and Contractor shall not include sales tax in
any request for payment.

15. WARRANTY OF PROCUREMENT ITEMS: Unless a longer warranty period is contained in the Contract,
Contractor warrants for a period of one year that: (i) the Procurement Items perform according to all specific
claims that Contractor made in its Response; (ii) the Procurement Items are suitable for the ordinary purposes
for which such Procurement Items are used; (iii) the Procurement Items are suitable for any special purposes
identified in the Contractor’s Response; (iv) the Procurement Items are designed and manufactured in a
commercially reasonable manner; (v) the Procurement Items are manufactured and in all other respects
create no harm to persons or property; and (vi) the Procurement Items are free of defects. Unless otherwise
specified, all Procurement Items provided shall be new and unused of the latest model or design.

16. CONTRACTOR’S INSURANCE RESPONSIBILITY:
16.1. Contractor shall maintain insurance during this Contract. All insurance policies required by this 

Contract shall be issued by insurance companies with an AM Best rating of A-VIII or better. 
16.2. The Contractor shall maintain the following insurance coverage: 

16.2.1. Workers’ compensation insurance during the term of this Contract for all its employees and any 
Subcontractor employees related to this Contract. Workers’ compensation insurance shall cover 
full liability under the workers’ compensation laws of the jurisdiction of the State of Utah at the 
statutory limits required by said jurisdiction. 

16.2.2. Commercial general liability [CGL] insurance from an insurance company authorized to do 
business in the State of Utah. The limits of the CGL insurance policy shall be no less than 
$1,000,000.00 per person per occurrence and $3,000,000.00 aggregate per occurrence. 

16.2.3. If Contractor uses a vehicle in the performance of this Contract, Contractor shall maintain 
Commercial Automobile Liability [CAL] insurance from an insurance company authorized to do 
business in the State of Utah. The CAL insurance policy must cover bodily injury and property 
damage liability and be applicable to all vehicles used in the performance of Services under this 
Contract. The minimum liability limit must be $1,000,000.00 per occurrence, combined single limit. 

16.2.4. If Contractor has access to Data, Contractor shall maintain Protected Information Liability 
insurance covering all loss of Data and claims based on alleged violations of privacy rights through 
improper use or disclosure of protected information with minimum limits of $1,000,000.00 per 
occurrence and $2,000,000.00 aggregate per occurrence. 

16.3. USBE shall be named as additional insured on all commercial general liability policies required of 
Contractor. Coverage required of Contractor shall be primary over any insurance or self-insurance 
program carried by Contractor or USBE. 

16.4. The above insurance policies shall include provisions preventing cancellation or non-renewal, 
except for cancellation based on non-payment of premiums, without the insurer giving at least 30 days’ 
prior notice to Contractor.  Contractor shall forward such notice to the USBE’s contact as listed in the 
Contract within seven days of Contractor’s receipt of such notice. 

16.5. All insurance policies secured or maintained by Contractor in relation to this Contract shall include 
clauses stating that each carrier shall waive all rights of recovery under subrogation or otherwise against 
Contractor or USBE, its agencies, institutions, organizations, officers, agents, employees, and 
volunteers. 

16.6. Contractor shall provide to USBE certificates evidencing Contractor’s insurance coverage 
required in this Contract within seven days following the effective date. No later than 15 days before the 
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expiration date of Contractor’s coverage, Contractor shall deliver to USBE certificates of insurance 
evidencing renewals of coverage. At any other time during the term of this Contract, upon request by 
USBE, Contractor shall, within seven days following the request by USBE, supply to USBE evidence 
satisfactory to USBE of compliance with the provisions of this section. 

16.7. USBE reserves the right to require higher or lower insurance limits where warranted.  
17. PUBLIC INFORMATION: This Contract and all related solicitation documents, purchase orders, pricing 

documents, and invoices are public documents and may be available for public and private distribution in 
accordance with the State of Utah’s Government Records Access and Management Act (GRAMA), 

18. DELIVERY: All deliveries under this Contract shall be F.O.B. destination with all transportation and handling 
charges paid by Contractor. Risk of loss or damage shall remain with Contractor until final inspection and 
acceptance by USBE.   

19. ACCEPTANCE AND REJECTION: USBE shall have 30 days after delivery of the Procurement Items to 
perform an inspection of the Procurement Items to determine if the Procurement Items conform to the 
standards specified in the Solicitation and this Contract prior to acceptance of the Procurement Items by 
USBE. If the Procurement Item is not rejected, it is presumed to be accepted.  
19.1. If Contractor delivers nonconforming Procurement Items, USBE may, at its option and at 

Contractor’s expense: (i) return the Procurement Items for a full refund; (ii) require Contractor to promptly 
correct or replace the nonconforming Procurement Items; or (iii) obtain replacement Procurement Items 
from another source, subject to Contractor being responsible for any cover costs. Contractor shall not 
redeliver corrected or rejected Procurement Items without first, disclosing the former rejection or 
requirement for correction; and second, obtaining written consent of USBE to redeliver the corrected 
Procurement Items. Repair, replacement, and other correction and redelivery shall be subject to the 
terms of this Contract. 

19.2. If at any point a latent defect or fraud is identified, acceptance by USBE may be immediately 
nullified.  

20. PAYMENT: USBE shall make payment within 60 days after it receives a correct invoice by a check sent 
through the mail, electronic funds transfer, or the State of Utah’s Purchasing Card (major credit card). If 
payment has not been made 60 days after USBE receives a correct invoice, then Contractor may add interest 
in accordance with the Utah Prompt Payment Act. If the Contractor accepts final payment without a written 
protest to USBE within ten business days of receipt of final payment, Contractor releases USBE and the 
State of Utah from all claims for payment related to the Contract. USBE’s payment for the Procurement Items 
shall not be deemed an acceptance of the Procurement Items as identified in the Contract and does not 
release any claims that USBE or the State of Utah may have against Contractor. Contractor shall not charge 
USBE electronic payment fees.  

21. INDEMNIFICATION RELATING TO INTELLECTUAL PROPERTY: Contractor represents all Procurement 
Items are free of all liens and encumbrances and shall indemnify USBE and the State of Utah from any claim 
brought against USBE or the State of Utah for infringement of a third party’s intellectual property. Any 
limitation of Contractor’s liability does not apply to this section. 

22. OWNERSHIP OF PROCUREMENT ITEM:  
22.1. Contractor conveys to USBE full ownership and title to all Procurement Items delivered under this 

Contract. Procurement Items shall be transferred to USBE as work for hire, unless otherwise agreed to 
in the Contract. 

22.2. Unless included in the Contract, neither party has any claim to the intellectual property of the other 
party.  

23. ASSIGNMENT: Any assignment or delegation by Contractor must be made through an amendment to the 
Contract.  

24. DEFAULT AND REMEDIES:  
24.1. Default: Any of the following events may constitute cause for USBE to declare Contractor in default 

of this Contract: (i) Contractor’s non-performance of its contractual requirements or obligations under 
this Contract; or (ii) Contractor’s material breach of any term or condition of this Contract. Termination 
or expiration of this Contract shall not extinguish or prejudice USBE’s right to enforce this Contract with 
respect to any default of this Contract or defect in the Procurement Items that has not been cured.  

24.2. Opportunity to Cure: If the Contractor is in default for non-performance or breach, USBE may issue 
a written notice of default providing a ten-day period in which Contractor shall have an opportunity to 
cure. Contractor shall repair, replace, or reimburse USBE, at USBE’s discretion, the cost to cover 
Procurement Items at no charge to USBE. Time allowed for cure will not diminish or eliminate 
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Contractor's liability for damages.  
24.3. Additional Remedies: If the default remains after Contractor has been provided the opportunity to 

cure, USBE may: (i) exercise any remedy provided by law or equity; (ii) terminate this Contract; (iii) 
impose liquidated damages, if liquidated damages are listed in this Contract; (iv) debar/suspend 
Contractor from receiving future contracts from USBE or the State of Utah; and (v) demand a full refund 
of any payment USBE has made to Contractor under this Contract for Procurement Items that do not 
conform to this Contract.  

25. FORCE MAJEURE: Neither party to this Contract shall be held responsible for unavoidable delay or default
caused by circumstances, including fire, riot, an act of God, and/or war, that are beyond that party's
reasonable control. USBE may terminate this Contract after determining such delay or default will prevent
successful performance of this Contract.

26. PUBLICITY: Contractor shall not use USBE’s name, logo, or endorsement (implied or actual) in any
advertising, marketing, or publicity materials without prior written approval from USBE.

27. WORK ON STATE OF UTAH PREMISES: Contractor shall ensure that its personnel working on State of
Utah premises: (i) abide by all of the rules, regulations, and policies of the premises; (ii) remain in authorized
areas; (iii) follow all instructions from USBE; and (iv) if required by USBE, pass a background check prior to
entering the premises. USBE may remove any individual for a violation hereunder.

28. CONTRACT INFORMATION: During the duration of this Contract, USBE is required to make available
contact information of Contractor to the State of Utah Department of Workforce Services pursuant to Utah
Code § 35A-2-203.  The State of Utah Department of Workforce Services may contact Contractor during the
duration of this Contract to inquire about Contractor’s job vacancies within the State of Utah.

29. WAIVER: A waiver of any right under the Contract shall not be construed as a subsequent waiver of that
right or as a waiver of any other right.

30. SUSPENSION OF WORK: USBE may suspend and reinstate work under this Contract by written notice to
Contractor.

31. ATTORNEY’S FEES: The prevailing party in a judicial action to enforce rights under this Contract shall be
entitled to its costs and expenses, including reasonable attorney’s fees.

32. TRAVEL COSTS: Unless otherwise agreed, all travel costs must be pre-approved by USBE and may be
booked by USBE at State of Utah per diem rates.

33. DISPUTE RESOLUTION: Prior to either party filing a judicial proceeding, the parties agree to participate in
the mediation of any dispute. USBE and Contractor will mutually agree upon a mediator, or if a mutually
agreeable mediator is not selected, USBE will select an independent third party, who shall be a Utah Courts
certified mediator, to assist in the resolution of a dispute. USBE and Contractor agree to cooperate in good
faith in mediation proceedings.

34. SURVIVAL OF TERMS: Termination or expiration of this Contract shall not diminish USBE’s right to enforce
any term of this Contract that by its nature would continue beyond termination, cancellation, or expiration.

35. SEVERABILITY:  The invalidity or unenforceability of any term of this Contract shall not affect the validity or
enforceability of any other term of this Contract.

36. ENTIRE AGREEMENT:  This Contract constitutes the entire agreement between the parties and supersedes
any and all other prior and contemporaneous agreements and understandings between the parties, whether
oral or written.

37. GENERAL DATA PROVISIONS:
37.1. DATA OWNERSHIP: USBE retains all rights, title, and interest, including all intellectual property 

and proprietary rights, in and to system data, Data, and all related data and content. 
37.2. AGENT DESIGNATION: Contractor is hereby designated as an agent of USBE pursuant to 

FERPA for the limited purpose of receiving Student Personally Identifiable Information to fulfill the 
purposes of this contract. Contractor may use the Student Personally Identifiable Information as provided 
herein, but may not transfer or otherwise convey Student Personally Identifiable Information to any other 
Person.   

37.3. COMPLIANCE WITH DATA PRIVACY LAWS: Contractor, as USBE’s agent, shall comply with 
all applicable data privacy laws, regulations, code, and rules including FERPA 20 U.S.C. § 1232g et seq. 
and 34 C.F.R. Part 99 et seq., the Individuals with Disabilities Education Act, 30 U.S.C. § 1400 et seq. 
and 34 C.F.R. Part 300 (“IDEA”), and the Utah Student Privacy and Data Protection Act , Utah Code § 
53E-9 101 et seq.  

37.4. DESTRUCTION OF DATA: If USBE requests the Destruction of PII in Contractor’s possession 
as a result of this Contract, Contractor shall Destroy the information within five calendar days after the 
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date of the request. Contractor shall provide USBE with written confirmation of the date the data is 
Destroyed. 

37.4.1. USBE retains the right to use the established operational services to access and retrieve Data 
stored on Contractor’s infrastructure at its sole discretion. 

37.5. ACCESS TO DATA: 
37.5.1. Contractor shall limit access to Data to Authorized Persons only and shall require a non-disclosure 

agreement be signed by all Authorized Persons prior to being granted access to Data. 
37.5.2. Contractor shall maintain past and current lists of all Authorized Persons, maintain each non-

disclosure agreement, and shall permit inspection of the same by USBE upon request. 
37.5.3. Contractor shall maintain an audit trail for the duration of this Contract, which reflects the granting 

and revoking of access privileges to Authorized Persons. A copy of this audit trail may be requested 
by USBE from Contractor at any time and shall be provided within 10 days of the USBE request. 

37.5.4. Contractor shall have strong access controls in place. Contractor shall disable and/or immediately 
delete unused or terminated Authorized Persons’ accounts and shall periodically assess account 
inactivity for potential stale accounts. 

37.5.5. Contractor shall provide annual, mandatory privacy and security awareness and training for all 
Authorized Persons, maintain past and current lists of Authorized Persons that have completed 
training, and permit inspection of the same by USBE upon request. 

37.6. USE AND DISCLOSURE OF DATA: 
37.6.1. Contractor shall not collect, use, or share Data beyond the purposes set forth as follows: 

37.6.1.1. To carry out the Contractor’s responsibilities listed in the Statement of Work. 
37.6.2. Contractor shall share Data only for the purposes stated in the Statement of Work and only with 

the following entities: 
37.6.2.1. Law enforcement agencies or individuals only as authorized by law or court order. 

Contractor receives such a request, Contractor shall notify USBE within two business days of 
the receipt of the request, as permitted by law. 

37.6.3. If Contractor seeks to publicly release Data, Contractor must aggregate the Data by totaling the 
Data and reporting it at the group, cohort, school, school district, region, or state level. Contractor 
shall, upon request of USBE, provide USBE with a document that lists the steps and methods the 
Contractor shall use to de-identify the information. Any aggregate data that is publicly released 
without being redacted using the methods in this section shall be considered an Incident.  The 
following methods shall be used on any aggregated reports: 

37.6.3.1. Aggregate data shall be reported publicly only if there is a sufficient number of individuals 
represented in any demographic or subgroup so that an individual cannot be identified. 

37.6.3.2. Aggregated reports shall be redacted using complementary suppression methods that 
remove the risk of Data being identifiable using simple mathematics or formulas. 

37.6.4. Contractor shall not use Data for any secondary use, including Targeted Advertising, except under 
the following conditions: 

37.6.4.1. For adaptive learning or customized student learning purposes. 
37.6.4.2. To market an educational application or product to a parent or legal guardian of a student 

if Contractor did not use Data, shared by or collected per this Contract, to market the 
educational application or product. 

37.6.4.3. To use a recommendation engine to recommend to a student (i) content that relates to 
learning or employment, within the third-party contractor's application, if the recommendation 
is not motivated by payment or other consideration from another party; or (ii) services that 
relate to learning or employment, within the third-party contractor's application, if the 
recommendation is not motivated by payment or other consideration from another party; 

37.6.4.4. To respond to a student request for information or feedback, if the content of the response 
is not motivated by payment or other consideration from another party. 

37.6.4.5. To use Data to allow or improve operability and functionality of the third-party contractor's 
application. 

37.6.5. Contractor shall not sell or otherwise monetize Data except Data transferred through the purchase 
of, merger with, or otherwise acquisition of Contractors provided that all parties remain in 
compliance with this Contract. 

37.7. SECURITY AND PROTECTION OF DATA: 
37.7.1. Contractor shall notify USBE of material system changes that may negatively impact the security 
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of Data prior to such changes being implemented. 
37.7.2. If Contractor is given Data as part of this Contract, the protection of Data shall be an integral part 

of the business activities of Contractor to ensure that there is no inappropriate or unauthorized use 
of Data. Contractor shall safeguard the confidentiality, integrity, and availability of Data.  

37.7.3. Contractor shall comply with and protect and maintain Data using methods that are at least as 
good as or better than that established in the State of Utah’s Department of Technology Policies 
(https://dts.utah.gov/policies). 

37.7.4. Contractor shall only transmit or exchange Data via secure means (ex. HTTPS or FTPS). 
Contractor shall not use, store or process Data on any unencrypted portable or laptop computing 
device or any portable storage medium.  

37.7.5. Contractor shall store and maintain all Data in data centers located only within the United States.  
37.7.6. Contractor shall permit its employees and Subcontractors to access Data remotely only via a 

secured manner, such as Virtual Private Networks (VPN).  
37.7.7. Contractor shall store all Data, as well as any backups made of that data, in encrypted form using 

no less than 128-bit key and include all Data as part of a designated backup and recovery process. 
37.7.8. Contractor shall enforce strong password protections on all devices and networks with access to 

or that store Data.   
37.8. INCIDENTS: 

37.8.1. If Contractor becomes aware of an Incident involving Data by either Contractor or any of 
Contractor’s Subcontractors, Contractor shall notify USBE within one calendar day and cooperate 
with USBE regarding recovery, remediation, and the necessity to involve law enforcement, if any.  

37.8.2. Contractor shall produce a written remediation plan that includes information about the cause and 
extent of the Incident, and the actions Contractor will take to remediate the Incident and reduce the 
risk of incurring a similar type of Incident in the future. Contractor shall present its analysis and 
remediation plan to USBE within ten calendar days of notifying USBE of an Incident. USBE reserves 
the right to adjust this plan, in its sole discretion. If Contractor cannot produce its analysis and plan 
within the allotted time, USBE, in its sole discretion, may perform such analysis and produce a 
remediation plan, and Contractor shall reimburse USBE for the reasonable costs thereof. 

37.8.3. In the event of an Incident, Contractor shall provide USBE or its designated representatives with 
access 7 days a week, 24 hours a day, for the purpose of evaluating, mitigating, or resolving the 
Incident. 

37.8.4. Unless Contractor can establish that Contractor or any of its Subcontractors is not the cause or 
source of the Incident, Contractor shall be responsible for the cost of notifying each person whose 
personal information may have been compromised by the Incident. 

37.8.5. Disclosure of Data by Contractor or any Subcontractor for any reason may be cause for legal 
action by third parties against Contractor, the State, or their respective agents. Contractor shall 
indemnify, save, and hold harmless the State, its employees, and agents against any and all claims, 
damages, liability, and court awards including costs, expenses, and attorney fees incurred as a 
result of any act or omission by Contractor, or its employees, agents, Subcontractors, or assignees 
pursuant to this Contract. Notwithstanding any other provision of this Contract, Contractor shall be 
liable to the State for all direct, consequential, and incidental damages arising from an Incident 
caused by Contractor or its Subcontractors.  
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Attachment B:  SCOPE OF WORK 

This document is the Scope of Work between Arcadia Guided Outdoor Education and the Utah State Board of 
Education (USBE) for EANS Professional Services. Changes may be made to the scope of work only by an 
amendment to the agreement as described herein.     

1) Introduction
a) Purpose

Arcadia Guided Outdoor Education (“Arcadia”) will provide services for initiating and maintaining 
education and support services or assistance for remote or hybrid learning or to address learning loss 
under the Emergency Assistance for Non-Public Schools Fund (EANS Fund).

b) Background
The Coronavirus Response and Relief Supplemental Appropriations Act, 2021 (CRRSA), was
signed into law on December 27, 2020 and provides an additional $2.75 billion nationally for
the Emergency Assistance for Non-Public Schools Fund (EANS Fund). The EANS Fund award of
$23,778,187 was applied for and accepted by the Utah State Governor’s Office, and is administered 
by the Utah State Board of Education.
The Utah State Board of Education (USBE) is distributing these funds by application in alignment with 
the federal guidance on distribution. This funding is intended to help eligible non-public schools 
safely reopen schools, measure and effectively address significant learning loss, and
take other actions to mitigate the impact of COVID-19 on the students and families who depend
on Utah’s K-12 non-public schools.
All services must be in alignment with the allowable use cases that are described for the EANS 
program by the U.S. Department of Education. Additional information can be found here:
https://oese.ed.gov/offices/education-stabilization-fund/emergency-assistance-non-public-schools/

c) Key Personnel-
The following key personnel are essential to the performance of the contract. If any of the 
individuals are no longer part of this project, Contractor shall notify USBE within 30 days. Failure to 
notify USBE may result in termination of the agreement.
i) Rev. Catherine Tobey, Managing Director
ii) Adam Tobey

d) Scope of Work
i) Arcadis will provide the following:

(1) Online tutoring services specific to address variable levels of learning resulting from disruptions due to 
COVID-19.

(2) In person tutoring services specific to addressing variable levels in learning resulting from disruptions 
due to COVID-19.

https://oese.ed.gov/offices/education-stabilization-fund/emergency-assistance-non-public-schools/
https://oese.ed.gov/offices/education-stabilization-fund/emergency-assistance-non-public-schools/
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(3) Services to groups of students (e.g. summer classes) to address variable levels in learning resulting from 
disruptions due to COVID-19. 

(4) Providing instructional materials to students appropriate for use at home to mitigate disruptions in 
learning due to COVID-19 
 

Arcadia will travel to non-public schools located within 50 miles one afternoon a week to 
provide after-school programming to up to 20 students. Likewise, in the summers, Arcadia will 
pick up and drop off a group of 10-15 students to/from the school for transportation to the 
trailhead, for four weeks. In both cases, if the school is located more than 50 miles away, the 
students will need to be transported to Ogden for programming. The cost for transportation is 
the responsibility of the non-public school and will not be reimbursed by USBE. Each student 
educational activity will include two instructors, which will foster good conversations and 
proper supervision. 
 
Arcadia has a multi-layered methodology for evaluating success beyond consistently tracking 
both attendance and the extent of participation. In particular, Arcadia will conduct pre and post 
student self assessments that assess learning growth, and collect informal anecdotes via an 
increasingly tight social fabric. As these programs deepen throughout each semester and 
summer, Arcadia will grow in our understanding of the students needs and awareness of those 
who are slipping; thus, Arcadia will continue to tweak teaching practices as well as work closely 
with their teachers. 
 
Building relationships with both teachers and students is of fundamental importance in the 
program. After all, research shows, “supportive school environments and strong teacher-
student relationships speed recovery from learning loss.” This is no surprise when positive 
relationships are linked to greater engagement with learning. In addition, “strong systems to 
monitor for early student warning signs, paired with strong norms and routines help students 
recover emotionally and engage academically.” Through the programming, Arcadia will function 
as scaffolding to support both students and teachers in these ways. 
 
Purpose and Function 
In order to successfully address variable levels in learning among these students, Arcadia will 
utilize various aspects of their own curriculum, as well as incorporate elements from Leave No 
Trace, which, though designed as principles to draw upon during outdoor recreation activities, 
is highly relevant to a student’s regular life, including at school. For EANS funded programing all 
services or assitance provided under the program must be secular, neutral, and non-ideological. 
 
What’s more, just as each student is at a different level in each subject at school, they will have 
varying proficiencies in the outdoors. Experiencing the latter in a context where peer support 
and asking for help is celebrated, students will gain confidence in asking for, receiving, and 
offering assistance. These experiences will also bolster community among the students, 
resulting in a sense of belonging, which fosters appropriate risk taking - namely, opening 
oneself to new ideas and learning. What’s more, as they experience success in the outdoors, 
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students will grow in their sense of autonomy and competence, further equipping them to 
engage in the classroom. 
In addition, the outdoors provides an undeniably fertile ground for learning and practicing 
countless key skills for success in the classroom: adaptability, problem-solving, empathy, 
courage, resourcefulness, resilience, creative thinking, optimism, health, self-confidence, self-
discipline, initiative, and collaboration. These skills are easily transferrable to the classroom! 
 
Research also shows the health and academic benefits of being outdoors are immense. This 
includes a decrease in stress and anxiety and an increase in regulated sleep, emotion, and 
memory, pro-social behaviors, and ability to fight off infection. It also results in improved 
concentration, test scores, brain and physiological functioning, attendance, and student 
achievement. Green time is a very necessary alternative to screen time, especially for students 
who are struggling. 
 
Finally, one of the biggest challenges facing students who are have experienced learning loss is 
that they are also facing other forms of loss and grief. Today’s students are overwhelmed by 
everything from global news, to the social media posturing of their friends. Their peers are 
dying by suicide and each day they wonder if a school shooting will happen in their town. 
Outdoor programming will have a jump-starting effect, getting them out of their regular 
patterns and helping them imagine a good, worthwhile future they can help create…starting 
with the very basics of academic achievement. 
 

ii) Courses: The vendor will provide the following Courses:  
 
AFTER-SCHOOL COURSE: Students Ages 8-18 
Course Description: 
One day a week throughout the school year, this course will introduce students to various 
outdoor activities, as well as engage in ethical formation (aka how to treat yourself and your 
neighbor – at school, at home, and on the trail!). There will be a focus on environmental 
stewardship, healthy interpersonal interactions, and leadership development. By engaging 
students in key ideas facing our global society, they will be challenged to step out of their 
regular lives and envision themselves as change-makers who are capable of thinking critically 
and creatively about their role in the community - starting right in the classroom with their 
regular schoolwork. Each of the topics Arcadia will cover and activities we will engage in will 
contribute to each student’s development and bolster their ability to function well in their 
regular class. 
 
SUMMER INTENSIVE COURSE: Students Ages 8-18 
Course Description: 
This course will engage students in an intensive format, that is, each morning of a summer 
week students will explore a new trail or climbing crag. This will be from as far north as Jumpoff 
Canyon all the way to the heights of Malan’s Peak. During these treks, they will learn about the 
flora and fauna Ogden trails offers, share stories and a meal together. They will also grow 
leadership skills, learn and practice Leave No Trace principles and basic first aid techniques, and 
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grow in mindfulness. Most of all, they will be taking a step back from their regular lives in order 
to re-engage in the classroom with energy and enthusiasm. 

 
e) Assignment of Work 

i) The non-public schools will select providers from the contracts and submit a request to USBE who 
will review and may approve the scope of work under this contract. This approval must happen 
prior to any work commencing. Any work agreed to or performed outside of the approved scope 
will not be paid by USBE.   

 
2)  Project Timeline 

a) Work will be able to begin Summer 2021 and all services must be completed and invoiced by September 30, 
2023 (unless extended), as defined by the federal program.  

 
3) Project Management:  

i) Any changes or deviation from the agreement must be agreed to in writing through a proper amendment to 
the agreement.  Any technical and/or managerial exchange of information or advice shall not be construed 
as a change to any requirement and/or provision of this Contract unless the change is expressly directed by 
USBE’s Procurement Representative in writing pursuant to the Changes clause of this Contract or by bilateral 
written agreement between the designated representatives of this Contract. The parties identified below 
are the points of contact for the agreement for the purpose of amending the contract. 

 
ii) Utah State Board of Education: 

(a) Program Manager: Sarah Young, Director of Strategic Initiatives, sarah.young@schools.utah.gov, 80-
538-7528 

 
(b) Contract Manager: Zac Christensen, Director of Purchasing and Contracts, 

zac.christensen@schools.utah.gov, 801-538-7538 
iii) Vendor: 

(a) Program & Contract Manager: Catherine Tobey, Managing Director, cat@gaogo.org 
 
 
4)  Project Budget 

 
i) Arcadia will be paid a rate of:  

(1) $250.00 per student for the summer course 
(2) $550.00 per student for after school course 

ii) Any milestone must be invoiced after services have been rendered, at least monthly but no longer than by 
the end of the fiscal year (June 30) for any services rendered during the fiscal year.  

 
iii) The costs identified above are inclusive of all expenses. Contractor is wholly responsible for its own travel 

arrangements and expenses and cannot invoice USBE for travel. 
 

5) Invoicing 

a) All fees are due and payable prior to the first funds distribution 

mailto:sarah.young@schools.utah.gov
mailto:zac.christensen@schools.utah.gov
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b) Contractor shall submit invoices electronically to the USBE email account at invoices@schools.utah.gov and the 
program manager for all goods and/or services provided in accordance with the terms on the agreement.  
Invoices will not be considered for payment if submitted by another method.   

c) Invoices shall include the following: 
i) Contractor name 
ii) School name 
iii) Uniquely identifiable invoice number 
iv) Invoice date 
v) Contract number 
vi) Recipient Entity’s contact information (phone number and email address) 
vii) Contractor’s authorized signature 
viii) Date(s) goods/services were provided 
ix) Description of goods and/or services for which payment is requested 
x) Dollar amount requested. 

d) Invoices submitted by Contractor to USBE without the required information will not be paid and shall be 
returned to the Contractor for completion. 

e) All payments made to the Contractor under this agreement shall be made in the name of the Contractor, as it 
appears in this agreement.  All payments will be sent to the Contractor will be sent to the address for the 
Contractor as it appears in the agreement.  Changes to the information identified in this section must be 
requested in writing. 

f) To obtain payment for the goods and/or services authorized by this agreement, Contractor shall submit the 
itemized invoice together with supporting documentation of work performed. 

g) USBE reserves the right to question or seek clarification for any cost invoiced if the invoice is not supported by 
proper documentation. 

h) Contractor may be required to repay USBE if, during or after the contract period, an audit or other review 
determines that payments made by USBE to Contractor were incorrectly paid or were based on incorrect 
information received from the Contractor.  USBE reserves the right to withhold any or all subsequent payments 
to the Contractor until the incorrect amounts paid have been fully recovered.   

mailto:invoices@schools.utah.gov
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	1. DEFINITIONS: The following terms shall have the meanings set forth below:
	1.1. “Authorized Persons” means Contractor’s employees, officers, partners, Subcontractors or other agents of Contractor who require access to Data and have a legitimate educational interest in the education records to enable the Contractor to perform...
	1.2. “Confidential Information” means information that is deemed confidential under applicable state and federal laws. The State Entity reserves the right to identify, during and after this Contract, additional reasonable types of categories of inform...
	1.3. “Contract” means the Contract Signature Page(s), including all referenced attachments and documents incorporated by reference. The term “Contract” shall include any purchase orders that result from this Contract.
	1.4. “Contract Signature Page(s)” means the State of Utah cover page(s) that the State Entity and Contractor signed.
	1.5. “Contractor” means the individual or entity delivering the Procurement Item identified in this Contract. The term “Contractor” shall include Contractor’s agents, officers, employees, partners, and subcontractors.
	1.7. "Destroy” or “Destruction" means to remove Data such that it is not maintained in retrievable form and cannot be retrieved in the normal course of business.
	1.9. “Incident” means the potentially unauthorized access to Data that Contractor believes could reasonably result in the use, disclosure, or theft of Data within the possession or control of Contractor or Contractor’s Subcontractors.
	1.10. “Metadata” includes all information created manually or automatically to provide meaning or context to other data.
	1.11. “Person” shall have the same meaning as found in Administrative Rule R33-1-1.
	1.12. "Procurement Item,” “Good,” or “Service" means a supply, a service, construction, or technology that Contractor is required to deliver to the State Entity under this Contract.
	1.13.  “Response” means the Contractor’s bid, proposal, quote, or any other document used by the Contractor to respond to the State Entity’s Solicitation.
	1.14. “Solicitation” means an invitation for bids, request for proposals, notice of a sole source procurement, request for statements of qualifications, request for information, or any document used to obtain bids, proposals, pricing, qualifications, ...
	1.16. “State of Utah” or “State” means the State of Utah, in its entirety, including its institutions, agencies, departments, divisions, authorities, instrumentalities, boards, commissions, elected or appointed officers, employees, agents, and authori...
	1.17. “Student Personally Identifiable Information” or “PII” has the same meaning as that found in U.C.A § 53E-9-301 and 34 § CFR 99.3, and includes both direct identifiers (such as a student’s or other family member’s name, address, student number, o...
	1.18. “Subcontractor” means a person under contract with Contractor or another subcontractor to provide services or labor as provided herein or for design or construction, including a trade contractor or specialty contractor.
	1.19. “Targeted Advertising” means advertising to a student or a student’s parent by Contractor if the advertisement is based on information or Data Contractor collected or received under this Contract.
	1.20. “USBE” or “Utah State Board of Education” means the Utah State Board of Education, the board, and its elected or appointed officers, employees, agents, and authorized volunteers.
	2. GOVERNING LAW AND VENUE: This Contract is governed by the laws, rules, and regulations of the State of Utah.  Any action or proceeding arising from this Contract shall be brought in a court of competent jurisdiction in the State of Utah. Venue shal...
	3. LAWS AND REGULATIONS:  Contractor shall comply with all applicable federal and state constitutions, laws, rules, codes, orders, and regulations, including applicable licensure and certification requirements. If this Contract is funded by federal fu...
	4. RECORDS ADMINISTRATION AND RIGHT TO AUDIT:
	4.1. Records: Contractor shall maintain records necessary to properly account for Contractor’s compliance, performance, and the payments made by USBE to Contractor. These records shall be retained by Contractor for six years after final payment, or un...
	4.2. Audit: Contractor agrees to provide, at no additional cost, the State of Utah, federal program staff, USBE staff, and their designees access to questionnaires and internal and external audit reports. This includes the right to audit all such reco...
	5. PERMITS: Contractor shall, at its own expense, obtain all permits, licenses, and approvals necessary for the performance of this Contract.
	6. CERTIFY REGISTRATION AND USE OF EMPLOYMENT "STATUS VERIFICATION SYSTEM”: Contractor shall comply with the requirements of the Status Verification System, also referred to as “E-verify,” as required by Utah Code § 13-47-2 et seq.
	7. DISCLOSURE OF POTENTIAL CONFLICT OF INTEREST: Contractor shall disclose whether any of its officers or employees are current or former officers or employees of USBE or the State of Utah. Contractor shall disclose if a current USBE employee is hired...
	8. INDEPENDENT CONTRACTOR: Contractor is an independent contractor and shall not act or hold itself out as an officer, employee, or agent of USBE, except as to the specific and limited agency created by the section “Agent Designation” below.
	9. INDEMNITY: Contractor shall be fully liable for its actions and shall fully indemnify USBE and the State of Utah from all claims arising out of Contractor’s performance, without limitation, except for the portion of any claim that is the sole fault...
	10. CONFIDENTIALITY: Confidential Information obtained by the Contractor may only be used for the purposes identified in this contract. Contractor shall notify USBE within one calendar day of any potential or actual misuse or unauthorized disclosure o...
	11. AMENDMENTS: Amendments to this Contract, including execution of renewal options and changes to the scope, must be made by signed written agreement of both parties.
	12. DEBARMENT/SUSPENSION: Contractor certifies that neither it nor its principals are presently debarred, suspended, proposed for debarment, or declared ineligible by any governmental entity. Contractor shall notify USBE within 30 days if debarred, su...
	13. TERMINATION:
	13.1. Termination for Cause: This Contract may be terminated for cause by either party.  A party in violation shall be given 10 days’ written notice to correct and cease the violations, after which this Contract may be terminated immediately.
	13.2. Termination for Convenience: This Contract may be terminated without cause (for convenience) by USBE upon 30 days’ written notice to Contractor.
	13.3. Termination by Mutual Agreement: USBE and Contractor may terminate this Contract, in whole or in part, at any time, by written amendment.
	13.4. Termination For Nonappropriation of Funds: Upon 30 days’ written notice to Contractor, this Contract may be amended or terminated by USBE if USBE reasonably determines: (i) a change in federal or state legislation or applicable laws materially a...
	13.5. Contract Closeout: USBE shall pay Contractor for all Procurement Items ordered prior to termination of this Contract and accepted by USBE. USBE’s exercise of its right to terminate this Contract shall not relieve the Contractor of any liability ...
	14. SALES TAX EXEMPTION: USBE is a tax-exempt organization, and Contractor shall not include sales tax in any request for payment.
	15. WARRANTY OF PROCUREMENT ITEMS: Unless a longer warranty period is contained in the Contract, Contractor warrants for a period of one year that: (i) the Procurement Items perform according to all specific claims that Contractor made in its Response...
	16.2. The Contractor shall maintain the following insurance coverage:
	17. PUBLIC INFORMATION: This Contract and all related solicitation documents, purchase orders, pricing documents, and invoices are public documents and may be available for public and private distribution in accordance with the State of Utah’s Governm...
	18. DELIVERY: All deliveries under this Contract shall be F.O.B. destination with all transportation and handling charges paid by Contractor. Risk of loss or damage shall remain with Contractor until final inspection and acceptance by USBE.
	19. ACCEPTANCE AND REJECTION: USBE shall have 30 days after delivery of the Procurement Items to perform an inspection of the Procurement Items to determine if the Procurement Items conform to the standards specified in the Solicitation and this Contr...
	24.1. Default: Any of the following events may constitute cause for USBE to declare Contractor in default of this Contract: (i) Contractor’s non-performance of its contractual requirements or obligations under this Contract; or (ii) Contractor’s mater...
	24.2. Opportunity to Cure: If the Contractor is in default for non-performance or breach, USBE may issue a written notice of default providing a ten-day period in which Contractor shall have an opportunity to cure. Contractor shall repair, replace, or...
	24.3. Additional Remedies: If the default remains after Contractor has been provided the opportunity to cure, USBE may: (i) exercise any remedy provided by law or equity; (ii) terminate this Contract; (iii) impose liquidated damages, if liquidated dam...
	35. SEVERABILITY:  The invalidity or unenforceability of any term of this Contract shall not affect the validity or enforceability of any other term of this Contract.
	36. ENTIRE AGREEMENT:  This Contract constitutes the entire agreement between the parties and supersedes any and all other prior and contemporaneous agreements and understandings between the parties, whether oral or written.
	37. GENERAL DATA PROVISIONS:
	37.1. DATA OWNERSHIP: USBE retains all rights, title, and interest, including all intellectual property and proprietary rights, in and to system data, Data, and all related data and content.
	37.2. AGENT DESIGNATION: Contractor is hereby designated as an agent of USBE pursuant to FERPA for the limited purpose of receiving Student Personally Identifiable Information to fulfill the purposes of this contract. Contractor may use the Student Pe...
	37.3. COMPLIANCE WITH DATA PRIVACY LAWS: Contractor, as USBE’s agent, shall comply with all applicable data privacy laws, regulations, code, and rules including FERPA 20 U.S.C. § 1232g et seq. and 34 C.F.R. Part 99 et seq., the Individuals with Disabi...
	37.4.1. USBE retains the right to use the established operational services to access and retrieve Data stored on Contractor’s infrastructure at its sole discretion.
	37.5. ACCESS TO DATA:
	37.5.1. Contractor shall limit access to Data to Authorized Persons only and shall require a non-disclosure agreement be signed by all Authorized Persons prior to being granted access to Data.
	37.5.2. Contractor shall maintain past and current lists of all Authorized Persons, maintain each non-disclosure agreement, and shall permit inspection of the same by USBE upon request.
	37.5.3. Contractor shall maintain an audit trail for the duration of this Contract, which reflects the granting and revoking of access privileges to Authorized Persons. A copy of this audit trail may be requested by USBE from Contractor at any time an...
	37.5.4. Contractor shall have strong access controls in place. Contractor shall disable and/or immediately delete unused or terminated Authorized Persons’ accounts and shall periodically assess account inactivity for potential stale accounts.
	37.5.5. Contractor shall provide annual, mandatory privacy and security awareness and training for all Authorized Persons, maintain past and current lists of Authorized Persons that have completed training, and permit inspection of the same by USBE up...
	37.6. USE AND DISCLOSURE OF DATA:
	37.6.1. Contractor shall not collect, use, or share Data beyond the purposes set forth as follows:
	37.6.3. If Contractor seeks to publicly release Data, Contractor must aggregate the Data by totaling the Data and reporting it at the group, cohort, school, school district, region, or state level. Contractor shall, upon request of USBE, provide USBE ...
	37.6.3.1. Aggregate data shall be reported publicly only if there is a sufficient number of individuals represented in any demographic or subgroup so that an individual cannot be identified.
	37.6.3.2. Aggregated reports shall be redacted using complementary suppression methods that remove the risk of Data being identifiable using simple mathematics or formulas.
	37.6.4. Contractor shall not use Data for any secondary use, including Targeted Advertising, except under the following conditions:
	37.6.4.1. For adaptive learning or customized student learning purposes.
	37.6.4.2. To market an educational application or product to a parent or legal guardian of a student if Contractor did not use Data, shared by or collected per this Contract, to market the educational application or product.
	37.6.4.3. To use a recommendation engine to recommend to a student (i) content that relates to learning or employment, within the third-party contractor's application, if the recommendation is not motivated by payment or other consideration from anoth...
	37.6.4.4. To respond to a student request for information or feedback, if the content of the response is not motivated by payment or other consideration from another party.
	37.6.4.5. To use Data to allow or improve operability and functionality of the third-party contractor's application.
	37.6.5. Contractor shall not sell or otherwise monetize Data except Data transferred through the purchase of, merger with, or otherwise acquisition of Contractors provided that all parties remain in compliance with this Contract.
	37.7. SECURITY AND PROTECTION OF DATA:
	37.7.1. Contractor shall notify USBE of material system changes that may negatively impact the security of Data prior to such changes being implemented.
	37.7.2. If Contractor is given Data as part of this Contract, the protection of Data shall be an integral part of the business activities of Contractor to ensure that there is no inappropriate or unauthorized use of Data. Contractor shall safeguard th...
	37.7.3. Contractor shall comply with and protect and maintain Data using methods that are at least as good as or better than that established in the State of Utah’s Department of Technology Policies (https://dts.utah.gov/policies).
	37.7.4. Contractor shall only transmit or exchange Data via secure means (ex. HTTPS or FTPS). Contractor shall not use, store or process Data on any unencrypted portable or laptop computing device or any portable storage medium.
	37.7.5. Contractor shall store and maintain all Data in data centers located only within the United States.
	37.7.6. Contractor shall permit its employees and Subcontractors to access Data remotely only via a secured manner, such as Virtual Private Networks (VPN).
	37.7.7. Contractor shall store all Data, as well as any backups made of that data, in encrypted form using no less than 128-bit key and include all Data as part of a designated backup and recovery process.
	37.7.8. Contractor shall enforce strong password protections on all devices and networks with access to or that store Data.
	37.8. INCIDENTS:
	37.8.1. If Contractor becomes aware of an Incident involving Data by either Contractor or any of Contractor’s Subcontractors, Contractor shall notify USBE within one calendar day and cooperate with USBE regarding recovery, remediation, and the necessi...
	37.8.2. Contractor shall produce a written remediation plan that includes information about the cause and extent of the Incident, and the actions Contractor will take to remediate the Incident and reduce the risk of incurring a similar type of Inciden...
	37.8.3. In the event of an Incident, Contractor shall provide USBE or its designated representatives with access 7 days a week, 24 hours a day, for the purpose of evaluating, mitigating, or resolving the Incident.
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