
UTAH STATE BOARD OF EDUCATION CONTRACT 

1. CONTRACTING PARTIES:  This contract is between the Utah State Board of Education, referred to as USBE, and the following
Contractor:

Cambium Assessment Inc. 
Name 

1000 Thomas Jefferson St NW 
Address 

Washington DC 20007 
City State Zip 

 
 

LEGAL STATUS OF CONTRACTOR 
 Sole Proprietor 
 Non-Profit Corporation 

For-Profit Corporation 
 Partnership 
 Government Agency 
 Other:    

Point of Contact: Christopher Lowe   Phone # 202-926-2730   Email: christopher.lowe@cambiumassessment.com 
Vendor # VC234276  Commodity Code # 92400E 

2. SECTION: This contract is for USBE Section: Assessment and Accountability

3. GENERAL PURPOSE OF CONTRACT: The general purpose of this contract is to provide: a computer-adaptive statewide assessment
for Utah students in grades 3-8, as further described herein.

4. PROCUREMENT: This contract is entered into as a result of the procurement process of Solicitation # USBE-AH21073-RFP, in FY21.

5. CONTRACT PERIOD: Effective Date: 11/5/2021 Termination Date: 11/4/2031  unless terminated early or extended in accordance with
the terms and conditions of this contract.  Renewal options (if any): N/A.

6. CONTRACT COSTS: CONTRACTOR will be paid a maximum of $40,906,811.50  for costs authorized by this contract.  Additional
information regarding cost may be found in the scope of work or other attachments.

7. STUDENT DATA: Student Data is included in Contract:  Yes     No 

8. ATTACHMENT A: USBE Standard Terms and Conditions for Goods and Services
ADDENDUM TO ATTACHMENT A
ATTACHMENT B: USBE Standard IT Terms and Conditions
ATTACHMENT C: Scope of Work
ATTACHMENT D: Budget

The Order of Precedence, for any conflicts, shall be resolved in favor of 1) Attachment A, 2) other USBE terms and 
conditions, 3) Scope of Work, 4) this Contract signature page, then 5) Contractor terms and conditions, if any. Any limit of 
liability or limit of USBE’s rights must be signed by USBE.  

7. DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:
a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract.
b. Utah State Procurement Code, Procurement Rules, Solicitation, and Contractor’s response.

8. Each signatory below represents that he or she has the requisite authority to enter into this contract.

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed.

  CONTRACTOR  UTAH STATE BOARD OF EDUCATION 
 

      
 

      
Signature  Date Signature Date 

      
  

 
Type or Print Name and Title Type or Print Name and Title 

   Contract # USBE220001CT 

Christopher Lowe Digitally signed by Christopher Lowe
Date: 2021.11.02 09:50:59 -04'00' Scott Jones Digitally signed by Scott Jones 

Date: 2021.11.16 14:33:14 -07'00'

Christopher Lowe, Director, Contracts Scott Jones, Deputy Superintendent of Operation
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ATTACHMENT A: UTAH STATE BOARD OF EDUCATION STANDARD TERMS AND CONDITIONS FOR 
GOODS AND SERVICES 

(Amended Sections 1.6; 1.10; 1.13; 1.22; 4.2; 9; 10; 15; 20; 21; 22.1; 22.2; 31; 38.1;  
38.4; 38.6.4; 38.7.1; 38.7.3; 38.7.4; 38.7.7; 38.7.8; 38.7.9; 38.8.1; 38.8.2; and 38.8.5) 

 
1. DEFINITIONS: The following terms shall have the meanings set forth below: 

1.1. “Authorized Persons” means Contractor’s employees, officers, partners, Subcontractors or other 
agents of Contractor who require access to Data and have a legitimate educational interest in the 
education records to enable the Contractor to perform its responsibilities under this Contract.  

1.2. “Confidential Information” means information that is deemed confidential under applicable state and 
federal laws. The State Entity reserves the right to identify, during and after this Contract, additional 
reasonable types of categories of information that must be kept confidential under federal and state 
laws. 

1.3. “Contract” means the Contract Signature Page(s), including all referenced attachments and documents 
incorporated by reference. The term “Contract” shall include any purchase orders that result from this 
Contract. 

1.4. “Contract Signature Page(s)” means the State of Utah cover page(s) that the State Entity and 
Contractor signed. 

1.5. “Contractor” means the individual or entity delivering the Procurement Item identified in this Contract. 
The term “Contractor” shall include Contractor’s agents, officers, employees, partners, and 
subcontractors. 

1.6. “Contractor Intellectual Property” means work, derivative works, ideas, inventions, discoveries, tools, 
methodology, computer programs, processes and improvements and any other intellectual property, 
tangible or intangible, that has been created by Contractor prior to entering into this Contract, and any 
derivations thereof that Contractor develops during the term of this Contract that are not Procurement 
Items under this Contract. Contractor Intellectual Property further includes, but is not limited to, 
Contractor’s test items and associated metadata, proprietary digital applications and systems for student 
registration, item authoring, test delivery and online results reporting and related systems. 

1.7. “Data” includes Student Personally Identifiable Information and Educator Data, and may also include 
Confidential Information.  

1.8. "Destroy” or “Destruction" means to remove Data such that it is not maintained in retrievable form 
and cannot be retrieved in the normal course of business. 

1.9. “Educator Data” includes, but is not limited to, the educator’s name; any unique identifier, including 
social security number; and other information that, alone or in combination, is linked or linkable to a 
specific educator.  

1.10. “Incident” means the unauthorized or potentially unauthorized access to Data that Contractor 
believes could reasonably result in the unauthorized use, disclosure, or theft, or the compromise of the 
confidentiality, integrity, or availability of Data within the possession or control of Contractor or 
Contractor’s Subcontractors. 

1.11. “Metadata” includes all information created manually or automatically to provide meaning or 
context to other data. 

1.12. “Person” shall have the same meaning as found in Administrative Rule R33-1-1. 
1.13. "Procurement Item” means the supply, the service, or technology that Contractor is required to 

deliver to the State Entity under this Contract, including all Works for Hire as defined herein.  
1.14.  “Response” means the Contractor’s bid, proposal, quote, or any other document used by the 

Contractor to respond to the State Entity’s Solicitation.  
1.15. “Solicitation” means an invitation for bids, request for proposals, notice of a sole source 

procurement, request for statements of qualifications, request for information, or any document used to 
obtain bids, proposals, pricing, qualifications, or information for the purpose of entering into this Contract. 

1.16. “State Entity” means the department, division, office, bureau, agency, or other organization 
identified on the Contract Signature Page(s). 

1.17. “State of Utah” or “State” means the State of Utah, in its entirety, including its institutions, 
agencies, departments, divisions, authorities, instrumentalities, boards, commissions, elected or 
appointed officers, employees, agents, and authorized volunteers. 

1.18. “Student Personally Identifiable Information” or “PII” has the same meaning as that found in 
U.C.A § 53E-9-301 and 34 § CFR 99.3, and includes both direct identifiers (such as a student’s or other 
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family member’s name, address, student number, or biometric number) and indirect identifiers (such as 
a student’s date of birth, place of birth, or mother’s maiden name). Indirect identifiers that constitute PII 
also include metadata or other information that, alone or in combination, is linked or linkable to a specific 
student that would allow a reasonable person in the school community, who does not have personal 
knowledge of the relevant circumstances, to identify the student with reasonable certainty.  

1.19. “Subcontractor” means a person under contract with Contractor or another subcontractor to 
provide services or labor as provided herein or for design or construction, including a trade contractor 
or specialty contractor. 

1.20. “Targeted Advertising” means advertising to a student or a student’s parent by Contractor if the 
advertisement is based on information or Data Contractor collected or received under this Contract. 

1.21. “USBE” or “Utah State Board of Education” means the Utah State Board of Education, the 
board, and its elected or appointed officers, employees, agents, and authorized volunteers. 

1.22. “Works for Hire” means all documents, records, data, articles, memoranda, and other materials 
specifically developed by Contractor under this Contract, whether alone or in collaboration with USBE, 
of which USBE shall have full ownership.  Notwithstanding anything to the contrary, Works for Hire does 
not include Contractor Intellectual Property. 

2. GOVERNING LAW AND VENUE: This Contract is governed by the laws, rules, and regulations of the State 
of Utah.  Any action or proceeding arising from this Contract shall be brought in a court of competent 
jurisdiction in the State of Utah. Venue shall be in Salt Lake City, in the Third Judicial District Court for Salt 
Lake County. 

3. LAWS AND REGULATIONS:  Contractor shall comply with all applicable federal and state constitutions, 
laws, rules, codes, orders, and regulations, including applicable licensure and certification requirements. If 
this Contract is funded by federal funds, either in whole or in part, then any federal regulation related to the 
federal funding, including 2 CFR Appendix II to Part 200, will supersede this Attachment A. 

4. RECORDS ADMINISTRATION AND RIGHT TO AUDIT:  
4.1. Records: Contractor shall maintain records necessary to properly account for Contractor’s compliance, 

performance, and the payments made by USBE to Contractor. These records shall be retained by 
Contractor for six years after final payment, or until all audits initiated within the six years have been 
completed, whichever is later.  

4.2. Audit: Contractor agrees to provide, at no additional cost, the State of Utah, federal program staff, USBE 
staff, and their designees access to questionnaires and internal and external audit reports. This includes 
the right to audit all such records and Contractor’s sites and environments during normal business hours, 
in a manner and schedule not to reasonably interfere with Contractor’s business, and to allow interviews 
of any employees or others who might reasonably have information related to such records. Further, 
Contractor agrees to include a similar right to audit records and interview staff in any subcontract related 
to performance of this Contract. 

5. PERMITS: Contractor shall, at its own expense, obtain all permits, licenses, and approvals necessary for the 
performance of this Contract.   

6. CERTIFY REGISTRATION AND USE OF EMPLOYMENT "STATUS VERIFICATION SYSTEM”: 
Contractor shall comply with the requirements of the Status Verification System, also referred to as “E-verify,” 
as required by Utah Code § 13-47-2 et seq.  

7. DISCLOSURE OF POTENTIAL CONFLICT OF INTEREST: Contractor shall disclose whether any of its 
officers or employees are current or former officers or employees of USBE or the State of Utah. Contractor 
shall disclose if a current USBE employee is hired during the Contract (e.g., dual employment).  

8. INDEPENDENT CONTRACTOR: Contractor is an independent contractor and shall not act or hold itself out 
as an officer, employee, or agent of USBE, except as to the specific and limited agency created by the section 
“Agent Designation” below. 

9. INDEMNITY: Contractor shall be fully liable for its actions and shall fully indemnify USBE and the State of 
Utah from all claims arising out of Contractor’s performance of this Contract caused by any intentional act or 
negligence of Contractor, without limitation; provided, however, that the Contractor shall not indemnify for 
that portion of any claim, loss, or damage arising hereunder due in whole or part to the fault of USBE or the 
State of Utah. Any limitation of Contractor’s liability shall not apply to injuries to persons, including death, or 
to damages to property.  Contractor’s indemnification shall be contingent on the following State of Utah or 
State Entity obligation: The State of Utah and the State Entity shall notify Contractor in writing within forty-
eight (48) hours of any claim.   

10. CONFIDENTIALITY: Confidential Information obtained by the Contractor may only be used for the purposes 
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identified in this contract. Contractor will promptly notify USBE of any potential or actual misuse or 
unauthorized disclosure of confidential information that comes to Contractor’s attention. 

11. AMENDMENTS: Amendments to this Contract, including execution of renewal options and changes to the 
scope, must be made by signed written agreement of both parties.   

12. DEBARMENT/SUSPENSION: Contractor certifies that neither it nor its principals are presently debarred, 
suspended, proposed for debarment, or declared ineligible by any governmental entity. Contractor shall notify 
USBE within 30 days if debarred, suspended, proposed for debarment, declared ineligible, or voluntarily 
excluded from participation in any contract by any governmental entity during this Contract. 

13. TERMINATION:  
13.1. Termination for Cause: This Contract may be terminated for cause by either party.  A party in 

violation shall be given 10 days’ written notice to correct and cease the violations, after which this 
Contract may be terminated immediately.  

13.2. Termination for Convenience: This Contract may be terminated without cause (for convenience) 
by USBE upon 30 days’ written notice to Contractor.  

13.3. Termination by Mutual Agreement: USBE and Contractor may terminate this Contract, in whole 
or in part, at any time, by written amendment. 

13.4. Termination For Nonappropriation of Funds: Upon 30 days’ written notice to Contractor, this 
Contract may be amended or terminated by USBE if USBE reasonably determines: (i) a change in 
federal or state legislation or applicable laws materially affects the ability of either party to perform under 
the terms of this Contract; or (ii) a change in available funds affects USBE’s ability to perform under this 
Contract.   

13.5. Contract Closeout: USBE shall pay Contractor for all Procurement Items ordered prior to 
termination of this Contract and accepted by USBE. USBE’s exercise of its right to terminate this 
Contract shall not relieve the Contractor of any liability to USBE for any damages or claims arising under 
this Contract. USBE shall not be liable for any penalties or liquidated damages that accrue after the 
effective date of termination. 

13.6. Return or Destruction of Data: Following the termination of this Contract, USBE reserves the right 
to request a complete and secure (i.e., encrypted and appropriately authenticated) download file of all 
data. After USBE has accepted the return of data, declines the return of data, or provides other 
instructions, Contractor shall immediately destroy all data. If, after 30 days from termination, USBE has 
failed to make a request regarding data, Contractor shall immediately destroy the data. The Contractor 
shall notify USBE in writing of the date the data is destroyed.  

14. SALES TAX EXEMPTION: USBE is a tax-exempt organization, and Contractor shall not include sales tax in 
any request for payment.  

15. WARRANTY OF PROCUREMENT ITEMS: Unless a longer warranty period is contained in the Contract, 
Contractor warrants for a period of one year that: (i) the Procurement Items perform according to all specific 
claims that Contractor made in its Response; (ii) the Procurement Items are suitable for the ordinary purposes 
for which such Procurement Items are used; (iii) the Procurement Items are suitable for any special purposes 
identified in the Contractor’s Response; (iv) the Procurement Items are designed and manufactured in a 
commercially reasonable manner; (v) the Procurement Items are manufactured and in all other respects 
create no harm to persons or property; and (vi) the Procurement Items are free of defects. Unless otherwise 
specified, all Procurement Items provided shall be new and unused of the latest model or design. 

16. CONTRACTOR’S INSURANCE RESPONSIBILITY:  
16.1. Contractor shall maintain insurance during this Contract. All insurance policies required by this 

Contract shall be issued by insurance companies with an AM Best rating of A-VIII or better. 
16.2. The Contractor shall maintain the following insurance coverage: 

16.2.1. Workers’ compensation insurance during the term of this Contract for all its employees and any 
Subcontractor employees related to this Contract. Workers’ compensation insurance shall cover 
full liability under the workers’ compensation laws of the jurisdiction of the State of Utah at the 
statutory limits required by said jurisdiction. 

16.2.2. Commercial general liability [CGL] insurance from an insurance company authorized to do 
business in the State of Utah. The limits of the CGL insurance policy shall be no less than 
$1,000,000.00 per person per occurrence and $3,000,000.00 aggregate. 

16.2.3. If Contractor uses a vehicle in the performance of this Contract, Contractor shall maintain 
Commercial Automobile Liability [CAL] insurance from an insurance company authorized to do 
business in the State of Utah. The CAL insurance policy must cover bodily injury and property 
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damage liability and be applicable to all vehicles used in the performance of Services under this 
Contract. The minimum liability limit must be $1,000,000.00 per occurrence, combined single limit.  

16.2.4. If Contractor has access to Data, Contractor shall maintain Protected Information Liability 
insurance covering all loss of Data and claims based on alleged violations of privacy rights through 
improper use or disclosure of protected information with minimum limits of $1,000,000.00 per 
occurrence and $2,000,000.00 aggregate. 

16.3. USBE shall be named as additional insured on all commercial general liability policies required of 
Contractor. Coverage required of Contractor shall be primary over any insurance or self-insurance 
program carried by Contractor or USBE. 

16.4. The above insurance policies shall include provisions preventing cancellation or non-renewal, 
except for cancellation based on non-payment of premiums, without the insurer giving at least 30 days’ 
prior notice to Contractor.  Contractor shall forward such notice to the USBE’s contact as listed in the 
Contract within seven days of Contractor’s receipt of such notice. 

16.5. All insurance policies secured or maintained by Contractor in relation to this Contract shall include 
clauses stating that each carrier shall waive all rights of recovery under subrogation or otherwise against 
Contractor or USBE, its agencies, institutions, organizations, officers, agents, employees, and 
volunteers. 

16.6. Contractor shall provide to USBE certificates evidencing Contractor’s insurance coverage 
required in this Contract within seven days following the effective date. No later than 15 days before the 
expiration date of Contractor’s coverage, Contractor shall deliver to USBE certificates of insurance 
evidencing renewals of coverage. At any other time during the term of this Contract, upon request by 
USBE, Contractor shall, within seven days following the request by USBE, supply to USBE evidence 
satisfactory to USBE of compliance with the provisions of this section. 

16.7. USBE reserves the right to require higher or lower insurance limits where warranted.  
17. PUBLIC INFORMATION: This Contract and all related solicitation documents, purchase orders, pricing 

documents, and invoices are public documents and may be available for public and private distribution in 
accordance with the State of Utah’s Government Records Access and Management Act (GRAMA), 

18. DELIVERY: All deliveries under this Contract shall be F.O.B. destination with all transportation and handling 
charges paid by Contractor. Risk of loss or damage shall remain with Contractor until final inspection and 
acceptance by USBE.   

19. ACCEPTANCE AND REJECTION: USBE shall have 30 days after delivery of the Procurement Items to 
perform an inspection of the Procurement Items to determine if the Procurement Items conform to the 
standards specified in the Solicitation and this Contract prior to acceptance of the Procurement Items by 
USBE. If the Procurement Item is not rejected, it is presumed to be accepted.  
19.1. If Contractor delivers nonconforming Procurement Items, USBE may, at its option and at 

Contractor’s expense: (i) return the Procurement Items for a full refund; (ii) require Contractor to promptly 
correct or replace the nonconforming Procurement Items; or (iii) obtain replacement Procurement Items 
from another source, subject to Contractor being responsible for any cover costs. Contractor shall not 
redeliver corrected or rejected Procurement Items without first, disclosing the former rejection or 
requirement for correction; and second, obtaining written consent of USBE to redeliver the corrected 
Procurement Items. Repair, replacement, and other correction and redelivery shall be subject to the 
terms of this Contract. 

19.2. If at any point a latent defect or fraud is identified, acceptance by USBE may be immediately 
nullified.  

20. PAYMENT: USBE shall make payment within 30 days after it receives a correct invoice by a check sent 
through the mail, electronic funds transfer, or the State of Utah’s Purchasing Card (major credit card). If 
payment has not been made 60 days after USBE receives a correct invoice, then Contractor may add interest 
in accordance with the Utah Prompt Payment Act. If the Contractor accepts final payment without a written 
protest to USBE within ten business days of receipt of final payment, Contractor releases USBE and the 
State of Utah from all claims for payment related to the Contract. USBE’s payment for the Procurement Items 
shall not be deemed an acceptance of the Procurement Items as identified in the Contract and does not 
release any claims that USBE or the State of Utah may have against Contractor. Contractor shall not charge 
USBE electronic payment fees.  

21. INDEMNIFICATION RELATING TO INTELLECTUAL PROPERTY: Contractor represents all Procurement 
Items are free of all liens and encumbrances and shall indemnify USBE and the State of Utah from any claim 
brought against USBE or the State of Utah for infringement of a third party’s copyright, trademark, trade 
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secret, or other proprietary right. The parties agree that if there are any limitations of Contractor’s liability, 
such limitations of liability will not apply to this section. 

22. OWNERSHIP IN INTELLECTUAL PROPERTY:  
22.1.  Contractor shall transfer any ownership claim to Works for Hire to the State Entity.  
22.2.  The State Entity and Contractor each recognizes that each has no right, title, or interest, proprietary 

or otherwise, in the intellectual property owned or licensed by the other, unless otherwise agreed upon 
by the parties in writing.  

23. ASSIGNMENT: Any assignment or delegation by Contractor must be made through an amendment to the 
Contract.  

24. DEFAULT AND REMEDIES:  
24.1. Default: Any of the following events may constitute cause for USBE to declare Contractor in default 

of this Contract: (i) Contractor’s non-performance of its contractual requirements or obligations under 
this Contract; or (ii) Contractor’s material breach of any term or condition of this Contract. Termination 
or expiration of this Contract shall not extinguish or prejudice USBE’s right to enforce this Contract with 
respect to any default of this Contract or defect in the Procurement Items that has not been cured.  

24.2. Opportunity to Cure: If the Contractor is in default for non-performance or breach, USBE may issue 
a written notice of default providing a ten-day period in which Contractor shall have an opportunity to 
cure. Contractor shall repair, replace, or reimburse USBE, at USBE’s discretion, the cost to cover 
Procurement Items at no charge to USBE. Time allowed for cure will not diminish or eliminate 
Contractor's liability for damages.  

24.3. Additional Remedies: If the default remains after Contractor has been provided the opportunity to 
cure, USBE may: (i) exercise any remedy provided by law or equity; (ii) terminate this Contract; (iii) 
impose liquidated damages, if liquidated damages are listed in this Contract; (iv) debar/suspend 
Contractor from receiving future contracts from USBE or the State of Utah; and (v) demand a full refund 
of any payment USBE has made to Contractor under this Contract for Procurement Items that do not 
conform to this Contract.  

25. FORCE MAJEURE: Neither party to this Contract shall be held responsible for unavoidable delay or default 
caused by circumstances, including fire, riot, an act of God, and/or war, that are beyond that party's 
reasonable control. USBE may terminate this Contract after determining such delay or default will prevent 
successful performance of this Contract. 

26. PUBLICITY: Contractor shall not use USBE’s name, logo, or endorsement (implied or actual) in any 
advertising, marketing, or publicity materials without prior written approval from USBE.  

27. WORK ON STATE OF UTAH PREMISES: Contractor shall ensure that its personnel working on State of 
Utah premises: (i) abide by all of the rules, regulations, and policies of the premises; (ii) remain in authorized 
areas; (iii) follow all instructions from USBE; and (iv) if required by USBE, pass a background check prior to 
entering the premises. USBE may remove any individual for a violation hereunder. 

28. CONTRACT INFORMATION: During the duration of this Contract, USBE is required to make available 
contact information of Contractor to the State of Utah Department of Workforce Services pursuant to Utah 
Code § 35A-2-203.  The State of Utah Department of Workforce Services may contact Contractor during the 
duration of this Contract to inquire about Contractor’s job vacancies within the State of Utah. 

29. WAIVER: A waiver of any right under the Contract shall not be construed as a subsequent waiver of that 
right or as a waiver of any other right. 

30. SUSPENSION OF WORK: USBE may suspend and reinstate work under this Contract by written notice to 
Contractor.  

31. CHANGES IN SCOPE: Any changes in the scope of the services to be performed under this Contract shall 
be in the form of a written amendment to this Contract, mutually agreed to and signed by both parties, 
specifying any such changes, fee adjustments, any adjustment in time of performance, or any other 
significant factors arising from the changes in the scope of services. 

32. ATTORNEY’S FEES: The prevailing party in a judicial action to enforce rights under this Contract shall be 
entitled to its costs and expenses, including reasonable attorney’s fees. 

33. TRAVEL COSTS: Unless otherwise agreed, all travel costs must be pre-approved by USBE and may be 
booked by USBE at State of Utah per diem rates. 

34. DISPUTE RESOLUTION: Prior to either party filing a judicial proceeding, the parties agree to participate in 
the mediation of any dispute. USBE and Contractor will mutually agree upon a mediator, or if a mutually 
agreeable mediator is not selected, USBE will select an independent third party, who shall be a Utah Courts 
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certified mediator, to assist in the resolution of a dispute. USBE and Contractor agree to cooperate in good 
faith in mediation proceedings.  

35. SURVIVAL OF TERMS: Termination or expiration of this Contract shall not diminish USBE’s right to enforce 
any term of this Contract that by its nature would continue beyond termination, cancellation, or expiration.  

36. SEVERABILITY:  The invalidity or unenforceability of any term of this Contract shall not affect the validity or 
enforceability of any other term of this Contract. 

37. ENTIRE AGREEMENT:  This Contract constitutes the entire agreement between the parties and supersedes 
any and all other prior and contemporaneous agreements and understandings between the parties, whether 
oral or written. 

38. GENERAL PROVISIONS: 
38.1. USBE reserves all rights, title, and interest, including all intellectual property and proprietary 

rights, in and to system data, Data, and all related data and content to the extent the foregoing is not 
Contractor Intellectual Property. 

38.2. AGENT DESIGNATION: Contractor is hereby designated as an agent of USBE pursuant to 
FERPA for the limited purpose of receiving Student Personally Identifiable Information to fulfill the 
purposes of this contract. Contractor may use the Student Personally Identifiable Information as provided 
herein, but may not transfer or otherwise convey Student Personally Identifiable Information to any other 
Person.   

38.3. COMPLIANCE WITH DATA PRIVACY LAWS: Contractor, as USBE’s agent, shall comply with 
all applicable data privacy laws, regulations, code, and rules including FERPA 20 U.S.C. § 1232g et seq. 
and 34 C.F.R. Part 99 et seq., the Individuals with Disabilities Education Act, 30 U.S.C. § 1400 et seq. 
and 34 C.F.R. Part 300 (“IDEA”), and the Utah Student Privacy and Data Protection Act, Utah Code § 
53E-9 101 et seq.  

38.4. DESTRUCTION OF DATA: During the term of this Contract, if USBE requests the Destruction of 
USBE Data, including PII, collected, generated or inferred as a result of this Contract, Contractor shall 
Destroy the information within sixty (60) calendar days after the date of the request and as dictated in 
the request. Contractor shall provide USBE with written confirmation of the date the data was Destroyed. 

38.4.1. USBE retains the right to use the established operational services to access and retrieve Data 
stored on Contractor’s infrastructure at its sole discretion.  

38.5. ACCESS TO DATA: 
38.5.1. Contractor shall limit access to Data to Authorized Persons only and shall require a non-disclosure 

agreement be signed by all Authorized Persons prior to being granted access to Data. 
38.5.2. Contractor shall maintain past and current lists of all Authorized Persons, maintain each non-

disclosure agreement, and shall permit inspection of the same by USBE upon request. 
38.5.3. Contractor shall maintain an audit trail for the duration of this Contract, which reflects the granting 

and revoking of access privileges to Authorized Persons. A copy of this audit trail may be requested 
by USBE from Contractor at any time and shall be provided within 10 days of the USBE request. 

38.5.4. Contractor shall have strong access controls in place. Contractor shall disable and/or immediately 
delete unused or terminated Authorized Persons’ accounts and shall periodically assess account 
inactivity for potential stale accounts. 

38.5.5. Contractor shall provide annual, mandatory privacy and security awareness and training for all 
Authorized Persons, maintain past and current lists of Authorized Persons that have completed 
training, and permit inspection of the same by USBE upon request. 

38.6. USE AND DISCLOSURE OF DATA: 
38.6.1. Contractor shall not collect, use, or share Data beyond the purposes set forth as follows: 

38.6.1.1. To carry out the Contractor’s responsibilities listed in the Statement of Work. 
38.6.2. Contractor shall share Data only for the purposes stated in the Statement of Work and only with 

the following entities: 
38.6.2.1. Law enforcement agencies or individuals only as authorized by law or court order. 

Contractor receives such a request, Contractor shall notify USBE within two business days of 
the receipt of the request, as permitted by law. 

38.6.3. If Contractor seeks to publicly release Data, Contractor must aggregate the Data by totaling the 
Data and reporting it at the group, cohort, school, school district, region, or state level. Contractor 
shall, upon request of USBE, provide USBE with a document that lists the steps and methods the 
Contractor shall use to de-identify the information. Any aggregate data that is publicly released 
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without being redacted using the methods in this section shall be considered an Incident.  The 
following methods shall be used on any aggregated reports: 

38.6.3.1. Aggregate data shall be reported publicly only if there is a sufficient number of individuals 
represented in any demographic or subgroup so that an individual cannot be identified.  

38.6.3.2. Aggregated reports shall be redacted using complementary suppression methods that 
remove the risk of Data being identifiable using simple mathematics or formulas. 

38.6.4. Contractor shall not use Data for any secondary use, including Targeted Advertising, except under 
the following conditions: 

38.6.4.1. For adaptive learning or customized student learning purposes. 
38.6.4.2. To market an educational application or product to a parent or legal guardian of a student 

if Contractor did not use Data, shared by or collected per this Contract, to market the 
educational application or product. 

38.6.4.3. To use a recommendation engine to recommend to a student (i) content that relates to 
learning or employment, within the third-party contractor's application, if the recommendation 
is not motivated by payment or other consideration from another party; or (ii) services that 
relate to learning or employment, within the third-party contractor's application, if the 
recommendation is not motivated by payment or other consideration from another party; 

38.6.4.4. To respond to a student request for information or feedback, if the content of the response 
is not motivated by payment or other consideration from another party. 

38.6.4.5. To use Data to allow or improve operability and functionality of the third-party contractor's 
application. 

38.6.5. Contractor shall not sell or otherwise monetize Data except Data transferred through the purchase 
of, merger with, or otherwise acquisition of Contractors provided that all parties remain in 
compliance with this Contract. 

38.7. SECURITY AND PROTECTION OF DATA: 
38.7.1. Contractor shall notify USBE of material changes to Contractor infrastructure, system, software 

licensing, security or privacy controls, IT security organization, and loss prevention controls that 
may negatively impact the security of Data.  Contractor shall notify USBE prior to such changes 
being implemented or, in the event of an Incident, within two (2) days of the onset of the Incident. 

38.7.2. If Contractor is given Data as part of this Contract, the protection of Data shall be an integral part 
of the business activities of Contractor to ensure that there is no inappropriate or unauthorized use 
of Data. Contractor shall safeguard the confidentiality, integrity, and availability of Data.  

38.7.3. Contractor shall comply with and protect and maintain Data using methods that are at least as 
good as or better than that established in the latest version of the National Institute of Standards 
and Technology (NIST) “Framework for Improving Critical Infrastructure Cybersecurity”, also 
referred to as NIST Cybersecurity Framework. 

38.7.4. Contractor shall not use, store or process Data on any unencrypted portable or laptop computing 
device or any portable storage medium.  

38.7.5. Contractor shall store and maintain all Data in data centers located only within the United States.  
38.7.6. Contractor shall permit its employees and Subcontractors to access Data remotely only via a 

secured manner, such as Virtual Private Networks (VPN).  
38.7.7. Contractor shall store, process, transmit, and exchange all secure Data, as well as any backups 

made of that secured data, in encrypted form using industry standard and currently supported 
cryptographic protocols and include all Data as part of a designated backup and recovery process.  
Secured data remains encrypted on all backups; however, non secure data is not encrypted. 

38.7.8. Contractor shall enforce strong authentication protections on all devices, systems, and networks 
with access to or that store Data.   

38.7.9.   Contractor shall provide a written “Attestation of Compliance” to security and privacy 
requirements annually, due by the anniversary date of execution of the Contract. At the request of 
USBE, Contractor will provide the latest third-party assessment report (e.g., SOC2 report) within ten 
(10) business days.   

38.8. INCIDENTS: 
38.8.1. If Contractor becomes aware of any breach involving Data by either Contractor or any of 

Contractor’s Subcontractors, Contractor shall notify USBE within two (2) days of the discovery or 
affirmation of the incident and cooperate with USBE regarding recovery, remediation, and the 
necessity to involve law enforcement, if any.  
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38.8.2. Contractor shall produce a written remediation plan that includes information about the cause and 
extent of the Incident that compromises USBE data and the actions Contractor will take to remediate 
the Incident and reduce the risk of incurring a similar type of Incident in the future. Contractor shall 
present its analysis and remediation plan to USBE within ten calendar days of notifying USBE of an 
Incident. USBE reserves the right to adjust this plan, in its sole discretion. If Contractor cannot 
produce its analysis and plan within the allotted time, USBE, in its sole discretion, may perform such 
analysis and produce a remediation plan, and Contractor shall reimburse USBE for the reasonable 
costs thereof. 

38.8.3. In the event of an Incident, Contractor shall provide USBE or its designated representatives with 
access 7 days a week, 24 hours a day, for the purpose of evaluating, mitigating, or resolving the 
Incident. 

38.8.4. Unless Contractor can establish that Contractor or any of its Subcontractors is not the cause or 
source of the Incident, Contractor shall be responsible for the cost of notifying each person whose 
personal information may have been compromised by the Incident. 

38.8.5. Unauthorized disclosure of Data by Contractor or any Subcontractor for any reason may be cause 
for legal action by third parties against Contractor, the State, or their respective agents. Contractor 
shall indemnify, save, and hold harmless the State, its employees, and agents against any and all 
claims, damages, liability, and court awards including costs, expenses, and attorney fees incurred 
as a result of any intentional act or negligence by Contractor, or its employees, agents, 
Subcontractors, or assignees pursuant to this Contract. Notwithstanding any other provision of this 
Contract, Contractor shall be liable to the State for all direct, consequential, and incidental damages 
arising from an Incident caused by Contractor or its Subcontractors.  



 

 

Addendum to Attachment A: USBE Standard Terms and Conditions 
(Amended Sections 2; 3.a; 3.b; 3.c; 3.d; and 4) 

The following are incorporated into the USBE Standard Terms and Conditions and shall apply to any 
awarded contract: 

1. Subcontractors. Contractor shall seek and receive USBE approval in advance of any contracts it 
intends to establish with subcontractors involved in delivering goods or services related to this 
project. 

2. Constructive changes. Contractor shall provide written notice to USBE if it believes USBE has 
directed it to perform an out-of-scope change or agreed to a compensatory or out-of-scope 
change. This written notice must be given within twenty (20) days and prior to performance of 
the work by the contractor. The contractor shall not proceed with additional out-of-scope work 
without the written consent of USBE and a concomitant contract and budget amendment 
executed in accordance with the State Standard Terms and Conditions. 

3. Liquidated damages. In all areas described in subparts a-d below, Contractor shall be liable for 
liquidated damages unless it can show USBE’s actions, or any other cause outside of 
Contractor’s control, were a significant cause of the breach, delay, non-performance, or 
interruption; where liability can be apportioned, the contractor shall remain liable for its portion 
thereof. 

a. Data Security. Contractor acknowledges that USBE is the authorized steward of all 
student data and student responses. It is understood and agreed by Contractor that 
security of student level data must be maintained at all times. Contractor will protect 
personally identifiable information student data in accordance with the State Standard 
Terms and Conditions, including Attachment B, and will at all times comply with the 
Family Educational Rights and Privacy Act (FERPA). Contractor has a duty to self-report 
to USBE within 48 hours all actual and suspected data breaches of which it becomes 
aware. Further, should a breach of security result from negligence on the part of 
Contractor, USBE has the discretion to (1) charge Contractor $1,000 per student per 
breach, not as a penalty but as liquidated damages; and (2) require Contractor to 
purchase, at its own expense, credit monitoring services for all affected parties in the 
event of a breach. 

b. Service Interruptions. A service interruption is defined as (1) a failure on the part of the 
Contractor to provide access for students to begin or complete a test available through 
the on-line assessment system during regularly scheduled school hours, including delay 
of the first and subsequent assessment administrations, or (2) the failure on the part of 
the Contractor to provide access to USBE, LEA, or school personnel to perform 
administrative functions of the assessment system at any time, with the exception of 
agreed upon maintenance windows. Service interruptions also include access that is 
made unavailable due to the Contractor’s failure to receive and accept data transfers 
from USBE and LEAs as set forth in the contract. 

For each service interruption which prevents one or more students from taking a test 
for more than ten minutes, and up to 60 minutes, USBE has the discretion to charge 
Contractor $10,000 per incident, not as a penalty, but as liquidated damages. Damages 
for a service interruption greater than 60 minutes will be prorated based on the actual 
duration of the interruption at a rate equivalent to $10,000 per hour. Total damages for 
service interruptions to students on any given day will not exceed $50,000. 



 

 

Liquidated damages of $5,000 per day will also be assessed for each service interruption 
that prevents USBE, LEA, or school personnel from accessing administrative functions 
for more than four hours. 
Excluded Events: The occurrence of the following events is excluded from the definition 
of a service interruption: 

i. Scheduled Maintenance: Planned downtime, which shall be any period for 
which Contractor gives 48 or more hours’ notice to USBE and system users 
that the assessment system will be unavailable. Notice shall be given via email 
and phone to the contacts identified by USBE. 

ii. Force Majeure Events: Circumstances described in Section 25 of Attachment 
A: State Standard Terms and Conditions. 

c. Item Security. It is understood and agreed by the Contractor that security of test items 
and forms must be maintained at all times. Contractor has a duty to self-report to USBE 
within 48 hours all item security breaches of it which it becomes aware. Further, should 
a breach of item security resulting from negligence on the part of the Contractor occur, 
the USBE has the discretion to charge Contractor $3,000 per item, not as a penalty but 
as liquidated damages. 

d. Data Delivery. It is understood and agreed by Contractor that delivery of assessment 
data used or usable for state and/or federal accountability purposes must be delivered 
according to the annually agreed-upon schedule and format. Should a breach of the 
data delivery timeline resulting from negligence on the part of Contractor occur, USBE 
has the discretion to charge Contractor $40,000 per day, not as a penalty but as 
liquidated damages. 

4. Work made for hire. Contractor agrees that all data and original work products (collectively 
called the “work product”) produced and paid for pursuant to any contract specifically for USBE 
are the property of USBE and shall be considered work made for hire under the U.S. Copyright 
Act, 17 U.S.C. §101 et seq. and shall be owned by USBE. This excludes any pre-existing products, 
items, materials, Contractor Intellectual Property, or content owned by Contractor or 
subcontractors and any modifications or derivatives thereto provided to USBE pursuant to the 
contract. 
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ATTACHMENT B: UTAH STATE BOARD OF EDUCATION 

STANDARD INFORMATION TECHNOLOGY TERMS AND CONDITIONS 

(Amended Sections 1.b; 1.d; 1.f; 1.k; 1.m; 6; 7; 9.1; 9.2; 9.3; 9.4; 9.5; 9.7; 10; 11; 12; 13; 14; 18; and 19) 

This is for a contract of information technology procurement items and must be accompanied by the Utah State Board of Education 
Standard Terms and Conditions. The definitions in Attachment A apply to this Attachment. 

1. DEFINITIONS: 

a. “Access to Secure State Facilities, Data, and Technology” means Contractor will (A) enter upon secure premises controlled, 
held, leased, or occupied by the State of Utah; (B) maintain, develop, or have access to any deployed hardware, software, 
firmware, or any other technology, that is in use by the State of Utah; or (C) have access to or receive any State Data or 
Confidential Information during the course of performing this Contract. 

b. "Attachment A" means the State of Utah Standard Terms and Conditions for Goods and Services as finally negotiated within 
this Contract. 

c. “Authorized Persons” means the Contractor’s employees, officers, partners, Subcontractors or other agents of Contractor who 
need to access State Data to enable the Contractor to perform its responsibilities under this Contract.  

d. "Contractor Intellectual Property" has the meaning ascribed to it in Attachment A. 

e. “Custom Deliverable” means the Work Product that Contractor is required to deliver under this Contract.  

f. “Data Breach” means the unauthorized access by a non-authorized person(s) which results in unauthorized acquisition of State 
Data and compromises the confidentiality, integrity, or availability of State Data. It is within USBE’s sole discretion to determine 
whether the unauthorized access is a Security Incident or a Data Breach. 

g. “Federal Criminal Background Check” means an in depth background check conducted and processed by the FBI that covers 
all states. Federal Criminal Background Check reports will show if applicant has had any criminal cases filed against them that 
violated federal criminal law. 

h. “Non-Public Data” means data, other than personal data, that is not subject to distribution to the public as public information. It 
is deemed to be sensitive and confidential by the State of Utah and the federal government because it contains information that 
is exempt by state, federal and local statutes, ordinances, or administrative rules from access by the general public as public 
information.  

i. “Personal Data” means data that includes information relating to a person that identifies the person by a person’s first name or 
first initial and last name and has any of the following personally identifiable information (PII): government-issued identification 
numbers (e.g., Social Security, driver’s license, passport); financial account information; including account number, credit or 
debit card numbers; or protected health information (PHI) relating to a person.  

j. “Protected Health Information” (PHI) means individually identifiable health information transmitted by electronic media, 
maintained in electronic media, or transmitted or maintained in any other form or medium. PHI excludes education records 
covered by the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records described at 20 
U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a covered entity in its role as employer. 

k. “Security Incident” means the potentially unauthorized access by non-authorized persons to State Data that Contractor believes 
could reasonably result in the compromise of the confidentiality, integrity, or availability of State Data within the possession or 
control of the Contractor. A Security Incident may or may not turn into a Data Breach. It is within the USBE’s sole discretion to 
determine whether the unauthorized access is a Security Incident or a Data Breach. 

l. “State Data” means all Confidential Information, Non-Public Data, Personal Data, and Protected Health Information that is 
created or in any way originating with the State of Utah whether such data or output is stored on the State of Utah’s hardware, 
Contractor’s hardware, or exists in any system owned, maintained or otherwise controlled by the State of Utah or by the 
Contractor. State Data also includes any federal data that the State of Utah controls or maintains that is protected under federal 
laws, statutes, and regulations. 

m. “Work Product” means all Procurement Items as set forth in Attachment A, including, without limitation, all Works for Hire as 
defined in Attachment A. Notwithstanding anything in the immediately preceding sentence to the contrary, Work Product does 
not include any State of Utah or USBE intellectual property, Contractor’s Intellectual Property or Third Party intellectual property. 

2. CONTRACTOR ACCESS TO SECURE STATE FACILITIES, STATE DATA, AND TECHNOLOGY: If an employee of Contractor or 
a Subcontractor is required to complete a Federal Criminal Background Check or said employee of Contractor or a Subcontractor 
will have Access to Secure State Facilities, State Data, and Technology, Contractor shall provide USBE with sufficient personal 
information (at Contractor’s own expense) so that a Federal Criminal Background Check may be completed by USBE, at USBE’s 
expense.  

3. DRUG-FREE WORKPLACE: Contractor agrees to abide by the USBE’s drug-free workplace policies while on USBE’s premises. 
USBE will provide Contractor with a copy of these written drug-free workplace policies upon request. 

4. CODE OF CONDUCT: If Contractor is working at facilities controlled or owned by the State of Utah, Contractor agrees to follow and 
enforce USBE’s applicable code of conduct.  

5. HARDWARE WARRANTY: Contractor agrees to warrant and assume responsibility for all hardware portions of any Good or Custom 
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Deliverable, that it licenses, contracts, or sells to USBE under this Contract, for a period of one (1) year. Contractor acknowledges 
that all warranties granted to USBE by the Uniform Commercial Code of the State of Utah apply to this Contract. Product liability 
disclaimers and/or warranty disclaimers from Contractor are not applicable to this Contract. In general, the Contractor warrants that 
the hardware: (a) will perform as specified in the Proposal; (b) will live up to all specific claims listed in the Proposal; (c) will be suitable 
for the ordinary purposes for which the hardware is used; (d) will be suitable for any special purposes that USBE has relied on 
Contractor’s skill or judgment to consider when it advised USBE about the hardware in the Proposal; (e) the hardware has been 
properly designed and manufactured; and (f) is free of significant defects or unusual problems about which USBE has not been 
warned. 

6. SOFTWARE WARRANTY: Contractor warrants that any software provided under this Contract, will: (a) perform in accordance with 
any specific claims made by Contractor and any specifications agreed to in writing between USBE and Contractor; (b) be suitable for 
the ordinary purposes for which such software is used; (c) have been properly designed and delivered; and (d) be free of significant 
defects or unusual problems about which USBE has not been warned. Contractor shall use commercially reasonable efforts to provide 
work-around solutions or patches to reported software problems. 

7. UPDATES AND UPGRADES: Contractor shall deploy upgrades and updates to the Procurement Items provided by Contractor 
during the term of this Contract. Such upgrades and updates are subject to the terms of this Contract.  

8. TECHNICAL SUPPORT AND MAINTENANCE: If technical support and maintenance is a part of the Procurement Item that 
Contractor provides under this Contract, Contractor will use commercially reasonable efforts to respond to USBE in a reasonable 
time. 

9. SECURE PROTECTION AND HANDLING OF STATE DATA: If Contractor is given State Data as part of this Contract, the protection 
of State Data shall be an integral part of the business activities of Contractor to ensure that there is no inappropriate or unauthorized 
use of State Data. To the extent that Contractor is given State Data, Contractor shall safeguard the confidentiality, integrity, and 
availability of the State Data and comply with the conditions outlined below. USBE reserves the right to verify Contractor’s adherence 
to the following conditions to ensure they are met during the life of the Contract: 

1. Network and Data Security: Contractor shall comply with the provisions of Attachment A, Section [TBD / 39.7]. The State Entity 
reserves the right to determine if Contractor's level of protection adequately meets the State Entity's security requirements. 
During testing windows, the State Entity and Contractor will mutually agree on patching and security updates so as not to 
negatively impact testing windows. 

2. State Data Transmission: Contractor shall comply with the provisions of Attachment A, Section [TBD / 39.7]. 

3. State Data Storage: Contractor agrees that all State Data will be stored and maintained in data centers in the United States. 
Contractor agrees that no State Data containing student PII at any time will be processed on or transferred to any portable or laptop 
computing device or any portable storage medium, except for devices that are used and kept only at Contractor’s United States data 
centers, unless such medium is part of the Contractor's designated backup and recovery process. Contractor shall permit its 
employees and Subcontractors to access non-State Data remotely only as required to provide technical support. Contractor may 
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited by this contract. 

4. State Data Encryption: Contractor shall comply with the provisions of Attachment A, Section [TBD / 39.7]. 

5. Password Protection: Contractor shall comply with the provisions of Attachment A, Section [TBD / 39.7].     

6. State Data Re-Use: Contractor agrees that any and all data exchanged shall be used expressly and solely for the purpose 
enumerated in this Contract. Contractor further agrees that no State Data of any kind shall be transmitted, exchanged, or otherwise 
passed to other Contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by USBE.  

7. State Data Destruction: The Contractor agrees that upon expiration or termination of this Contract it shall erase, destroy, and 
render unreadable all State Data from all non-state computer systems and backups, and certify in writing that these actions have 
been completed within thirty (30) days of the expiration or termination of this Contract or within sixty (60) days of the request of 
USBE, whichever shall come first, unless USBE provides Contractor with a written directive. It is understood by the parties that 
USBE’s written directive may request that certain data be preserved in accordance with applicable law. 

8. Services Shall Be Performed Within United States: Contractor agrees that all of the services related to State Data will be 
performed by Contractor and Subcontractor(s) within the borders and jurisdiction of the United States. 

10. SECURITY INCIDENT NOTIFICATION: Contractor shall immediately inform USBE of any Security Incident that exposes or causes 
the State Entity's data to be at risk. Contractor may need to communicate with outside parties regarding a Security Incident, which 
may include contacting law enforcement and seeking external expertise as mutually agreed upon, defined by law or contained in this 
Contract. Discussing Security Incidents with USBE should be handled on an urgent, as-needed basis as part of Contractor’s 
communication and mitigation processes, defined by law or contained in this Contract. 

11. DATA BREACH RESPONSIBILITIES: Contractor agrees to comply with all applicable laws that require the notification of individuals 
in the event of a Data Breach or other events requiring notification. Contractor shall immediately inform USBE of any Data Breach. 
In the event of a Data Breach or other event requiring notification under applicable law (Utah Code § 13-44-101 thru 301 et al), 
Contractor shall: (a) cooperate with USBE by sharing information relevant to the Data Breach; (b) promptly implement necessary 
remedial measures, if necessary; (c) document responsive actions taken related to the Data Breach, including any post-incident 
review of events and actions taken to make changes in business practices in relation to the Data Breach; and (d) in accordance with 
applicable laws indemnify, hold harmless, and defend USBE and the State of Utah against any claims, damages, or other harm 
related to such Data Breach. If the Data Breach requires public notification, all communication shall be coordinated with USBE. 
Contractor shall be responsible for all notification and remedial costs and damages. 
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12. STATE INFORMATION TECHNOLOGY POLICIES: (Intentionally deleted). 

13. ELECTRONIC DELIVERY: Contractor may electronically deliver any Procurement Item to USBE or provide any Procurement Item 
for download from the Internet, if approved in writing by USBE. Contractor must take all reasonable and necessary steps to ensure 
that the security of those electronic deliveries is preserved in the electronic delivery process, and is reminded that failure to do so 
may constitute a breach of obligations owed to USBE under this Contract. Contractor warrants that all electronic deliveries will be 
free of known, within reasonable industry standards, malware, bugs, Trojan horses, etc. Any electronic delivery that includes State 
Data that Contractor processes or stores must be delivered within the specifications of this Contract. 

14.  OWNERSHIP IN CUSTOM DELIVERABLES: (Intentionally deleted). 

15.  PROTECTION AND USE OF RECORDS: USBE shall own exclusive title to all information gathered, reports developed, and 
conclusions reached in performance of this Contract. Contractor may not use, except in meeting its obligations under this Contract, 
information gathered, reports developed, or conclusions reached in performance of this Contract without the express written consent 
of USBE.  

16. RETURN OF DOCUMENTS AND DATA: All documents and data pertaining to work required by this Contract will be the property of 
USBE, and must be delivered to USBE within thirty (30) working days after termination or expiration of this Contract, regardless of 
the reason for contract termination, and without restriction or limitation to their future use. Any documents and data that may be 
returned under provisions of this Section must either be in the format as originally provided, or in a format that is readily usable by 
USBE or that can be formatted in a way that it can be used. The costs for returning documents and data to USBE are included in this 
Contract. 

17. SURVIVORSHIP: Any terms that by their nature would survive the expiration of, completion, or termination of this contract shall 
survive. 

18. COMPLIANCE WITH ACCESSIBILITY STANDARDS: Contractor shall comply with and adhere to Accessibility Standards of Section 
508 Amendment to the Rehabilitation Act of 1973 and applicable state statutes and rules.  

19. RIGHT TO AUDIT: Contractor agrees to, upon thirty (30) days written request, permit USBE, or a third party designated by USBE, to 
reasonably perform during regular business hours that shall not unreasonably interfere with Contractor's business and under a signed 
Contractor's Audit and Contractor's Non-Disclosure Agreement, an assessment, audit, examination, or review of all of Contractor’s 
sites and environments - including physical, technical, and virtual sites and environments - in order to confirm Contractor’s compliance 
with this Contract; associated Scopes of Work; and applicable laws, regulations, and industry standards.  

If Services are applicable to this Contract, the following terms and conditions apply to this Contract: 

20. TIME IS OF THE ESSENCE: The Procurement Items shall be completed by any applicable deadline stated in this Contract. For all 
services, time is of the essence. Contractor shall be liable for all damages to USBE and the State of Utah, and anyone for whom the 
State of Utah may be liable, as a result of Contractor’s failure to timely complete the services required under this Contract. 

21. STANDARD OF CARE: The services of Contractor and its Subcontractors shall be performed in accordance with the standard of 
care exercised by licensed members of their respective professions having substantial experience providing similar services which 
similarities include the type, magnitude, and complexity of the services that are the subject of this Contract. Contractor shall be liable 
to USBE and the State of Utah for claims, liabilities, additional burdens, penalties, damages, or third party claims (i.e. another 
Contractor’s claim against the State of Utah), to the extent caused by wrongful acts, errors, or omissions that do not meet this 
standard of care. 

     (Revision Date: 6/15/2016) 
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Attachment C 
 
Utah Computer-Adaptive Testing Scope of Work 
Program Management and Customer Support 
PM 1.0 The Cambium Assessment, Inc. (CAI) program team will document the Scope of 
Work (SOW) and submit it to the Utah State Board of Education (USBE) for review and 
approval. Any changes to the SOW will be documented, and the contract amended, as 
needed. 

CAI's Scope of Work (SOW; this document) is a comprehensive reference document that 
provides a highly detailed overview of this program at the time of contract execution. Any 
changes to the SOW will be managed under a formal contract change request (CCR) 
process to ensure that all functional support services are aligned to the requirements, with 
revisions and scope changes captured within the SOW. 

In accordance with Utah State Board of Education Policy #02-11 Contract Monitoring and 
Management, CAI and USBE will process all changes to this contract's SOW, terms, and 
pricing (including execution of optional costs) via formal, written amendment processed by 
USBE Purchasing. The cost proposal form (cost proposal) submitted with solicitation 
#USBE-AH21073-RFP delineates all optional costs within this SOW (except the optional ELA 
alignment review discussed in SA 1.19), including year-to-year pricing information. Prior to 
any modification being made to any contract term or to any right or obligation of either 
party, whether or not the modification results in a monetary impact, the USBE contract 
administrator will contact USBE Purchasing to initiate and process a formal amendment, 
the contents of which shall not be effective until the amendment has been executed by 
both parties. 

The document captures key program information and lists requirements and deliverables 
according to functional areas within CAI, including an executive summary of the program, 
document revision history (including CCRs), and a summary of all services being provided. 

CAI will adhere to all Utah State Board of Education rules and policies throughout this 
contract’s implementation.  

PM 1.1 CAI will provide USBE with all planning schedules and timelines subject to USBE 
approval. 

CAI will develop a detailed annual project plan and schedule in Microsoft Project that will 
serve as our principal planning tool for all contract activities. The schedule will be shared 
with USBE upon request in .mpp and .xls format within one business day. 

The program schedule will be discussed and updated regularly. In addition to regular 
updates, USBE staff will be consulted if there are significant changes (e.g., effects on 
delivery dates, impacts on USBE staff tasks, etc.) to the schedule for any reason. 

CAI will provide the necessary staff and resources to ensure the successful completion of 
all project milestones. At the completion of each year, an evaluation of prior-year lessons 
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learned and year-by-year data will be incorporated. The plan will be revised, as required, 
after discussions with USBE, and finalized prior to the start of each fiscal year. 

PM 1.2 CAI will provide USBE with an organizational chart, escalation path/chain of 
command, and contact information of individuals assigned to the program. 

We will provide an CAI organizational chart of executive leadership and resource groups, as 
well as an organizational chart of the Utah program team and primary contract staff who 
will be regular contributors and collaborators with the USBE on this program. 

Organizational charts will be updated regularly and shared with USBE should any structural 
changes occur within CAI or the Utah team. USBE will be notified of personnel changes on 
the Utah team and will have a reasonable right to reject any proposed or currently 
assigned CAI personnel whom the USBE deems unqualified or otherwise unable to fulfill 
the requirements of this contract. 

PM 1.2.1 Issue Escalation Path/Chain of Command 

CAI's Utah Program Manager, Erik Embrey, is the primary point of contact for any issues 
within the program that USBE wishes to escalate. In addition, Dr. Chris Johnston, Sr. item 
development manager, will also serve as a point of contact. If Mr. Embrey or Dr. Johnston 
are not available, or USBE wishes to escalate further, CAI Vice President of Programs and 
Client Services Heather Hayes will be the next escalation point.  

In the rare event that the Utah program senior staff are not able to address a USBE 
concern, or USBE wishes to speak with CAI executive leadership, the senior program team 
will ensure the president of CAI Assessment, Steve Kromer, contacts the appropriate USBE 
representative to discuss and resolve the concern. 

A small executive management council will be identified and will meet bi-annually 
throughout the contract to evaluate the health of the program, the contract, and the 
relationship between the Contractor and USBE. If the project is running smoothly and on 
schedule, it is CAI’s expectation that the meetings will take place by conference call. 
However, if any serious issues with the program or the contract arise, CAI agrees to hold 
the meeting in person at no additional cost to USBE. 

 
PM 1.2.2 Staff Contact Information 

In addition to an organizational chart of the CAI executive team, CAI will provide USBE with 
contact information for the Utah program team. While CAI prefers that all USBE requests 
go through the program team, other CAI staff members will be available to USBE. 

PM 1.2.3 Any Change in CAI Key Staff to Be Approved by USBE 

In the event that there must be a change to the Utah program team–or another member of 
the key USBE--facing staff–CAI will contact USBE and discuss interim plans for the team 
while a new team member is identified by CAI and approved by USBE. 
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PM 1.3 The CAI program team will coordinate weekly project status meetings, provide an 
agenda at least one business day prior to the meeting, document all decisions made, and 
send to USBE staff for review and approval. Meeting minutes will be provided within two 
business days of the weekly meeting. 

CAI and USBE will determine a day and time for a standing weekly content and system call. 
In addition, other meetings will be held as necessary (e.g. data management, technology, 
customer service, and accommodations development as determined by USBE). CAI's 
preferred software for these meetings is GoToMeeting, but an agreed-upon mechanism 
can be determined with USBE. 

CAI will email the agenda and any accompanying materials needed to prepare for the 
meeting at least one business day before each meeting–weekly or otherwise. Agendas for 
these meetings will be jointly developed between USBE and CAI staff. USBE may add 
agenda items at any time in advance of the meeting by emailing the program team. 
Meeting minutes will be provided within two business days after each weekly status 
meeting is conducted. CAI will maintain a history of all meeting minutes and all other 
program documentation on a secure repository that is on-demand accessible for USBE 
staff. - 

PM 1.4 CAI will provide regular reports to USBE that include implementation tracking, test 
development participation, and test administration usage reports. 

CAI will work with USBE to define and document in the technical report the exact metrics 
to be reported, as well as the frequency with which the data will be made available. CAI's 
program team will track the status of all elements related to program development 
progress, customer support, and test participation, using tools available in our CAI 
assessment platform. This information will be reported regularly to USBE, including email 
notification of the posting. 

PM 1.5 CAI will provide multi-tiered help desk support for technology coordinators, 
school/district administrative users, and test administrators/proctors. 

CAI's customer support team will include multiple tiers, ensuring that questions regarding 
topics such as technology and administration are escalated appropriately and quickly. Our 
Tier 1 agents are trained to answer routine questions and provide explanations and 
clarifications using scripted and semi-scripted responses. CAI will provide USBE staff access 
to the customer support scripts upon request and accept input regarding updates or 
changes the USBE team considers necessary. When a caller presents a question or query 
that requires more in-depth analysis, the case details are promptly escalated from Tier 1 to 
Tier 2. The Tier 2 agent reviews the details provided and contacts the caller, as needed, to 
obtain additional information, keeping the caller updated as the case progresses. When an 
issue cannot be resolved at Tier 2, the case is escalated to Tier 3, where dedicated 
resources on the Utah project team will manage and track progression of each case with 
the appropriate CAI technical team (e.g., network engineer, software engineer). This team 
comprises experienced program management professionals who act as conduits between 
Tier 2 and the technical teams (Tier 2.5). This tiered structure facilitates rapid resolution of 
customer questions by quickly moving the case to the required level of expertise. CAI will 
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ensure that case escalation protocols, including escalation triggers and response times, are 
agreed on and implemented in 8X8. Inquiries tagged as a priority will be escalated more 
quickly in the system and will include notification of USBE staff. 

In the rare event of a major system disruption, a member of the CAI help desk 
management team, the executive team, or the technology Network Operations Center 
(NOC) team will send an automated Everbridge alert to our most senior CAI program 
managers and technical staff, instructing them to immediately call into a conference 
bridge. CAI project management staff will contact USBE immediately once an issue 
becomes known. This immediate alert process ensures that key stakeholders can 
collaboratively diagnose the issue and agree upon next steps to resolve the problem. 

PM 1.6 During administration windows, Help Desk will be available Monday through Friday 
from 8am until 5pm Mountain Time, and from 7am until 7pm Mountain Time during the 
summative spring window. 

CAI will provide year-round access to live customer and technical support representatives. 
Representatives will be accessible through a dedicated, toll-free telephone number, email, 
and live chat, and will be able to respond to any issues that may arise before, during, or 
after testing. CAI customer and technical support will be available throughout the year, 
Monday through Friday from 8am until 5pm Mountain Time, and from 7am until 7pm 
Mountain Time during the summative spring window, excluding federal holidays. Outside 
of these hours, users may leave a voicemail message or send an email, and they will 
receive a response when the CAI Help Desk reopens the next business day. CAI's customer 
and technical support representatives are all employed by CAI. 

PM 1.7 A customer support plan will be developed and submitted to USBE for review and 
approval. The plan will include metrics, documentation, escalation procedures/triggers, and 
customer and technical support representative training. 

CAI will develop a customer support plan subject to approval by USBE.  

Technical Support Representative Training 

The CAI Utah project team will work with the CAI Help Desk management team to train the 
CAI Help Desk staff on Utah assessment requirements. As part of their training, customer 
service agents will engage in each of the activities that districts are asked to complete. CAI 
will provide customer support for the installation and use of the assessment platform, 
which includes personal telephone support. To become eligible to respond to customer 
calls, representatives will demonstrate their knowledge of the program. 

CAI will work with USBE to establish a Utah Computer-Adaptive Testing (CAT) Knowledge 
Base for the Utah customer support team. This Knowledge Base will include 
documentation for technology support for Utah LEAs and schools, and test 
administrator/proctor support. This electronic repository will include all FAQ documents, 
guides, manuals, and information found on Utah’s assessment portal. 
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All CAI Help Desk staff assigned to Utah will have access to Superhelp, an online, CAI-
developed knowledge base tool that uses a sophisticated search engine and allows 
representatives to quickly locate applicable, approved responses and material. CAI’s 
project team will work closely with USBE to develop and obtain approval on all resource 
materials—such as forms, scripts, user manuals, and other documents—used by the CAI 
Help Desk. Upon approval, the CAI Utah project team will work with the CAI Customer 
Service Center management team to determine the optimal dates for training staff on Utah 
assessment requirements and post all resource materials to Superhelp. 

The Utah Superhelp knowledge base will be updated and maintained by the CAI Utah 
project team and the Tier 2.5 team throughout the entirety of the testing window, and CAI 
Help Desk agents will provide consistent responses to the same issues from the field. This 
information will be easy to locate by our agents, who will be trained to use the search 
functionality. The CAI Utah project team is responsible for curating the information within 
the Superhelp knowledge base and will confirm matters of state policy with USBE as 
needed. The CAI Utah project team will produce any Superhelp knowledgebase articles 
related to state policy upon receiving USBE’s request.  

Escalation Procedures 

During Utah testing, our Network Operations Center will monitor for alerts and 
notifications from monitoring systems. If an alert arises, we have an emergency response 
protocol in place: 

1. Automated alerts are sent to CAI staff mobile phones (list of recipients is determined 
by the associated system). This list includes senior executives, software and network 
engineers, Rackspace representatives, and CAI Help Desk leads. We are usually able to 
respond to the emergency before any problems are noticed in the field. CAI project 
management staff will contact USBE immediately once an issue becomes known.  

2. Within minutes, staff members meet to form a response plan, which can be executed 
immediately. 

3. Pre-approved automated messages are deployed to the help line, portals, and Test 
Administrator (TA) Interface. 

USBE and CAI will collaborate on development of other templates and protocols for quickly 
crafting messages when pre-approved automated messages do not cover the issue.  

Telephone calls from TAs actively proctoring sessions will be prioritized, and we will seek to 
respond with either a solution or a recommendation to return the students to the 
classroom as quickly as possible. The CAI program manager will contact USBE immediately 
with status on any event that impacts the field and schedule the appropriate meetings. 
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PM 1.8 CAI will provide USBE with regular (weekly and then bi-weekly during the spring 
assessment window) help desk summaries of issues/outcomes and call resolutions in order 
to provide transparency into help desk activity. 

CAI uses 8x8 Virtual Contact Center to log, track, and escalate all telephone calls, email 
messages, and chat interactions. All case information and follow-up communication that 
happens outside of normal business hours will be systematically recorded in 8x8. CAI will 
maintain an electronic record of all communication with customers, including telephone 
calls, email messages, and chat logs.  

The 8x8 call handling software allows data to be captured in real time and reports to be 
generated at any frequency desired by USBE for on demand access and review. CAI 
customer support will document all Utah correspondence and provide weekly summary 
reports to USBE. The CAI program team will post the summary reports to (the secure 
document repository mentioned above) and will maintain historical reports on CAI's secure 
servers. These reports may include, but are not limited to: 

 Individual tickets with the name of contact, response provided, level of issue, and 
response time 

 A case analysis summary or aging report  
 A report of all open help desk cases 
 A report of all help desk activity 
 Total number of overall tickets by major call category 
 Total number of overall tickets by call subcategory 

We will also provide USBE with a case activity report that can track all Utah cases as either 
resolved or open. Additionally, the project team can send USBE an aggregated transaction 
report that includes metrics such as total number of incoming calls received and answered, 
average speed to answer, maximum wait time to answer, average talk time, and total 
number of email messages and chat sessions answered. 

CAI will analyze metrics to evaluate trends and determine if we need to adjust processes 
and procedures (if, for example, calls spike in a particular category or subcategory). When 
such issues are identified, the Utah program team will add that topic to the next weekly 
call agenda to review potential options and determine next steps. CAI will provide the 
USBE a report, describing the evaluation of trends by July 1st, annually. 

PM 1.9 Invoices will include detailed documentation and narrative only for work completed. 

CAI will ensure that a detailed list of completed contract activities is submitted to USBE 
monthly and coordinated with the invoice. Invoices shall be submitted electronically to the 
USBE email account at invoices@schools.utah.gov and the USBE program manager. The 
CAI program team will gather USBE's invoice requirements and ensure they are 
immediately shared with the CAI finance team. Any points of clarification will be discussed 
in the initial weekly calls between USBE and CAI, before an initial invoice is submitted. 

Invoices shall include the following: 
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 Contractor Name 
 Uniquely identifiable invoice number 
 Invoice date 
 Contract Number 
 Recipient Entity’s contact information (phone number and email address) 
 Contractor’s authorized signature 
 Date(s) goods/services were provided 
 Description of goods and/or services for which payment is requested 
 Dollar amount requested. 

 
Invoices submitted by CAI to USBE without the required information will not be paid and 
shall be returned to CAI for completion. 
All payments made to CAI under this agreement shall be made in the name of CAI, as it 
appears in this agreement. All payments will be sent to the address for CAI as it appears in 
this agreement. Changes to the information identified in this section must be requested in 
writing. USBE reserves the right to question or seek clarification for any cost invoiced if the 
invoice is not supported by proper documentation. 

CAI may be required to repay USBE if, during or after the contract period, an audit or other 
review determines that payments made by USBE to CAI were incorrectly paid or were 
based on incorrect information received from CAI. USBE reserves the right to withhold any 
or all subsequent payments to CAI until the incorrect amounts paid have been fully 
recovered. 

PM 1.10 Payment for work completed will be all-inclusive. 

CAI shall be paid for work completed in accordance with the attached budget, which is 
inclusive of all expenses. CAI is wholly responsible for its own travel arrangements and 
expenses and cannot invoice USBE for travel. 

PM 1.11 CAI will submit a test administration plan for USBE approval by April 1 of each year. 

CAI will deliver a detailed, comprehensive test administration plan–one that addresses all 
elements of the Utah CAT program–for USBE approval by April 1 of each year. An initial 
plan will be provided to USBE 10 days after the contract’s kick-off meeting.  
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PM 1.11.1 Test Administration Manuals (TAMs). CAI will develop, review, update and distribute 
electronic and print-ready and electronically available TAMs according to USBE specifications 
for each assessment and test administration, including test administration instructions for all 
user roles and procedures for the provision of accessibility and accommodations for each 
assessment. USBE will review, provide feedback on, and approve TAMs on a mutually agreed 
upon schedule. TAMs should be the primary materials used during Local Education Agency 
(LEA) training for each assessment and must be in a draft that’s able to support LEA training no 
less than 2 weeks before training commences.   

In collaboration with USBE, CAI will draft and produce TAMs for the Utah RISE program. 
Dates, durations, and all TAM deliverables will be included in the project schedule, and 
TAM development will be coordinated in support of LEA training. TAMs will drive LEA 
training prior to test administrations. TAMs will be posted to USBE via SFTP for review in a 
file format that can be used for editing by USBE (e.g., Microsoft Word). The development 
and review schedule will be developed with and approved by USBE to ensure there is 
adequate time for all reviews. Final TAMs will be posted online to the RISE portal, so they 
are easily accessible by educators in the field. Instances will occur when CAI identifies TAM 
updates after LEA training or operational testing have commenced, but CAI will not 
incorporate any updates that affect TAM guidance without USBE’s explicit approval. Before 
implementing any updates, CAI will work with USBE to determine a timeline that supports 
any additional LEA training. Any document posted to USBE for eventual posting on the 
USBE web site will be compliant with Americans with Disabilities Act (ADA) regulations. 

PM 1.11.2 Scripted test-taking instructions for students that are typically read by a teacher will 
also be available for students as they begin each assessment. 

CAI will provide the ability for students to listen to scripted test-taking instructions within 
the test delivery system, ensuring consistency in messaging and relieving teachers of the 
responsibility of reading instructions aloud. The test instructions page of the Student 
Interface will present students with all of the important information and instructions they 
need to know before starting a test, along with the ability to listen to the same content 
using Text-to-Speech (TTS), if they choose. TTS is preferable to recorded audio files 
because it does not impose large bandwidth demands like recorded audio files.  

After being approved to take a test, a student will see the text of the message, and it will 
be read aloud to the student using TTS. The message may differ both across tests and 
between starting a test and resuming a test. 

CAI will work with USBE to develop and implement this tool. 

PM 1.11.3 CAI will establish a process for identifying, managing, and updating LEA and school 
users and related permissions based on state-provided LEA data and LEA-provided school data. 

CAI will utilize the user roles and functionality previously defined for the Utah system. 
These roles include: Teacher, Proctor, School Report Viewer, School Administrator, LEA 
Report Viewer, LEA Administrator, and State User.  
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These roles and capabilities will be reviewed with USBE staff during the specification 
approval process, and updates and edits can be made at that time. The final User 
Management Specifications will be posted for USBE and included in documentation, as 
needed. 

PM 1.11.4 CAI will work with USBE to establish processes and procedures to ensure that test 
administrators/proctors adequately conduct testing sessions according to each assessment's 
requirements for standardized administration, test security, and USBE's Testing Ethics policy 
(see http://schools.utah.gov/assessment/Directors/Resources/EthicsPolicy.aspx). 

CAI will work with USBE to ensure that requirements are gathered and ensure that what is 
included in the TAMs and training sessions appropriately captures test administration 
standard procedures, test security, and USBE's testing ethics policy. 

PM 1.11.5 CAI will work with USBE to establish processes and procedures to address all aspects 
of the testing system from software/hardware deployment and upload of student 
enrollments/test eligibility by USBE through test administration and the provision of return data 
for USBE reporting processes. 

CAI will produce and–upon USBE approval–post the following materials on the RISE portal 
in PDF format: 

Quick Guide for Setting Up Your Online Testing Technology. A short guide to support IT 
staff in setting up RISE user and student computers. 

Secure Browser Installation Manuals for All Operating Systems Supported. This document 
contains configurations, troubleshooting, and advanced Secure Browser installation 
instructions by operating system. 

TIDE User Guide. A complete manual on how to use the assessment system to set up 
accounts, role permissions, administrators, teachers/proctors, students/student 
enrollments, and class groups in advance of testing; how to monitor assessment progress; 
and how to access reports/data after the administration for benchmark, interim, and 
summative assessments. 

RISE Reporting Guide A complete manual on how to access, review, and interpret the RISE 
assessment reports for benchmark modules, interim and summative assessments. 

PM 1.11.6 CAI will work with USBE to establish processes and procedures to ensure that 
student test settings and participation codes are collected for each test a student is eligible to 
take. 

CAI will utilize a OneRoster API to provide student and roster data nightly from the USBE 
UTREx system.  
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PM 1.11.7 CAI will provide online tools to monitor testing progress at state, LEA, school, test, 
and class levels, including participation reports and tools for LEAs to easily review test eligibility, 
participation status, and participation codes for each student's assessment to facilitate data 
updates in real time to support nightly transfer of data to USBE. 

The CAI assessment systems will provide multiple levels of test-monitoring tools for 
approved roles and users to view progress and completion of student tests. This data will 
be available in the Test Information Distribution Engine (TIDE) based on user roles. The 
monitoring test progress tab will include tests “in progress”, “reported,” and “not started,” 
and will contain live testing statistics. The system will provide information about whether 
the assessment was delivered in-person or through remote proctoring. 

Approved users will have the ability to monitor classroom testing progress reflecting how 
many students have started or completed their tests. 

TIDE will include a testing status screen that provides the aggregate testing status for 
districts and schools, and it will provide administrative users the ability to filter and narrow 
their testing status view down to individual districts, schools, or classes. 

Specific configurations for these dashboards will be defined for the Utah RISE program 
during the TIDE specifications phase. 

PM 1.12 The following ancillary materials will be produced: Test Administration Manual 
(TAM) and scripted test-taking instructions for students. The TAM will be delivered via the 
RISE portal or USBE website. 

The RISE portal will include a Resources tab, which is where the TAMs and scripted test-
taking instructions for the Utah RISE program will be housed. These materials will be 
posted no less than two months prior to test administration. 

PM 1.13 CAI will attend three (3) Technical Advisory Committee (TAC) meetings per year in 
Utah. 

CAI agrees to attend three TAC meetings per year in Utah, likely in Salt Lake City. CAI will 
plan to send up to four staff members, representing Program Management and 
Psychometrics. The attendees may vary depending on the agenda topics for the given TAC 
meeting. CAI will plan on each meeting lasting between one and two business days. CAI's 
attendance at these meetings is included in the original cost and is not an additional, 
optional cost. 

CAI will post official TAC documents to USBE via SFTP one week prior to the TAC meeting 
date, provided the TAC draft agenda is shared by USBE no less than 30 days prior to the 
TAC meeting date, to allow appropriate time for preparation. CAI expects TAC draft agenda 
topics to be shared in advance of 30 days when capable, as most topics tend to require 
cross-team coordination at CAI to conduct thorough research and analyses.  
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PM 1.14 CAI will brand Utah's grades 3–8 assessments as RISE. 

CAI agrees to work collaboratively with USBE assessment team members, USBE public 
relations staff members, and a third-party public relations firm, as needed, to ensure that 
all facets of the Utah testing system are branded as RISE. 

PM 1.15 CAI shall cover its own costs for all travel associated with this contract. 

CAI will cover its own costs for travel to and from meetings, workshops, and any other 
engagement associated with its provision of services under this contract. USBE will not be 
billed for travel costs.  

Summative Test Development Grades 3–8 (SA) 

SA 1.1 The USBE item bank will be used to maintain and build the summative, computer-
adaptive accountability assessments aligned to Utah Core Standards for grades 3–8 in 
mathematics; grades 3–8 English language arts (ELA) with one full length essay response in 
grades 5 and 8 only and short constructed response in all grades; and grades 4–8 in science. 
In addition, CAI will include the Independent College and Career Readiness (ICCR) items that 
have been used in prior years to strengthen the summative item bank. USBE will also utilize 
the MOU sharing agreement for Science clusters. 

CAI will utilize the USBE item bank to build the CAT assessment for grades 3–8 in 
mathematics; for grades 3–8 for ELA with writing in grades 5 and 8, and for grades 4-8 
science. CAI will utilize the existing blueprints and current standards in the test design. 
New blueprints will be developed as needed with new content area standards. CAI is not 
building SM1 item banks. 
For students who require SM1 assessments, CAI will continue to use existing (SAGE) SM1 
pools – provided the items are still viable. There is not sufficient capacity to field test 
additional items to SM1. 

SA 1.2 Current scoring specifications (scaling), the vertical scale in ELA and mathematics 
(used to identify a criterion-referenced measure of growth), and the grade-specific scales in 
science will be used to determine scale scores and proficiency levels for each summative, 
accountability assessment, until changes to the Utah Core Standards become significant 
enough to require new baseline data on student performance. 

The overall ELA score will be based on the reading test alone (unless the USBE executes the 
cost option to develop and incorporate writing for grades 3-8), including reading 
comprehension, listening and language, using the ELA reporting scale from the prior 
administration. Writing test reports (for grades 5 & 8) will include the total score and rubric  
scores. Teachers will have access to the Writing Rubric Report.  

CAI will continue with the usage of the vertical scale established for SAGE during the 2014 
administration of the Utah ELA and mathematics assessments. CAI will apply the vertical 
scale for reporting growth continuously from the lower grades to the upper grades, 
informed by the existing scale, as specified. In this way, individual student growth between 
adjacent grades will be calculated and reported on this scale. Careful consideration will be 
given to the items used across grades and how the scale was originally developed. 
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SA 1.3 CAI's secure online Item Tracking System (ITS) will be used for all item and form 
management. Functionality must include item evaluation and acceptance functionality 
(workshop tool); test form construction/adaptive delivery; comprehensive item 
management; change tracking, storage, review, and update of item-level metadata; future 
item development planning; item lifecycle management; item usage and exposure history; 
and authoring and editing of any items contained within the item pool by individuals or 
organizations authorized by USBE. 

CAI's Item Tracking System (ITS) serves the following critical roles: 

 a customizable content development and management tool 
 an item bank 
 a publication system that supports both paper-pencil and online publications. 

ITS relies upon a series of distinct and specific review levels that were originally defined by 
USBE when the bank was developed. The system shepherds the content entities that CAI 
develops through every workflow step, from inception to final publication; it does so by 
forcing those entities to pass through targeted review, editing, and management status 
levels, in which specific actions are taken or reviews are conducted. 

SA 1.5 CAI will support the USBE for the Parent Panel review by providing technical and 
content support as needed, as well as utilizing the workshop item review tool. 

The Utah Parent Panel will have access to the ITS Content Rater System. They will be able 
to see and interact with items as they will appear in the CAI assessment platform. The 
Parent Panel will be able to rate items and add comments. CAI will provide support to 
USBE staff for the Parent Panel review. CAI will provide the following supports for the Utah 
Parent Panel review: 

 Provide an easy-to-understand, comprehensive Parent Review Guide that includes step-
by-step instructions for utilizing the Content Rater System 

 Conduct user acceptance testing (UAT) at the meeting location with demo accounts and 
a non-secure demo batch of items to ensure that each computer can access the Content 
Rater System and the demo batch 

 Resetting parent passwords each night 
 Provide dedicated ITS help desk support for USBE for the duration of the review 

meetings 
 Monitor the batches and items that have been reviewed each night to ensure that all 

items have been reviewed 
 Provide USBE with a nightly batch summary report and cumulative report to monitor 

progress and pace of reviews 
 Prior to the beginning of each Parent Panel Review cycle provide a test run of the 

Content Rater System 
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SA 1.6 If requested by USBE, CAI will transfer items to USBE at regular intervals in QTI/APIP 
2.2 format or a format agreed upon by USBE adhering to IMS Global Learning Consortium 
standards (imsglobal.org). 

CAI will provide the QTI exports from the system during the contract, as USBE requires, at 
no additional cost. CAI will work with USBE to establish the optimal format and schedule 
for item transfers. Currently, any item bank that supports QTI 2.2 or greater will be able to 
receive items from CAI.  

SA 1.7 CAI will obtain required copyright permissions and track in ITS 

We will store all copyright information within ITS, which includes options for indicating 
copyright at the item or passage level. CAI will acknowledge the copyright in the manner 
that USBE prefers and will format according to USBE specifications. CAI will acquire all 
stimulus-related copyrights on behalf of the USBE (and item-related copyrights as 
required.). 

SA 1.10 The grades 3–8 summative and interim assessments will be computer-adaptive 
assessments. 

CAI will administer a fully adaptive summative assessment in grades 3-8 for ELA and math, 
and grades 4-8 for science; writing prompts will be randomly selected for grades 5 and 8. 
CAI will administer a fully adaptive interim assessment in grades 3-8 for ELA and math.  

SA 1.11 ELA will include one operational writing prompt per grade for both grades 5 and 8 
summative tests, and shorter writing activities in each ELA (grades 3-8) reading assessment 
should USBE decide to execute that cost option. 

CAI will administer one writing prompt per grade for both grades 5 and 8. Each student will 
be administered a single writing prompt that will be randomly selected from the pool of 
available prompts as defined by USBE.  

SA 1.12 All content will be field tested exclusively by embedding it into the operational 
assessment. 

All new content will be field tested exclusively by embedding it into the operational 
summative assessment. Thus, all items–whether for the operational assessment or for 
interim assessments–will be on the same scale. A series of classical and item response 
theory statistics will be computed for each item and the resulting statistics will be 
uploaded to ITS. The following item statistics will be stored: 

 Classical Item Analysis - proportion correct (p-value), biserial correlation, differential 
item function (DIF) 

 Item Response Theory (IRT) - IRT parameters and model fit  
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SA 1.13 A set of items will be administered to all students for linking purposes for validating 
the vertical scale in spring 2025 or 2026 as directed by the Technical Assistance Committee 
(TAC).  

A set of items will be administered to all students for the purpose of evaluating the stability 
of the existing vertical scales in ELA and mathematics. Some, but not all, of the linking 
items may contribute to estimating the student's ability. 

The linking items will include samples of summative test items drawn from the on-grade (g) 
item pool, as well as the above grade (g+1) item pool. Linking items will be randomly 
assigned to students for test administration, ensuring that all linking items are 
administered to a random and representative sample of Utah students. On-grade (g) 
linking items may contribute to estimation of student ability, but off grade (g+1) cannot. 

 
SA 1.14 Cost Option: If the USBE elects to exercise the cost option of item development, 
new content will be created by Utah educators who participate in item-writer workshops. 
Some new content may be created by CAI content specialists, with Utah educator reviews. 
All items, regardless of whether created by CAI content specialists or educators, will be 
reviewed by Utah educators and will be Utah owned. 

CAI will conduct an annual analysis of the item pool to determine where there are gaps due 
to new standards, the inclusion of short writing responses in each ELA assessment, or 
changes to the ELA, mathematics, and/or science blueprints to reduce testing time. Using 
this data-driven approach, CAI test developers will create detailed development plans that 
identify all the elements that are most critical to maintaining a healthy item bank, including 
the proposed number of items per grade, reporting category, DOK, and projected difficulty. 
Overages will be built into these plans (5-10%) to ensure that a sufficient number of items 
and passages make it into the development process. New item development for ELA, 
science, and mathematics will use third-generation technology to measure deeper learning 
with more meaningful, real-world tasks in ELA (anticipated implementation in 2023-2024). 
ELA development plans will be drafted at the passage level first. ELA development plans 
will be drafted at the item level to ensure blueprint constraints are met, after CAI receives 
approval on passage development. 

If the USBE elects to exercise the cost option of item development, they will work with CAI 
and the yearly item analysis plan to determine item development needs. Up to 555 items 
or 75 clusters can be developed each year. 

CAI will utilize open sources or commissioned art and passages when developing new items 
created by Utah educators. Copyrighted material will incur additional costs to utilize, and 
will therefore never be utilized without USBE's formal approval. 

If USBE elects to exercise developing new listening items, ASL will be included for stimuli 
only. 
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SA 1.15 CAI will adhere to the principles of universal design throughout the item 
development process. 

CAI will adhere to the Standards for Educational and Psychological Testing 
(AERA/APA/NCME) and ensure that all design and development work regarding the Utah 
CAT will align with universal design principles. The design will be usable by all students to 
the greatest extent possible, including having items that are free of bias and free of 
construct-irrelevant content, and include clear and precise testing directions. 

Everyone involved in CAI's assessment design and development process will be trained to 
work in accordance with universal design principles, including all item writers, editors, and 
other item development staff. All development activities will be grounded in these 
principles, and all items and assessment materials will adhere to these principles. As such, 
CAI assessments will: 

 measure what it intends to measure and reflect the intended content standard; 
 respect the diversity of the assessment population; 
 have a clear format for text; 
 have clear pictures and graphics, including only essential illustrations; 
 have concise and readable text; 
 be amenable to accommodation; 
 include English language learners (ELLs) and students with disabilities, in field/pilot 

testing; 
 minimize skills required beyond those being measured; 
 be accessible to all students (age, gender, ethnicity, disability, and socio-economic 

level); and 
 avoid content that might unfairly advantage or disadvantage any student subgroup. 

SA 1.16 Cost Option: Writing Prompt Development  

All writing prompt development cost options listed below follow the pricing seen in the 
cost proposal submitted with solicitation #USBE-AH21073-RFP; details are included where 
USBE may elect even more additional cost. If the USBE elects to exercise one or more of 
the cost options of writing prompt development, CAI will work with USBE on the following 
as directed by the USBE:  

  Option 4a on Cost Form: Grades 5 and 8 Writing prompt refresh: 
 Develop 10 Writing prompts per grade. 
 Operational Field Test (OFT) in spring of 2024 

 Every student will respond to one Writing prompt. 
 We anticipate approximately 4,000 student responses per prompt. 
 All responses will be double-scored, with resolution scoring for any 

discrepancies to train the scoring engines. 
 If USBE would like to add 100% human scoring during the OFT, it can be 

done for an additional cost of $318,531.  
 Current writing prompts and associated passages will be released to the 

formative item bank.  
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 Spring 2025 (and beyond) 
 All student responses will be machine-scored through Autoscore, our AI 

engine. 
 Additionally, approximately 25% of these responses will also be human-

scored. 
 Some condition codes will also be routed to human-scoring during live 

operational scoring. 
 Five percent of responses will be randomly sent for a human backread to 

validate that the scoring engines are working as expected. 
 Fifteen percent of the lowest-confidence scores will also be human-

scored. 
 A second human reader will score any response on which the human and 

machine scores disagree. 
 Option 4b on Cost Form: Grades 3-8 Writing prompts: 

o Develop 10 Writing prompts per grade 
o OFT in Spring of 2024 
o Every student will respond to one Writing prompt 
o We anticipate approximately 4,000 student responses per prompt 
o All responses will be double-scored, with resolution scoring for any discrepancies 

to train the scoring engines. 
o If USBE would like to add 100% human scoring during the OFT, it can be done for 

an additional cost of $861,724 
 Spring 2025 (and beyond) 

o All responses will be machine-scored through Autoscore, CAI’s AI engine 
o Additionally, approximately 25% of these responses will also be human-scored 
o Five percent of responses will be randomly sent for human backread in order to 

validate that the scoring engines are working as expected. 
o Fifteen percent of the lowest-confidence scores will also be human-scored. 
o A second human reader will score any response on which the human and 

machine scores disagree. 
 Option 4C on Cost Form: Grades 5 and 8 Short-Answer Items: 

o Develop short-answer items for 20 passages at each grade. 
o OFT in Spring of 2024 
o Every student will respond to two short-answer items. 
o We anticipate approximately 4,000 student responses per prompt 
o All responses will be double-scored with resolution scoring for any discrepancies 

to train the scoring engines 
o If USBE would like to add 100% human scoring during the OFT, CAI will do so for 

an additional $664,303 
 Spring 2025 (and beyond) 

o All responses will be machine-scored through Autoscore, CAI’s AI engine. 
o Additionally, approximately 25% of these responses will also be human-scored. 
o Five percent of responses will be randomly sent for a human backread in order 

to validate that the scoring engines are working as expected. 
o Fifteen percent of the lowest-confidence scores will also be human-scored. 
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o A second human reader will score any response on which the human and 
machine scores disagree. 

 Option 4d on Cost Form: Grades 3–8 Short-Answer Items 
 Develop short-answer items for 20 passages at each grade (3-8). 
 OFT in Spring of 2024 
 Every student will respond to two short-answer items. 
 We anticipate approximately 4,000 student responses per prompt. 
 All responses will be double-scored, with resolution scoring for any discrepancies 

to train the scoring engines. 
 Spring 2025 (and beyond) 

 All responses will be machine-scored through Autoscore, our AI engine. 
 Additionally, approximately 25% of these responses will also be scored by a 

human. 
 Some condition codes will also be routed to human-scoring during live 

operational scoring. 
 Five percent of responses will be randomly sent for a human backread in order 

to validate that the scoring engines are working as expected. 
 Fifteen percent of the lowest-confidence scores will be also scored by a human. 
 A second human reader will score any response on which the human and 

machine scores disagree. 

SA 1.17 All items used on assessments require USBE approval. 

Once the item types and specifications are determined and receive USBE approval, the 
item writing process can begin, with item writers developing items in the appropriate 
formats. 

After the content, bias/fairness, and parent reviews, USBE will review the items with CAI to 
determine which educator and parent recommended edits will be made, and once all items 
are edited and clean, USBE will approve them for use on the assessments. 

SA 1.17.1 Cost Option: Spanish trans-adaptive summative assessments will be delivered for 
qualifying students. 

If USBE elects to exercise cost proposal option 2a for Spanish trans-adaptive summative 
assessment development, CAI will work with USBE on the following as directed by the 
USBE:  

 Option 2a on Spanish trans-adaptive summative assessments 
 The cost proposal included costs to translate a minimally adaptive pool of 100 

mathematics items per grade and 20 science clusters per grade in the first year 
of the program. For out years, we have included costs to increase the pool by 10 
mathematics items and 2 clusters per year. Additional mathematics items can be 
translated at $50 per item and science clusters at $1,250 per cluster. If USBE 
would like to add braille for these items, that would be an additional cost. 
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SA 1.18 CAI will provide the USBE a thorough item development and field-test plan each 
year. 

By March 15 of each year of the contract, CAI's content specialists will review both the 
interim and operational item pools for each grade and content area, utilizing the CAI 
Simulation Tool, and produce a report detailing the status of each pool. The review will 
include consideration of content coverage across the standards; percentage of items at 
each Depth of Knowledge (DOK) level by standard or cluster of standards; and range of 
difficulty by standard or standard cluster. Based on the findings, CAI will propose the item 
development plan for the next development cycle, to be overseen and approved by USBE, 
as specified.  

No item development is included in the base contract, but items can be developed at the 
following rates: 

If CAI developed but Utah owned: 

 $1,500 ELA and mathematics stand-alone (non-cluster) items on field-test 
form 

 $10,500 per ELA, Math, or Science cluster 
 $2,544 per Writing prompt 
 See table below 

 
If items come from Utah educators via Item Writing Workshop (IWW): 

 $1,250 per stand-alone item 
 $9,500 per SC cluster 
 same costs as table below  
 Three-day IWW for $86,975  

o Assumes four CAI staff and 40 educators each day. 

Accommodations can be added for additional development at the following rates: 

 $1,600 American Sign Language versions of each ELA and Math item (per 
video) 

 Contracted Braille versions as noted in the table below: 

Category  
Cost per 
count 

UEB and UEB with Nemeth Braille for math 
items $250 
UEB for ELA items $125 
UEB and UEB with Nemeth Braille for science 
clusters $1500 
UEB for writing prompts $250 
UEB for Summative OP ELA Stims (single) $125 
UEB for Summative OP ELA Stims (paired) $250 
o If Math or ELA clusters are developed in the future, specific pricing for 

Braille versions will be determined. 
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 $325 for Closed Captioning per item or stim. 
 $50 Spanish Trans-Adaptation per item 

$1,250 Spanish Trans-Adaptation per ELA, Math, or Science cluster 
SA 1.19 CAI will conduct in-person content and bias/fairness review meetings using the 
online Item Tracking System. As a cost option, CAI can also conduct an alignment review 
when new ELA standards are approved (as described below). CAI will coordinate all meeting 
logistics; develop all necessary materials and provide to USBE for review/approval prior to 
the meeting; work with USBE staff to recruit participants; pay participant costs for lodging, 
mileage, and meals; and reimburse individuals for their participation. 

CAI will conduct in-person content and bias/sensitivity review meetings using the ITS 
system as the final step in establishing the content validity of all newly developed items 
and ICCR items that have not been delivered in Utah prior. [These meetings may be held 
online depending on USBE preference.] All participants will be required to sign 
nondisclosure agreements, and the security of all meeting materials will be maintained 
throughout the process. Exhibit SA 1.19-1 outlines the proposed plan for content and 
bias/sensitivity meetings. 

Exhibit SA 1.19-1: Logistics for Content and Bias and Sensitivity Committee Meetings 

Year Meeting Name 
# of 

Meetings 
Per Year 

Days  
Per 

Meeting 

USBE 
Staff Participants CAI 

Staff 
Total 

Participants 

All ELA content  
review 1 2 3 16 4 22 

All Mathematics  
content review 1 2 3 16 4 22 

All Science content 
review 1 2 3 16 4 22 

All ELA bias &  
sensitivity review 1 1 3 9 3 15 

All Mathematics bias & 
sensitivity review 1 1 3 9 3 15 

All Science bias & 
sensitivity review 1 1 3 9 3 15 

1 
 

ELA alignment review 
(new standards) 

N/A See table below for this proposed meeting 

 
For the ELA Alignment Review (new standards), CAI will include in the base contract a 
remote educator alignment review meeting to review up to 25% of the ELA interim and 
summative pools. Additional meeting costs would be required should USBE decide 
educators are required to review more than 25% of the item pools and/or for an in-person 
educator review USBE and CAI will work together to identify the exact count/scope of 
items once the new ELA Standards are known. Exhibit SA 1.19-2 shows the proposed 
number of participants and meeting days based on the current pool sizes and a review of 
up to 25% of the existing pools.  
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Exhibit SA 1.19-2: Logistics for ELA Alignment Review (new standards) 

Grade # of Meeting Days 

# of 
educators 
per room 

# of 
Participant 

Days 
3 2 5 10 
4 2 5 10 
5 2 5 10 
6 2 5 10 
7 2 5 10 
8 2 5 10 

Grand 
Total 12 30 60 

 
CAI's ITS system will capture detailed notes of any edits, revisions, comments, or concerns 
during the item review meetings. Afterward, CAI facilitators and USBE representatives will 
confirm the final edits and status of the items. CAI will then incorporate approved edits, 
based on committee recommendations from the meetings. These revised items will then 
be posted for the USBE's final review and approval. 

CAI will receive a list of participants from the USBE's content team. Participants will be 
assigned to an appropriate grade-level/grade-band content review committee or bias and 
sensitivity review committee based on their experience and professional qualifications. 

CAI will provide training to all content and bias review participants, beginning with a large-
group session involving introductory information, a description of the item development 
process, and an overview of the item review steps. Participants will then be directed to the 
appropriate small-group meeting for the item review sessions. 

The small-group facilitators will confirm that the necessary documents have been 
completed and returned, emphasize the security measures that must be followed, explain 
the item review process in more detail, and then take the committee through the review of 
the first few items as a group. 

Items will be presented to participants in the ITS system. CAI will work with USBE to 
provide the stimulus materials and supplemental materials such as style guides, 
dictionaries, reference sheets, and copies of the standards used to produce the items. CAI 
will provide a meeting agenda and obtain copyright permission for all stimulus materials. 
The agenda, as well as all review materials, will be provided to USBE staff for review and 
approval prior to the meetings. 

Content and bias review meetings will be held at a location to be determined by CAI with 
USBE approval. These meetings may be held virtually/remotely as determined by USBE. 
Lodging, breakfast, lunch, and beverages will be provided to the participants, as well as 
mileage reimbursement. CAI will provide the necessary forms, documentation, and 
information for processing travel, lodging, and substitute reimbursements. CAI will collect 
participant forms before they leave the meeting. CAI will issue reimbursement within six 
weeks of receipt. 
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Content review committee members will be assigned to the appropriate grade depending 
on their experience and professional qualifications. CAI's assessments specialists will train 
the participants on how to review items for proper alignment, content accuracy, and 
appropriateness. 

The group will reach consensus on each item, and a report of all the comments from the 
committee and the consensus decision will be delivered to USBE. The committee will be 
able to make the following decisions for each item: 

 Accept the item as-is 
 Accept the item with proposed revisions (for Utah-owned items only) 
 Reject the item 

The following questions will be included in content review: 

1. Could this content (i.e., the related content standard[s]) be more directly measured 
with another available item type? 

2. Could the desired level of cognitive complexity be better achieved with another 
available item type? 

Bias and sensitivity review meetings will be conducted using the same procedures and 
specifications proposed for content review. The key difference will be the panel’s focus. 
The bias and sensitivity review panel will review each item against known bias criteria to 
determine if the item could be biased in any way toward specific student groups. 

Although specific bias review criteria will be developed per USBE requirements, items will 
be reviewed for bias or a lack of sensitivity toward: 

 Gender 
 Race 
 Culture 
 Religion 
 Socio-economic status 
 Disability 

The following questions will be included in bias/sensitivity review: 

1. Could this content be measured equally well with a less complex available item 
type? (i.e., does technology enhancement introduce unnecessary complexity?) 

2. Are there item features introduced by technology enhancement that likely 
introduce construct-irrelevant variance? 

During the meeting, the CAI facilitator will make notes for the items in the ITS system or on 
paper item cards. After the meeting, CAI's assessment specialists will make all USBE-
approved edits to the items to reflect recommended changes from both the content 
review and bias and sensitivity review meetings. They will then complete the final 



UTAH STATE BOARD OF EDUCATION 
 
 

CAMBIUM ASSESSMENT, INC. Page 22 

disposition of the items. The assessment specialists and quality assurance team will 
conduct a quality check to verify all changes were completed accurately. 

SA 1.20 CAI will maintain the Utah-specific style guide. 

CAI will continue to use the Utah-specific style guide when developing items if the 
development cost option is executed. 

SA 1.21 CAI will work with USBE to recruit and notify educators to participate in all educator 
meetings. 

USBE content staff will recruit for educator meetings based on their criteria, which may be 
tailored to each specific meeting. CAI will help with meeting communication and maintain 
and share meeting participant lists. All Utah meeting participants will be required to sign 
nondisclosure agreements. Utah meeting participants may need to provide Social Security 
numbers for CAI to provide reimbursement. 

SA 1.22 Item types or interactions will include multiple-choice static, multiple-choice multi-
select, multi-select table, drag-and-drop, matching, two-part, type-in text, simulations and 
ELA writing prompts. 

CAI’s system will support layouts including the following: 

 In a horizontal layout, items are laid out vertically on a single page. “Expand Items” and 
“Expand Passage” buttons are available, allowing the user to allocate the most screen 
area to one side of the screen or the other, as needed. 

 Passages can be presented in reading mode, in which pages are displayed and turned; 
and items can be presented in tabbed mode, in which a single item appears on each tab, 
and students may navigate freely among them. 

 Streamlined mode is optimized for screen readers and often used to reduce distractions 
for students with attention issues. 

 Passages and items can be presented in a vertical layout with the passage preceding the 
items. 

Examples of our interaction types can be found in Exhibit SA 1.24-1. 

Exhibit SA 1.22-1: Interaction Types offered by CAI 

Interaction Types Description 

Associate Interaction A student creates a one-to-one or many-to-one relationship between 
two pieces of data. Machine-scored. 

Choice Interaction: 
Multiple Choice 

A student selects from traditional multiple-choice options using radio 
buttons. Machine-scored. 

Choice Interaction: 
Multi-Select 

This is a traditional multi-select option (checkboxes) with flexibility on 
minimum and maximum numbers of selections. Machine-scored. 

Choice Interaction: 
Scaffolding 

This is a graphic-rich Choice Interaction variant, often used with 
alternate assessment student populations, that removes an incorrect 
response and gives the student a second try. Machine-scored. 
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Choice Interaction: 
Score Input 

This is a variation of Choice Interaction that allows a data entry clerk to 
directly enter the score a student achieved instead of the response. 

Custom Interaction: 
Bar Chart 

The student uses simple, single-click actions to draw bar charts. 
Machine-scored. 

Custom Interaction: 
Edit Task 

A student clicks a word and replaces it with another word that he or she 
types to revise a sentence. Machine-scored. 

Custom Interaction: 
Equation Editor A student uses flexible entry of one or more mathematical expressions.  

Custom Interaction: 
Graphing Machine-scored. 

Custom Interaction: 
Graphic Response 

A student graphs simple concepts such as rays, line segments, and closed 
shapes. Machine-scored. 

Custom Interaction: 
Scratchpad 

This is a flexible platform to create a wide variety of items such as drag 
and drop, drawing on a coordinate plane and hot spots. Machine-scored. 

Custom Interaction: 
Simulation 

A student conducts an experiment by manipulating inputs until the 
desired output is reached. Machine-scored. 

Custom Interaction: 
Table Input 

A student conducts an experiment by manipulating inputs until the 
desired output is reached. Machine-scored. 

Custom Interaction: 
Verbal Response This asks a student to complete tabular data. Machine-scored. 

Custom Interaction: 
Word Builder 
(Numeric and Qwerty) 

This records the student’s voice using a microphone. Hand-scored. 

Text Entry 
Interaction 

This is a fill-in-the-blank style response with an onscreen keyboard that 
shows the allowable keys. Machine-scored. 

Extended Text 
Interaction 

This is a short-answer text response. Hand-scored or machine-scored 
using natural language scoring engines. 

Gap Match 
Interaction 

This is an extended response for essays. Hand-scored or machine-scored 
using essay scoring engines. 

Graphic Gap Match 
Interaction 

A student drags prepared text responses into target boxes to respond. 
Machine-scored. 

Hot Spot Interaction A student drags prepared graphic responses into target boxes to 
respond. Machine-scored. 

Hot Text Interaction A student clicks clickable regions of a graphic to respond. Machine-
scored. 

HTML: Generic 
Instruction A student clicks a word or sentence to respond. Machine-scored. 

HTML: Slideshow This is a simple text display usually used for instructions. Not scored. 

HTML: Tutorial This is an audio presentation with static images used as slides. Not 
scored. 

Inline Choice 
Interaction 

This is an animation that describes how to use that type of interaction. 
Not scored. 

Match Interaction A student selects responses from drop-down menus throughout the text. 
Machine-scored. 

Order Interaction A student creates a one-to-one relationship between two elements. Can 
be represented graphically or as a table. Machine-scored. 
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Inline: Choice 
interaction A student reorders a list of elements to create the correct sequence.  

Custom Inline: Edit 
Interaction Machine-scored. 

Custom Inline: 
Equation Editor 

Student selects from options in a drop-down list. This can be placed in 
line with text or other HTML text. 

Interaction Group Student enters an editorial correction to replace a word or phrase. This 
can be placed in line with text or other HTML text. 

Custom Interaction: 
External Copy 
Interaction 

Student enters a mathematical expression using an equation editor. This 
can be placed in line with text or other HTML text. 

SA 1.23 CAI will create required art for items. 

CAI's content specialists will review the art request descriptions provided by the item 
writers and use open source or commissioned art for Utah items. The descriptions will be 
modified or rejected if the art is not appropriate for the item, the description is not 
complete, or the art is not appropriate for visually impaired students. Once the art 
description has been finalized, the content specialist will send it via ITS, along with any 
scrap art or links to similar images, to CAI's Production team to request item-appropriate 
art. When the art has been received in ITS, the file will undergo content and technical 
checks. The image will be reviewed by Content’s editorial team for errors in spelling, 
adherence to the art request, and compliance with the style guide and universal design 
principles. The art will then be reviewed by the Content specialist to verify that it does not 
contain extraneous details or irrelevant information that may distract or hinder students. 
The Content specialist will approve the art or return it to the Production team for revisions. 
The item with the final approved art then gets promoted to the appropriate review levels 
with Locked Operational as the final level. 

Interim Assessments 

IA 1.1 CAI will deliver fixed-form benchmark and adaptive class period interim tests for ELA, 
and mathematics in grades 3-8 (Secondary Math I). CAI will deliver Benchmark assessments 
for Science in grades 4-8. 

CAI will deliver shortened CAT interim assessments and short, fixed-form benchmark 
assessments that assess a reporting category level for the interim assessments and the 
standard level for the benchmark assessments. 

IA 1.2 All items for interim assessments will come from the Utah pools and the science item 
sharing bank. 

CAI assumes that all items for interim assessments will come from the Utah item pools or 
the science item sharing bank. All newly developed items will be embedded into the 
operational summative assessments for field testing. All items in the interim or summative 
pools must have gone through field testing and data review. 
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IA 1.3 CAI will work with USBE to identify Utah-owned items in the summative bank that 
can be moved to strengthen the interim bank. 

Following completion of simulation work each year, CAI will produce an item development 
plan that targets any weaknesses in the Utah item pools. In addition, CAI will evaluate the 
performance and exposure of items and recommend candidate items for transition from 
the summative to interim pools. Writing prompts used in the operational assessment may 
be retired and moved to the interim pool or retained for operational use. 

IA 1.4 CAI will deliver interim adaptive assessments for grades 3–8 in ELA and Mathematics 
(Secondary Math I). These assessments cover the full blueprint and reports at the aggregate 
level. Interim assessments are available in standard print, large print (levels of magnification 
are customizable) and braille using the print-on-demand functionality as needed. 

The interim assessment will be administered in the following content areas and grades: 
ELA grades 3–8, mathematics grades 3–8 (including Secondary Math I). These tests will be 
defined in collaboration with USBE staff. If USBE elects the content development cost 
option, interim assessments will be delivered in science once they can be supported by the 
bank.  

IA 1.5 CAI will deliver fixed-form benchmark assessments for grades 3–8 in ELA and 
mathematics (including Secondary Math I) and grades 4-8 in science. The benchmarks are 
delivered year-round. Benchmark assessments are available in standard print, large print 
(levels of magnification are customizable) and braille using the print-on-demand 
functionality as needed.  

The fixed-form benchmark assessments will be available for local use in the following 
content areas and grades: ELA grades 3–8, mathematics grades 3–8 and Secondary Math 1, 
and science grades 4–8. 

The tests will be delivered online. 

IA 1.6 Reporting on the interim assessments will occur no more than 24 hours after the 
student completes the assessment. 

Reporting on interim and benchmark assessments will occur no more than 24 hours after 
the student completes the assessment. 

Psychometrics (PS) 

PS 1.1 By January 1 each year, CAI will provide simulation and validity data for its proposed 
CAT models that will allow it to defend technical characteristics of the items and blueprint. 

CAI will meet a January 1 delivery deadline for providing simulation and validity data and 
commits to delivering the evidence necessary to defend the technical characteristics of the 
assessments. 
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PS 1.2 CAI will develop an annual technical Report to be delivered by November 1 each year 
that is additive in nature and meet the requirements of Peer Review and a crosswalk 
document to assist with Peer Review.  

Technical reports for the summative and interim assessments will be provided annually 
following each test administration. The technical report will include information on the 
assessment's purpose, background; intended score interpretations; tested student 
population; item and test development processes; test administration and training 
procedures; accommodations; and test security, scoring, reporting, and quality assurance 
processes. It will also include descriptions and explanations of item statistics, calibration, 
scaling, equating, reliability, and validity. Evidence of score reliability for machine-scored 
items and for hand-scored items will be presented, including rater agreement, internal 
consistency of total scores, and decision consistency. Study plans and outcomes of validity 
studies or alignment studies can be provided both as a separate document and as part of 
the technical report, as requested by USBE. See Appendix A for the technical report table 
of contents.  

Revisions and modifications to the technical report outline will be made as needed in 
consultation with USBE representatives, so that the design of the report allows for expert 
scrutiny, follows approved templates, and meets expectations and requirements for state 
and federal regulations. 

Once CAI receives all the necessary assessment results and data, we will draft the technical 
report and provide it to USBE for review and approval. Changes from USBE will be 
incorporated, and the report will be sent back to USBE staff for subsequent review until the 
report receives final approval, by November 1 of each year, as specified. After being 
reviewed by USBE at a regularly scheduled TAC meeting and upon approval, CAI will 
provide the final technical report to USBE via SFTP. The technical report will be in a format 
ready for public posting. Addenda to the technical report will be provided in subsequent 
administrations. The technical report will also be presented at the Technical Advisory 
Committee (TAC) meeting for additional feedback and suggestions. 

Cost option: Similar to CRESST study done for SAGE, CAI can contract with a third-party 
vendor to seek an independent study of alignment of the updated State’s ELA standards 
and assessments (following the first operational administration) to address the following 
and to be delivered to USBE: 

A. The adequacy of the size and characteristics of the item pool to support Utah’s test 
design to include: 

1. The full range of assessable content standards are represented in appropriate 
proportion 

2.  The items are aligned to the identified standards including cognitive 
complexity 

B. The adequacy of the adaptive algorithm to generate test forms aligned to the 
blueprints to include: 

1. The full range of assessable content standards are represented 
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2. The cognitive complexity and balance of content matches the blueprints 

CAI typically prices this study at $200,000, but it’s important to realize the final cost will 
almost always be different; there are too many variables to include an exact cost.  

PS 1.3 CAI provides Item Statistic Summary reports each year showing the results of the 
field tests. 

CAI will meet a November 1 delivery deadline for providing reports that include all item 
statistics, including: 

 Item response theory (IRT, 3PL, GPC, Bifactor, depending on the items) item parameter 
estimates and standard errors 

 Classical item statistics (biserial/polyserial correlations, proportion correct, number and 
percentage selecting each response option for selected-response items, number and 
percentage achieving each score point for polytomous-scored items) 

 Differential item functioning (DIF) (Mantel-Haenszel statistics; DIF classifications; 
comparison groups, including gender, ethnicity, special education, and LEP) 

PS 1.4 CAI will schedule and facilitate an annual data review meeting for the CAT program. 

CAI will schedule data review meetings with USBE, teachers, or both. Field-test items 
flagged for item statistics beyond an agreed upon threshold will be presented to the 
committee members to decide whether the items should be put in the operational item 
bank. For all items presented, the committee will be able to decide if an item should be 
rejected, added to the bank, or revised and field tested in a subsequent year. There may 
also be items that are deemed suitable for use in the interim bank if they are not put in the 
summative bank. USBE will have final say which items are eligible for assessment. 

Ownership of Content and Data (OW) 

OW 1.1 USBE shall retain ownership of all content and data. 

USBE will retain exclusive ownership of all Utah test items and materials provided solely for 
this contract and data generated by either party in fulfillment of their obligations under 
this contract, including student PII, test result data, and all items developed, and all items 
imported into the USBE item bank, except that each party will retain ownership of their 
own intellectual property as set forth in Attachment A: State of Utah Standard Terms and 
Conditions. No content or data will be shared with, transferred, or sold to any other entity 
without the express, written approval of USBE. 

Online Delivery of Accommodated Forms (OPS) 

OPS 1.1 CAI will provide online assessments with accommodations (braille, large print). 
Braille will be provided in UEB for ELA and writing tests, and both UEB and UEB with 
Nemeth for Math and Science. 

CAI will ensure the testing platform includes "print-on-demand" options for braille and 
large print materials for Utah's students, according to USBE specifications. The testing 
platform supports Braille as UEB and UEB with Nemeth, but the item needs to be brailled. 
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The cost optional development described in SA 1.18 includes accommodation development 
costs.  

CAI recognizes the USBE requirement to support UEB and UEB with Nemeth for Braille 
students. CAI will work with USBE to develop a plan to reach this goal.  

OPS 1.2 American Sign Language (ASL) videos are required for delivering listening stimuli. 

CAI will produce and deliver American Sign Language (ASL) videos of ELA listening passages 
for the Utah assessments. The project schedule will include time, at least 5 business days, 
for USBE review of scripts and content before they are recorded in ASL. USBE will have the 
opportunity to review the final videos before operational testing begins. 

OPS 1.4 All student responses for large print, braille, and print-on-demand accommodated 
items will be keyed into the CAI assessment system by authorized Utah personnel. 

CAI will ensure that test administrator instructions for large print, braille, and print-on-
demand accommodated items contain specific directions to enter student responses into 
the CAI assessment system by hand to ensure electronic data capture of all student 
responses. 

Online Delivery (TDS) 

TDS 1.1 CAI's assessment system will be used for online student registration and test and 
report delivery. 

CAI's TIDE system will be utilized for online student registration for Utah's CAT and interim 
assessments. TIDE will also be used to manage students, rosters, test settings, test 
windows and provide participation reports and data cleanup. The test delivery system 
(TDS) will be used to deliver all Utah assessments under this contract, including CAT 
summative, interim, and benchmark assessments. Reports for the Utah assessments will be 
delivered electronically via the Centralized Reporting system. 

TDS 1.2 CAI will submit an annual plan for technology requirements and anticipated 
enhancements by April 1 each year, including year 1. 

CAI will provide USBE the opportunity to submit enhancement requests each year. CAI will 
submit an annual plan for technology requirements and anticipated system enhancements 
by April 1 each year, as specified., as technological advances in assessment hardware are 
made and new operating systems (OS) are released. The project team will keep USBE 
apprised of these additional requirements and/or enhancements, but CAI will not 
implement either without confirming with USBE.   

TDS 1.3 Supported operating systems and browsers for CAI administration portal 

Because technology and operating systems change frequently, CAI may identify additional 
technology requirements and/or enhancements by June 1st each year. As operating system 
changes are made, CAI will meet with USBE to review any changes to supported devices, 
operation systems, and browsers for the coming testing year. CAI will not implement any 
delivery system enhancements without USBE’s approval. The RISE portal will list the system 
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requirements for supported testing devices, operating systems, and browsers. CAI supports 
all commonly used OS and web browsers (e.g., IOS, Windows, Linux, Chrome, Safari, 
Firefox, IE, etc.) 

TDS 1.4 The system will allow for paper-based accommodated forms to be generated "on 
the fly." 

CAI will ensure that the CAI online assessment system allows for accommodated forms, 
including large print and braille, through print-on-demand. 
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TDS 1.5 CAI can support the following tools and accommodations. Please note: some tools 
may come with an additional cost. 

Exhibit TDS 1.5-1: Summary of Available CAI Testing Tools 

Tools Description 

General Testing Tools 
  
Notes Item notes allow students to jot down ideas about specific items or passages. 

Notes are accessible only while the student is viewing the specific item or 
stimulus. 

Global Notes Students can access a persistent notepad throughout the test. This notepad 
allows students to enter notes for themselves and is not item specific. 

Student Tutorials Video tutorials demonstrate how to respond to each item. Tutorials are created 
by item type—for example, multiple-choice item—so all items of each type 
share the same tutorial. 

Segment Break A test segment creates a logical break between groups of items within the same 
test. For example, a segment break could be configured to separate a calculator 
segment and a non-calculator segment within a mathematics test. 

Mathematics and Science Tools 
Calculator Available calculators include basic, scientific, graphing, regression, and matrix. 
Ruler Students can access a pop-up ruler for items that require measurement. 
Straight Edge Students can access a pop-up straight edge. 
Compass Students can access a compass tool to draw circles and arcs.  
Protractor Students can access a pop-up protractor to measure angles 

Literacy Assistance & Writing Tools 
Embedded Dictionary 
and Thesaurus 

Students can open the Merriam-Webster dictionary and thesaurus within the 
test.  

Embedded Spanish 
Dictionary 

Students can open a Spanish dictionary within the test. 

Response Field Tools The response field tools allow students to apply styling to text (e.g., bold, italics, 
underline) and use standard word processing features such as undo and redo, 
and move, indent, cut, and paste text. 

Spell Check The spell check tool identifies words in the response field that may be 
misspelled and provides suggestions for each. 

Response Assistance Tools 
Option Eliminator Students can cross out any multiple-choice option, whether it is in text or a 

graphic. This capability persists throughout the test. 
Bookmark/Flag  
for Review 

Bookmark capability allows students to flag an item so they can review it later. 

Highlighter Students can select any text to highlight. This capability persists throughout the 
test. 

Line Reader Students can highlight a line of text and then move that highlighting line by line, 
using the mouse or arrow keys. 

Masking Students can cover parts of the screen that they find to be distracting. Students 
can add an unlimited number of masks. 
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Exhibit TDS 1.5-1: Summary of Available CAI Testing Tools 

Accommodations and 
Accessibility Features Description Availability 

Auditory Assistance 
American Sign Language 
(ASL) Video 

Students can view recorded ASL videos of test directions and 
test content. Which parts of the test will have ASL videos (e.g., 
test directions, stimuli, items) can be specified by USBE. All ASL 
videos show human signers, not avatars. Cost option: There is 
additional cost for creating ASL video content. Refer to section 
SA 1.18 above for cost information. 

Currently 
available 

Closed Captioning Displays captions for audio content. Captions are synchronized 
to audio playback. Cost option: There is additional cost for 
creating Closed Captioning content. Refer to section SA 1.18 
above for cost information. 

Included with 
all stimuli or 
items with 
added ASL 
videos. 

Concentration Assistance 
Test Pause and Restart Allows the test to be paused and restarted at any time, allowing 

the student to take the test over multiple days. To ensure that 
test security is not compromised, past items cannot be viewed 
when the test has been paused for longer than 20 minutes.  

Standard 
feature of 
CAI's TDS 

Writing Checklist Student can check off writing guidelines from a checklist. Currently 
available 

Literacy Assistance 
Text-to-Speech Text is read aloud using computer-generated speech software. 

Students can control the pitch and speed of the speech and also 
select specific portions of text to be read. 

Currently 
available 

Text-to-Speech Tracking As text is read aloud using Text-to-Speech (TTS), each word is 
highlighted on screen. 

Currently 
available 

Visual Assistance 
Text-to-Speech: Graphic 
Descriptions 

Descriptions of on-screen graphics are read aloud using 
computer-generated speech software. 

Currently 
available 

Online Braille Test: 
Support for Refreshable 
Braille Display and 
Embosser 

CAI will provide the embossable braille files and content markup 
needed for students to take the online braille test. Using their 
refreshable braille display and external embosser, students can 
navigate and respond to the online test. 

Currently 
available 

Variable Font Size Default font size for text is variable and can be configured by the 
TA in advance via file upload or at time of testing in the TA 
Interface. Students can zoom in or out at any time.  

Standard 
feature of 
CAI’s TDS 

Administrator-
Selectable Zoom 

Default zoom can be configured in the TA Interface by the TA in 
advance via file upload or at time of testing. Students can zoom 
in or zoom out at any time. 

Standard 
feature of 
CAI’s TDS 

Student-Selectable 
Zoom  

Students can zoom in or zoom out at any time. When zoom is 
used, text layout is changed dynamically (e.g., by changing the 
placement of line breaks) so as not to require additional scrolling 
or place some content off screen. Zoom setting persists 
throughout the test. 

Standard 
feature of 
CAI’s TDS 

Mouse Pointer Options Change the size and color of the student's mouse pointer. Standard 
feature of 
CAI’s TDS 
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Color Overlay Any color can be overlaid on the screen. The color overlay 
selection persists throughout the test. 

Standard 
feature of 
CAI’s TDS 

Reverse Contrast Default display colors can be reversed so that the background is 
black and text is white. 

Standard 
feature of 
CAI’s TDS 

Administrator-
Selectable Text and 
Background Colors 

Any combination of foreground and background colors can be 
supported.  

Standard 
feature of 
CAI’s TDS 

Streamline Mode Streamline mode removes many of the visual elements from the 
screen and delivers the test in a more linear layout. This 
presentation can reduce distraction, increase white space, and 
simplify navigation. This presentation is optimized for students 
using screen reader software and a refreshable braille display. 

Standard 
feature of 
CAI’s TDS 

Secure Print-on-Demand Secure print-on-demand allows the secure printing of stimuli 
and items. If this feature is enabled, a student can send an 
encrypted request from the student computer to the TA 
dashboard to request that a stimuli or item be printed. The TA 
must then approve the request before the content is decrypted 
and sent to the printer. This feature supports the delivery of 
real-time paper-pencil tests, including large print tests.  

Standard 
feature of 
CAI’s TDS. 

Student Response Accommodations 
Embedded Speech-to-
Text 

For items that require a written response, students can dictate 
their response and have it transcribed to text.  

Embedded 
within CAI 
system. 

Support for third-party 
assistive technology. 

This is provided through compatibility with third-party 
standards-compliant systems. 

Support for 
third-party 
systems is a 
standard 
feature of 
CAI’s TDS. 

Response Area 
Boundaries 

The boundaries for selecting a multiple-choice response can be 
adjusted to allow the student to click with their input device 
(e.g., a mouse) anywhere on the text of a multiple-choice option,
rather than just the button.  

Standard 
feature of 
CAI’s TDS 

Assistive Technology Integration 
Screen Reader 
Integration 

The system is compatible with many standards-compliant 
screen readers and natively supports customized text-to-
speech (TTS) output. 
The system also offers screen reader mode, which provides 
Accessible Rich Internet Application (ARIA) tags and additional 
markup to allow blind or visually impaired students using a 
screen reader to navigate the system and easily respond to 
assessment items.  

Support for 
standards-
compliant 
screen readers 
is a standard 
feature of 
CAI’s TDS. 

Administrator-
Selectable Permissive 
Mode 

Some assistive technology devices may require the relaxation of 
certain test security features. (For example, the suppression of 
pop-up windows could interfere with a particular device's on-
screen keyboard.) If enabled, this feature allows the TA to select 
a permissive test mode for specific students.  

Standard 
feature of 
CAI’s TDS 
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Streamline Mode While most assistive technology devices work with the system's 
standard interface, streamline mode can be used to simplify 
navigation for some devices by reducing visual elements from 
the screen and presenting the test in a more linear layout. 

Standard 
feature of 
CAI’s TDS 

Language Support 
   
English and Alternate 
Language Glossaries 
with Audio 

CAI offers pop-up glossaries to define words that students are 
not expected to know or infer from the context and also to 
remove cultural language barriers for English language learners 
(ELLs). This is additional cost to use this tool.  
CAI’s unique glossary tool is the result of years of scientific study 
and has been demonstrated to produce superior outcomes for 
ELLs than the glossary tools offered by others in the industry. 

Currently 
available 

 

TDS 1.6 All hosted systems' scheduled maintenance will occur outside of student testing 
periods on a schedule agreed to by USBE. 

CAI maintains a monthly maintenance window for system enhancements, patches, and 
minor fixes, and can provide a schedule of routine, planned maintenance during all 
operational testing windows. Any non-routine maintenance, should it become necessary 
during operational testing windows, will always be communicated with USBE as early as 
possible. Non-routine maintenance is performed out of necessity, so there may be 
instances when CAI must take swift and decisive action to maintain test security.   

Maintenance windows (routine or not) for Utah will be scheduled to begin no earlier than 
07:00 p.m. Mountain Standard Time, Monday through Friday. CAI also reserves the right to 
perform weekend maintenance for longer periods of time, should they be necessary, and 
these weekend windows will also be communicated to USBE in advance during operational 
windows. CAI does not prevent LEAs from applying security updates and patches to devices 
on their network. However, LEAs need to take care to keep their student testing devices on 
CAI’s supported operating systems (OS). Implementing security updates or patches that 
involve installing unsupported OS will likely prevent devices from accessing CAI’s online 
test delivery system. LEAs can easily locate CAI’s supported OS and hardware on the RISE 
portal. CAI and USBE will collaboratively address situations where LEAs updated to 
unsupported OS and cannot access CAI TDS as they arise.   

TDS 1.7 A method for deployment of the secure browser that includes installation on a 
single machine as well as deployment through a network distribution system should any 
local installation be required. Software updates to any installed portions of the assessment 
system are usually self-cleaning, but may at times require a separate action to remove the 
previous version of the installed software. The software will comply with best practices for 
uninstallation and should leave no trace when removed. 

CAI's assessment platform will provide the installation packages for the districts' and 
schools' specific test devices. LEAs and schools will follow the installation guide provided in 
the RISE portal to install the CAI Secure Browser or application to their testing devices. The 
only software necessary that will be installed for testing is the Secure Browser or 
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application, which allows access to the test. The installation will be installed manually on a 
single device, or pushed out through a network distribution system, using enterprise 
management tools. 

When the Secure Browser is uninstalled from a workstation, it automatically uninstalls 
completely, leaving no trace of the testing software on the testing device. 

TDS 1.8 A system for USBE and LEAs to monitor current Test Delivery System operation and 
usage, including the number and type of all users currently active in the system, hosted 
system uptime, and hosted server/application health and availability 

Service-Level Monitoring (Availability) 
CAI will provide access to a client dashboard showing system availability.  

System Monitoring  
CAI systems will continuously monitor and maintain industry-standard monitoring and 
alerting systems and processes, as well as industry-leading predictive monitoring tools that 
identify issues before they become problems. Rackspace will conduct network- and 
hardware-level monitoring, including monitoring with automatic alerting of all network 
devices, storage devices, and servers. Alerts at this level will be sent to a Rackspace 
operations center and our Network Operations Center (NOC). This monitoring includes 
Distributed Denial of Service (DDoS) detection and mitigation, as well as intrusion 
detection.  

Server-level statistics will be continuously monitored by PRTG and IDERA servers, with 
automated alerts raised at both our NOC and the Rackspace operations center. We will 
integrate data from PRTG and IDERA sensors with other data on our proprietary Dashboard 
system, which will collect continuous data from key servers about exceptions and latencies 
of specific procedures. 

Security Incident Monitoring  
Alerting and monitoring systems that are sources of security incidents include the 
following: 

 Ticket notifications of Rackspace DDoS monitoring events are monitored by Rackspace 
and sent to CAI’s Assessment System Configuration Management (ASCM) team.  

 Incident notifications of Alert Logic Threat Manager events are monitored by Rackspace 
and sent to ASCM.  

 Event Reports in DiVA of production issues impacting clients are reported and tracked 
by Notifier and ASCM. 

Progress Monitoring 

State-level users will be able to access and review all reports available to districts and 
schools at any time using TIDE’s Monitoring Test Progress feature. All of these processes 
will be documented in user guides and included in trainings so that the field is prepared to 
administer tests and monitor testing progress.  
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USBE will be able to generate reports in TIDE and on demand including: 

 Plan and Manage Testing Report. Details a given school’s individual students’ in-person 
and/or remote proctored test opportunities and the status of those test opportunities.  

 Test Completion Rates Report. Summarizes the number and percentage of students 
who have started or completed a test. These totals are available at the state, district, 
and school levels, depending on user role.  

 State Participation Counts Report. Shows, at the state level, how many students started 
or completed a test on a certain day, as well as cumulative counts for the current in-
person and remote test administration. 

 Test Status Code Report. Displays all participation codes for a test administration. This 
report can be run by a district or school and can be used to monitor participation before 
the testing window closes. The exported file includes all students eligible for a 
summative test along with their testing status and participation code, if assigned. As the 
district or school testing window nears its close, users can quickly see which students 
have not participated and whether a participation code needs to be assigned. 

 CAI has introduced and continues to enhance the ability to track the use of many tools 
and features across the online assessments. In general, each invocation of a feature is 
tracked and saved at the lowest level of granularity possible such as per item or per 
page. For example, if a student uses text-to-speech three times on item 3 of the test, 
the data will reflect exactly that. A data dump can be prepared which permits 
aggregating the information from the raw data to answer countless number of 
questions.  

TDS 1.9 Outage Notifications Process 

Should an unplanned outage occur, the CAI Program Management team will contact USBE 
via telephone, as soon as an outage that may affect test administration occurs. This is a 
rare occurrence. The communication will include the reason for the outage as well as the 
anticipated time for restoration of service. If USBE determines that messaging needs to get 
to the field, CAI will work with USBE to draft messaging for Utah LEAs and/or schools to go 
out via email/lListserv from CAI to the specified Utah role(s) identified by USBE. In addition, 
in the event of any unplanned outages or interruptions of service CAI will perform related 
studies and analysis to determine the event's impacts at no cost to USBE.  

TDS 1.10 CAI systems will support assistive technology tools, including text-to-speech, 
speech-to-text, and visual accommodation tools and allow for an array of assistive 
technology devices to be used within the testing platform. 

CAI systems are WCAG 2.1 AA certified and will support assistive technology tools, 
including text-to-speech, speech-to text, and visual accommodation tools, and 
customizable display. see exhibit VI.a.viii-13 in CAI’s Technical Proposal for information on 
specific devices. 
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TDS 1.11 CAI will provide physical security and prevention of unauthorized access to all 
hosted components, including any hosted database, operating system, application or 
content and the immediate network of CAI's servers. This includes password control, audit 
trails by sign-on, user-ID security, transaction field, and field value level; protection of 
student data according to FERPA rules; delivery of content over a secure socket such as SSL 
using industry standard encryption levels such as 2048-bit RSA. 

Database/System Security 

Single Sign-On Password Control 
CAI has chosen Red Hat Single Sign-On (RH-SSO) as its single sign-on system. Once logged 
in, users can navigate CAI’s user-facing components of the system securely and seamlessly. 
RH-SSO offers industry-standard security capabilities, including the following: 

 Automated generation of secure passwords as soon as users are provisioned  

 Forced password change after the user logs in for the first time with the system-
generated password  

 Enforcement of passwords of certain length  

 Enforcement of passwords of complexity (eg., a mix of numbers, letters, special 
characters, length of password)  

 Secure way to reset passwords  

 Configurable security questions for resetting passwords  

Audit Logging  
CAI’s test delivery system (TDS) tracks all testing activities, including timing data, score 
change history, and audit activity logs. This is our most transactional system, and it 
maintains a single database for key audit and error log information; however, even more 
detail is available from sub-components, if necessary. In addition, TDS keeps detailed logs 
of every action on a test, and our program managers can produce a complete audit log for 
any test opportunity. This capability proves helpful with troubleshooting and investigating 
irregularities.  

Test and Data Security 

Secure Data in Transit and at Rest  
All transmission of secure data takes place using SFTP or over HTTPS secured with industry 
accepted security standards. When the transferred data includes student personally 
identifiable information (PII), the transfer software encrypts the files upon upload to the 
site. The files remain encrypted while they are at rest, and Secure Sockets Layer (SSL) 
encrypts the data in transit. We recommend that our clients use similar SFTP software 
when the data arrive at their site to re-encrypt data when at rest on their servers.  

CAI does not store any content on disk at the student testing end points; it resides only on 
our testing servers. All data transfers to and from the student machines are executed over 
secure hypertext transfer protocol (HTTPS) employing at least TLS 1.2 to secure the data in 
transmission. During testing, the CAI Secure Browser downloads items from our central 
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servers in real time and holds these in memory only. When a student exits a test or the 
browser shuts down, all data in memory is wiped clean. At rest, test content is stored on 
our web servers in encrypted form only. Only specific CAI and Rackspace systems engineers 
who follow strict procedures and undergo training have access to these servers. 
(Rackspace houses CAI-dedicated servers and is described later in this section.) Finally, the 
dedicated server role eliminates most common threat vectors (e.g., no emails, no mapped 
drives, extremely limited access). CAI shall store and maintain all Data in data centers 
located in the United States. 

Network Security  
Firewalls. All our networks are protected by firewalls, automated intrusion-detection 
systems, and extensive network monitoring. These safeguards protect against bad actors 
who might attempt to bypass our applications, hack into our systems, and steal data. All 
our systems and network devices, including routers, firewalls, load balancers and switches, 
are regularly updated with security patches. Data are stored securely on database servers 
behind multiple firewalls and are secured through an encrypted connection.  

Distributed Denial of Service (DDoS) Mitigation. We currently have extremely effective 
defenses against DDoS attacks. We have auto-mitigation in place, in which the mitigation 
system has been trained to automatically scrub attacks before they ever reach an CAI 
server. CAI network engineers and management also constantly monitor traffic and 
immediately remediate if potentially bad traffic is occurring.  

Intrusion Detection Systems. We are protected by intrusion detection systems and DDoS 
detection and mitigation systems. All secure data transmitted across the public Internet 
are encrypted using secure shell (SSH), advanced encryption standard or an Internet 
protocol security virtual private network (VPN). Secure websites encrypt data transfers 
using 256-bit Transport Layer Security public key encryption. 

Security of Personally Identifiable Information  
CAI’s systems will protect individual privacy and confidentiality in a manner consistent with 
state privacy laws, the Family Educational Rights and Privacy Act (FERPA), and other federal 
laws.  

We will implement a two-part procedure to restrict access to student PII even in the 
unlikely event of a breach. Our strategy is to limit exposure of the data and to encrypt that 
information where it absolutely must appear. Most of our system carries only an CAI-
assigned, arbitrary identifier for each student. Only a single system links that arbitrary 
identifier to the student’s statewide ID and name. That system encrypts those fields. 
Systems that require this information request the encrypted data. The key needed to 
decrypt these data is stored on a server without any external access and is accessible only 
to the servers running our systems; our systems never write the key anywhere. Internally, 
only a few engineers have access to this key. The identifiers are encrypted using strong 
ciphers that meet standard security guidelines. The student PII is stored in 3DES-encrypted 
form within CAI’s demographics databases.  
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For each student identity imported through TIDE, we generate a unique internal key that is 
used in CAI systems to track students’ test progress and testing history. This ensures that 
student PII is never duplicated in any of our other system databases and remains 
centralized in our demographics servers. The keys used to encrypt and decrypt the 
demographic data are secured and stored on a different set of dedicated servers that can 
be accessed only through a secure interface. Whenever an application requires any PII (for 
example, to present test scores with student names on the reporting interface to 
authorized users), it must fetch a passcode from our key servers through a secure protocol 
and then access the demographic servers to decrypt, on the fly, the relevant pieces of data. 

When decrypted identifiers are required for files delivered to clients, the files are 
temporarily written to a disk (in a protected environment, behind firewalls, and accessible 
only from CAI addresses) in decrypted form. Once the files are fully created, they are 
moved to an encrypted location, where the server encrypts the files at rest. The temporary 
files are deleted upon transfer to the encrypted location. 

In short, we stop bad actors from entering our system. If they breach these defenses, and 
even if they succeed in stealing data, they cannot identify the students to whom the data 
refer. If they somehow manage to access the data file with PII, they will find the data 
encrypted, and they will not find the key anywhere. 

All our personnel undergo background checks and participate in our extensive security 
training, which is periodically updated and revised. We have a policy against copying 
secure materials onto portable storage, such as flash drives. Every staff member’s laptop 
has an encrypted hard drive, so files stored in temporary folders or work in progress will 
never be at risk if a portable computer is lost. 

Physical Security  

Every CAI location has card-controlled access. In our main office, card entry is required for 
the building during business hours and is required for entry to any level where work is 
conducted. The entry is monitored by a guard during business hours, and in each facility, 
visitors must sign in upon entry and must be escorted by a CAI staff member.  

When in printed form, test items are protected by at least two locks when a CAI staff 
member is not present: Locked doors require a card reader to enter the office areas where 
work is conducted, and staff offices and workrooms are locked when secure material is 
present but the staff member is not. Similar locks and controls prevent unauthorized 
access to servers on our network. Most of our data and test items are stored on CAI-
dedicated servers at Rackspace, which has state-of-the-art security, including biometric 
access control to sensitive areas.  

CAI will use Rackspace as the physical data storage center for Utah data servers. See TDS 
1.16 for details. 

CAI shall, upon written request, permit USBE or its designated representatives to perform 
an assessment, audit, examination, or review of all of Contractor’s sites and environments 
to confirm CAI’s compliance with this Contract; associated Contractors or Scopes of Work; 
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and applicable laws and regulations. Any such assessment, audit, examination, or review 
shall be conducted with reasonable prior written notice, during regular business hours and 
shall not unreasonably interfere with CAI’s or Contractor’s business operations. USBE or its 
designated representatives shall be required to sign an Audit Confidentiality Agreement 
and a Non-Disclosure Agreement. 

CAI shall maintain an audit trail for the duration of this Contract, which reflects the 
granting and revoking of access privileges to Authorized Persons. A copy of this audit trail 
may be requested by USBE from CAI at any time and shall be provided within 10 days of 
the LEA request. CAI shall provide annual, mandatory privacy and security awareness and 
training for all Authorized Persons, maintain past and current lists of Authorized Persons 
that have completed training, and permit inspection of the same by USBE upon request. 

TDS 1.12 CAI will support at least: 1,200,000 summative test administrations; 600,000 
students eligible to test; and more than 50,000 concurrent users with a response rate of 
less than two seconds beginning with the first year of deployment. 

CAI will perform system tests to ensure satisfactory response rates for the Utah CAT 
program. CAI will ensure an average response of under two seconds, beginning with the 
first year of deployment. 

Our system is currently guaranteed to perform as expected for 1.8 million students. Should 
our projected peak loads increase, we will add servers accordingly, as our TDS is infinitely 
scalable.  

CAI delivers tests from servers we call “satellites,” which consist of a database server and 
multiple webservers. Up to four satellites are arranged in pods behind a common firewall 
and share a backup server we call a pod reserve that continually pulls updated data from 
the satellites. The pod/satellite setup allows us to scale every part of the system, including 
bandwidth (by adding pods) and processing capacity (by adding satellites). Other 
components of the system are similarly scalable. CAI’s TDS consists of hundreds of servers 
organized into four constellations.  

These constellations are capable of supporting a combined simultaneous load of 1,800,000 
testers logging on within a 20-minute period. Our system scales linearly, and we have the 
ability to scale it up by adding devices. All of our capacity is tested in automated load tests. 
Even under heavy loads, students see their screens refresh in a fraction of a second. The 
system constantly saves student responses to our servers, so students do not lose work if a 
machine fails or if Internet connectivity is lost. In the event of machine failure, students can 
simply move to another machine, log back into their session, and pick up where they left 
off. Similarly, once Internet connection is restored, students complete the same login and 
authentication process, and there is no cumbersome reopening of tests. 

TDS 1.13 Execute load-tests over prolonged periods that demonstrate server and network 
capacity. 

CAI will perform an annual load test using simulated students to ensure that our testing 
platform supports our rated capacity. We will share the results of this load test with USBE. 



UTAH STATE BOARD OF EDUCATION 
 
 

CAMBIUM ASSESSMENT, INC. Page 40 

During the load test, we monitor database latencies, application level latencies and 
perceived end user latencies and ensure that these are below our thresholds. The Utah 
training and practice tests are hosted on the same hardware platform as the operational 
tests. Districts that want to conduct a local technology readiness assessment before 
testing windows open can use these practice tests and will be accessing the same set of 
servers supporting the operational tests. 

TDS 1.14 Execute and provide a detailed report on load-tests before the first summative 
assessment is delivered to a student on the system and on a schedule approved by USBE. 

CAI will perform periodic load testing on all systems and client programs. We will supply 
the results to USBE on a basis that is determined to deliver the most reliable data.  

CAI will use a web-based diagnostic readiness tool to perform a system check to assess the 
readiness of a specific computer for testing. Included in this is a download-and-upload 
speed check that estimates the number of simultaneous test takers who can test at the 
same location.  

The diagnostic readiness tool can be run on all platforms supported by CAI’s TDS and will 
require no network configuration at Utah schools. The diagnostic readiness tool uses a 
statistical model of the testing process that model’s variation in instantaneous demand 
(e.g., the number of students who simultaneously press the Next button) and evaluates the 
likelihood that peaks will exceed network free capacity (not used by other processes) with 
a frequency likely to cause noticeable delays in testing. If the tool indicates that a school’s 
intended number of users exceeds its current capacity, it will indicate the number of 
concurrent users that can be supported with existing resources. 

TDS 1.15 Rollout of a fully functioning system in the first year of implementation. 

CAI will have a fully functional online testing system for interim assessments and 
benchmarks by August 1, 2022, and for summative tests by November 1, 2022. 

TDS 1.16 Hosting of the online portions of assessments with the highest standards for 
availability and fault tolerance with subcontractor details and data security agreements in 
place to meet USBE's requirements for data privacy. 

CAI will use Rackspace data centers to host test content, student responses, and other 
USBE data related to its assessments.  

Rackspace is our third-party service provider where all our systems are hosted. Rackspace 
is AICPA SOC2 and SOC3 certified and holds ISO 27001 certification in alignment with ISO 
27002 and NIST 800-53 security controls. The Rackspace data center is a colocation data 
center. This means that in the event of total or partial loss of the data center, and to return 
to a normal situation, CAI will assess the situation and determine whether to wait for the 
recovery of the building if such possibility exists. If this is not an option, CAI will move the 
primary Rackspace data center to a new Rackspace facility or some other data center 
service provider. In the interim, business teams will be able continue operating on the 
recovery infrastructure provided by Rackspace. All primary data is replicated in real-time to 
a cold backup datacenter as part of CAI's Disaster Recovery solution. 



UTAH STATE BOARD OF EDUCATION 
 
 

CAMBIUM ASSESSMENT, INC. Page 41 

Every Rackspace employee undergoes a background check and extensive security training. 
Data center access will be limited to authorized Rackspace data center personnel. Keycard 
protocols are in place; for tightly controlled data center access, biometric scanning is used. 
Security cameras monitor all data and provide round-the-clock interior and exterior 
surveillance. Rackspace facilities will have on-site staff on duty 24 hours a day, seven days a 
week, providing additional protection against unauthorized entry. All physical access to 
servers will be logged, and regular security audits will monitor adherence to strict security 
guidelines. All PII (e.g., names, identifiers, etc.) will be encrypted at rest and in transit, and 
Rackspace will not have access to the encryption keys. 

TDS 1.17 Maintenance, installation, upgrades of delivery and content components to be 
documented within a monthly maintenance schedule, defined no later than August 1 each 
year. All updates or upgrades, including emergency maintenance, shall be documented 
through CAI’s internal Production Change Request (PCR) and deployment processes, and 
will include technical and practical consequences, and risks and benefits. All updates or 
upgrades shall be reviewed and agreed to by USBE before implementation, but CAI reserves 
the right to implement emergency maintenance as soon as needed. 

Installation and Upgrade of CAI Software 

Large-scale maintenance plans will be established with USBE by June 1 of each year to 
prepare assessment and technology coordinators at the district and school levels. Early in 
the school year, the main responsibility of these users is to prepare schools for testing. CAI 
will provide technology coordinators with support installing the Secure Browser and using 
the network diagnostic tool to determine the number of students who can be tested 
simultaneously.  

The only software necessary at the schools or district is CAI’s Secure Browser, which we 
generally update every one or two years. It will not require any additional changes during 
the school year unless new operating systems are released. Because our system is entirely 
Internet-based, all system upgrades, security patches, or bug fixes will occur at our server. 
We will deploy upgrades without disrupting ongoing testing. When we deploy an upgrade, 
students who are currently testing under the older release will continue testing under that 
release, and students who have recently logged in will test under the new release. 
Upgrades can be 100% transparent to users and will require no action on the part of 
schools or districts. 

Routine Maintenance and Server and Application Code Patching  

We will take many precautions to mitigate the risks of interruptions, including load testing, 
performance testing, system testing, integration testing, and user-acceptance testing.  

In addition, we will run daily automated functional tests against key systems before testing 
begins. Test results and key performance statistics are transmitted to our engineers for 
review at approximately 6:15 a.m. (Eastern Standard Time) each morning. This provides an 
opportunity to review maintenance logs, analyze performance, and address any issues that 
may emerge before students begin testing.  
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Patching our hardware and software on a regular basis is critical to addressing and fixing 
security vulnerabilities (and other bugs) in a timely and consistent manner. 

 Hardware Patching (Including Server Operating Systems). We will routinely apply 
security patches released by Microsoft and the U.S. Department of Homeland Security 
(for Linux patches) in CAI’s dedicated and cloud environments. After testing to ensure 
that there is no negative system impact, we will deploy these patches on the second 
Saturday following the Microsoft patch on Tuesday, or as otherwise agreed-upon by CAI 
and USBE. 

 Software/Application Code Patching. Every month and on a Saturday, when no 
hardware patching takes place, we will deploy bug fixes to CAI websites, web services, 
database code, and other systems. 

Emergency Response 

Our Network Operations Center (NOC) will monitor our dashboard system and receive 
alerts and notifications from the monitoring systems. Should CAI determine that a critical 
security vulnerability needs to be fixed as soon as possible, we will deploy the necessary 
updates using our emergency response protocol. Our NOC or other monitoring staff will 
use the automated alert system to notify the mobile phones of predetermined recipients. 
Predefined recipient groups include several senior executives, representatives of the 
software development team responsible for the system, network engineers, Rackspace 
representatives, and CAI Help Desk representatives. CAI’s PM team would then notify USBE 
staff of any issues impacting the field. 

Should an issue that can affect the field arise, CAI will deploy pre-approved automated 
messages on our help line and the posting of notifications on client portals. In addition, we 
can push messages to the Test Administrator (TA) Interface so any TAs will be informed of 
the process in real time or as they log on. 

TDS 1.18 Provide web-based tools (i.e., training tests for each grade/subject [1/2 blueprint]) 
to be utilized by educators, students, teachers and the public for system familiarity, 
transparency in assessment approach, and exposure to all item types and content assessed. 

CAI will provide an online training test for students to gain experience with the types of 
questions and item types they will encounter operationally, as well as the types of online 
testing tools and features they will access within the CAI assessment system. The training 
test will not rely on preconfigured school equipment, so educators, students, and parents 
can access the training test at home or from other computers and devices. The web-based 
tools will include the ability to practice assistive technology, accommodations, large print, 
and braille. 

A link to the Utah RISE training test will be provided on the RISE portal. Students accessing 
the link will first encounter a general introduction to the training test tool. They will then 
have the opportunity to select a test grade level and subject and begin taking the training 
test. Items on the training test will be a very close facsimile to operational items, with 
possible subtle differences inherent in replicating a secure student test interface on 
unconfigured computers. Users will navigate the system, answer questions for the selected 
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grade level and content area, engage with the system’s embedded (online) tools, and 
submit responses. 

TDS 1.18.1 Cost Option: Provide functionality for the remote test administration of RISE 
benchmark, interim, and summative assessments. 

CAI’s remote proctoring application can be added for $25,000 per year, every year of this 
contract. 

All qualified test administrators designated by USBE or the participating school or district 
to monitor each participating eligible student remotely using video and voice chat 
capabilities. Specifically, test administrators can: 

 administer tests remotely using the new video and voice chat capability embedded 
in TDS; 

 schedule test sessions in advance of the test day; and 
 assign tests that can be taken without a proctor. 

TDS 1.18.2 Cost Option: Utilize CAI’s test authoring tool 

CAI’s Test Authoring Tool can be added at $293,504 for the first year and $177,402 for all 
years beyond. We assume the first year will be Year 1 of the contract term, but this can be 
pushed out to any year USBE chooses. These prices include a Test Authoring Tool User 
Guide. If USBE would like to add the optional professional development training, we will 
work with USBE on the details of scope and price. 

This tool supports Utah teacher developed items (grades 3-8, core subjects), sharing of 
items between teachers, teams of teachers, schools, and LEAs.  

TDS 1.19 Ability for LEAs to review test eligibility for each student enrolled in a tested 
course, including students enrolled in multiple schools or LEAs; ability for LEAs to mark 
participation codes for students. 

CAI will ensure the CAI assessment system allows districts to verify student information, 
including test eligibility. These efforts will be addressed through the nightly UTREx 
OneRoster integration. Students can be enrolled into multiple schools within or across 
different LEAs. Enrollment information will be available for review at the state, LEA, and 
school level. Authorized users will also be able to login to the CAI assessment system and 
mark participation codes for students. 

Authorized users will be able to run and review demographic roster reports immediately 
after CAI has uploaded the Utah-generated student files into TIDE and throughout the test 
administration window, up through the end of the testing window. 

CAI will work with USBE to establish business rules for verifying student demographic 
information, including identification of the user roles authorized to make demographic 
updates and identification of the demographic fields that LEAs will be allowed to edit so 
that only USBE-specified fields can be modified by authorized users. All of the business 
rules will be captured in a specifications document, over which USBE will have final 
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approval. All costs and services associated with establishment of the business rules are 
included in the original contract cost and are not an additional, optional cost. 

TDS 1.20 Provide USBE with an on-demand mechanism to obtain updates to student results 
and participation codes for USBE in a file format defined in conjunction with USBE. 

CAI will use the already established secure data exchange system with USBE. We will 
collaborate with USBE to review all business rules and specifications that are critical to the 
functioning of this data exchange. All of that information, along with resources for USBE 
staff to use in accessing the system, will be supplied to USBE at no additional cost. 

TDS 1.21 Annual USBE specifications review each spring for approval of all specifications, 
formats, and delivery methods of the files and services. 

Each spring, CAI will provide USBE with an opportunity to review for approval all 
specifications, formats, and delivery methods of files and services, which includes business 
requirements and decision rules. CAI acknowledges that USBE will retain the option to 
update and modify the specifications, formats, and/or delivery methods as needed. 

Data Exchanges between USBE and CAI 

Data exchanges support but are not limited to the exchange of student test eligibility, 
participation codes and student results to USBE to facilitate USBE's generation of individual 
student results, class, teacher, school, district, and state aggregate results throughout and 
across each school year. Data exchanges may not be limited to student test eligibility and will 
be used to support system data exchanges between USBE and CAI.DE 1.1 IMS Global 
OneRoster RESTful-Compliant Application Programming Interfaces to support multi-
directional data exchanges. 

CAI will accept, receive, and support OneRoster V1.1 data exchanges. CAI shall develop secure 
OneRoster-compliant endpoints to support data exchanges between USBE and CAI systems. 

DE 1.1.1 Unsupported Assessment-Specific Data Exchanges 

In the event that there are some areas of the OneRoster V1.1 standard that are insufficient or 
unsupported for the exchange or processing of assessment data between CAI and USBE 
systems for assessment administration or other contractual related purposes, CAI will 
collaborate with USBE to determine an alternative real-time or RESTful way to exchange 
unsupported data that does not meet the IMS Global OneRoster standard.  

Once an appropriate alternative exchange method has been identified for insufficient or 
unsupported assessment data, written authorization must be given by USBE for 
implementation. CAI will develop all alternative data exchange methods for insufficient or 
unsupported assessment data exchanges at no cost and maintain this method as part of the 
maintenance contract.  

DE 1.2 Data Exchange Requirements and Business Rules  
CAI and USBE will collaborate to identify, validate, and or modify assessment-specific data 
exchange requirements and/or business rules. CAI will document the required data elements, 
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attributes, relationships, and review the documentation with USBE. CAI will apply USBE 
assessment business rules to data retrieved from OneRoster or alternative data exchange 
method(s). 

The data requirements collaboration process will include data required by CAI to perform 
rostering and testing services, and results data required by USBE. Additionally, both parties will 
define the schedule by which rostering and testing services, and results data sets are 
administered and required. 

CAI will obtain approval from USBE, prior to data exchange or business rules implementation or 
modification. USBE will have the final say in all assessment-specific data requirements and/or 
business rules decisions to include schedules, and addition or removal of assessment-specific 
data requirements and/or business rules. 

DE 1.3 Data Transfer Frequency 

CAI will work together with USBE to define, in a set of specifications each year, the specific 
methods that we will use for each data transfer and timing and frequency of data transfers that 
occur between our systems. The two primary types of data transfers between CAI and USBE 
are: 
(1) student data that are sourced from USBE and loaded into CAI’s Test Information Distribution 
Engine (TIDE) and (2) student assessment results data that are maintained in CAI’s Database of 
Record (DOR) and transferred to USBE at USBE’s desired frequency. 
 
TIDE supports transfers of student data via both programmatic Representational State Transfer 
(REST) application programming interfaces (APIs) and file transfer-based approaches. Since 
summer 2020, CAI and USBE have been using OneRoster V1.1 with TIDE periodically pulling 
data from USBE systems. We propose to continue this model and will work with USBE to specify 
the frequency of data exchange and evolution of the data being exchanged. Similarly, we 
support the transfer of student assessment results through bulk transfers of flat files to a CAI- 
or USBE-hosted secure FTP site or REST APIs that CAI can use to push individual test results in 
an XML format to a USBE endpoint. 

DE 1.4 Availability 

CAI data exchange methods and API must maintain a 99% uptime outside of planned 
maintenance windows.  

DE 1.5 CAI Data Quality Assurance  

CAI’s Statistical Analysis System (SAS) team will perform quality checks to verify the accuracy 
and completeness of the data exchanges as part of their standard process. USBE reserves the 
right to request evidence of CAI quality checks at any time. USBE also reserves the right to 
perform quality assurance on data exchanged and to request corrections to data to ensure 
accuracy and completeness. 
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DE 1.6 Provide USBE with summative assessment results by date specified during 
requirements gathering phase each year for each assessment to ensure USBE meets State 
and Federal accountability reporting requirements. 

CAI will produce student data exchanges in the agreed upon format and frequency that include 
but are not limited to data for all students tested, including all student scores, demographic 
data, LEA and school information, test results, and all other available information or variables 
required by USBE. During the requirements gathering phase the CAI and USBE will establish the 
due dates by which assessment results are due to USBE to ensure adequate time for 
assessment result processing to ensure USBE meets State and Federal accountability reporting 
requirements. Assessment results delivery deadlines may be reviewed and adjusted annually at 
USBE’s request. 

DE 1.7 Project Plan and Schedule to support USBE 

CAI will present to USBE a detailed project plan and schedule for configuration and 
implementation of the assessment data exchange format and transfer process. The project plan 
will be delivered within 30 days from project implementation and will include but not be limited 
to the following: a development schedule, project deliverables, roles and responsibilities, user 
acceptance testing (UAT) process, quality assurance and communication plans, data flow 
diagrams and security profile, and a final rollout. 

Information related to the development and implementation will be documented and provided 
to USBE staff at no additional cost. 

Assessment-specific data requirements to support delivery of the assessment and return of 
results will be identified and documented, presented to and approved by USBE, and appended 
to the project plan. 

DE 1.8 Maintenance and Updates  

In addition to the maintenance and updates called out in the sections above, prior to the start 
of each school year, CAI will provide USBE with an opportunity to review, update, and approve 
all specifications, formats, and delivery methods of data exchanges, files, and services which 
includes business requirements and decision rules. CAI acknowledges that USBE will retain the 
option to update and modify the specifications, formats, and/or delivery methods as needed 
and will provide USBE requested maintenance or updates at no cost. 

CAI will update IMS Global OneRoster implementations with the latest version when requested 
by USBE. CAI will also maintain and modify as needed by USBE any authorized alternative 
assessment data exchange methods developed.  
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Training (TRG) 

TRG 1.1 CAI will submit a training plan by June 1 of each year, for USBE approval, that is 
designed for multiple audiences (e.g., technology coordinators, LEA assessment staff, 
individuals who have used the system previously, individuals who have never used the 
system). Includes two in-person, onsite trainings beginning with the first year of 
implementation, a series of webinars, presentations, and self-guided and self-paced 
tutorials on each of our online systems to support the on-site trainings, and annual 
assessment administrations. 

CAI will provide two in-person, onsite training sessions, beginning with the first year of 
implementation, that are configured to USBE's requirements. We will draft training 
materials, review them with USBE, secure meeting locations, schedule webinars, prepare 
surveys, conduct or support USBE staff with the trainings, post recordings of the training 
online, send follow-up surveys to participants (if requested), and share survey results with 
the USBE (if applicable). 

Training sessions will be tailored to Utah user roles. Core content will be grouped around 
the user groups most directly involved in delivering assessments: the administrators who 
coordinate all the moving pieces, the IT professionals responsible for technical readiness, 
and the proctors and teachers who work directly with the students. Trainings will be 
facilitated by CAI's staff and the Utah program team, as well as USBE staff, as needed. 

Recordings of training sessions and all accompanying presentation materials will be 
accessible on the RISE portal Resources page. Additionally, the same CAI team that designs 
training materials will also design the Utah manuals, ensuring clear alignment of all 
instructional materials. 

Initial training sessions are scheduled to correspond with the availability of related manuals 
and e guides. Training sessions will be offered in person and online. 

TRG 1.2 Cost Option: CAI will create and provide a Utah specific three-part TA Certification 
Course to ensure test administrators are fluent with the CAI system, testing procedures, 
and ethical requirements. 

If USBE elects to exercise this cost option, CAI will create a new TA Certification Course for 
USBE that consists of the following three mini modules: 

 Security—The purpose of this course will be to inform TAs about the security 
protocols and policies of test administration, and will include topics on 
o student confidentiality; 
o test security; 
o item security; 
o test improprieties; and 
o testing irregularities. 

 Administration Procedures—This course will be designed to instruct users on the 
procedures for administering tests and will include information about 
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o general test administration roles and responsibilities; 
o local education agency (LEA) responsibility for enforcing test administration 

policies; and  
o USBE ethics policy. 

 TA Tasks in the Test Delivery System—This course will be designed to familiarize 
TAs with the TA Interface and the Student Interface and will include information 
about 
o steps TAs need to complete in the online testing system to start, monitor, and 

end a test session; and 
o steps TAs need to take in the online system to admit students into a test 

session, monitor student testing progress, and set accommodations. 
o It will cost $44, 070.00 to create this new three-part course in year 1, and 

$7,491.00 to maintain (minor updates) in out years. 

Scoring (SS) 

SS 1.1 CAI will propose a scoring plan for USBE approval by April 1 each year to include 
scoring specifications based on each assessment's test design and blueprints. 

CAI will provide a scoring plan, including the schedule on which results are due, for each 
assessment in the Utah RISE program. We will deliver this plan for USBE approval by April 1 
of each year. 

SS 1.2 All items will be machine-scoreable by the CAI assessment scoring engine to support 
the adaptive algorithm, with the exception of writing items which will be scored by the CAI 
Automated Essay Scoring system.  

Machine-Scoring, Explicit Rubrics 

We group machine-scorable rubrics into three categories. Selected-response rubrics score 
interactions in which students select from a finite but potentially large number of options 
(e.g., multiple choice). Explicit rubrics score interactions in which students construct a 
response by drawing, entering open-ended text, or writing equations, all of which have an 
effectively infinite number of potential answers. Implicit rubrics use a statistical model to 
emulate human scoring to score essay and short-answer responses. Implicit rubrics rely on 
human scoring to obtain samples to calibrate the machine-scoring engine, validate engine 
scoring, and score responses that the machine-scoring engine flags as non-confident. 

Online Item Scoring 

Rubrics for our online scoring engines are first developed by item writers and reviewers. 
Our selected-response and explicit rubrics support true rule-based reasoning, which is 
much more flexible and powerful than the simple token-matching approaches that are 
more common. True rule-based items allow more flexible scoring and admit rubrics that 
are more tightly aligned to the constructs being measured. These types of rubrics can be 
used for true constructed-response items. As with any constructed-response items, test 
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takers may generate responses not anticipated by the test developers. Therefore, each 
item goes through a process similar to rangefinding for human-scored items. 

Once items are developed, they are field tested. Machine-scored items go through one of 
two types of checks before field-test statistics are computed. Selected-response items with 
a reasonable number of possibilities go through a typical key-check process. Actual 
responses are tabulated and scored, and content experts ensure that every response 
pattern scores correctly. 

Complex selected-response items—as well as machine-scored constructed-response items 
with explicit rubrics, such as equation items or graphic response items—go through a 
rubric validation process. Rubric validation begins with CAI staff reviews. REVISE, our rubric 
validation system, draws independent, stratified samples of responses, which are reviewed 
by content experts and educator committees. 

After items are field tested and CAI has collected a large sample of student responses, the 
rubrics of the machine-scored items are checked to ensure that they are scoring as 
intended. CAI has developed a process, called rubric validation, that efficiently reviews 
scoring rubrics for true rule-based scoring. This process is supported by CAI’s REVISE 
software. 

CAI typically recommends a selection of 45 responses for each item for review by the 
committee. The item responses are selected to disproportionately represent anomalous 
responses. Specifically, the sampling algorithm identifies examinees who performed well 
on the multiple-choice items but scored poorly on the constructed-response item being 
studied, as well as those who did poorly on the multiple-choice and well on the studied 
constructed-response item. Given these guidelines, the selection is random, ensuring 
representation of all responses. The balance of the sample comprises those responses 
fitting neither of the other two categories. By selecting equal numbers of cases from these 
three strata, CAI overrepresents anomalous responses, which helps to identify any 
potential problems in the rubric. 

A state typically convenes a committee of educators to review these responses and their 
scores. The committee is able to see actual student responses, note observations about 
each response, designate a consensus score for each response, and select additional 
samples to review according to a variety of sampling schemes. The entire process is 
facilitated by CAI’s REVISE software, which is a secure, web-based application that selects 
and presents responses, gathers committee input, and updates the Item Tracking System 
(ITS) with the results. 

CAI test developers make the recommended changes to the items, and REVISE rescores all 
of the responses with the revised rubrics. Users can then review every changed response 
(or a sample of them) to evaluate whether the revision had any unintended consequences. 
The sample brought to the committee (or any other existing sample) can also be reviewed 
to evaluate the impact of the rubric changes on those responses. 
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When items are used operationally, a host of automated processes ensure that the correct 
keys are in use. First, keys are checked before publication. In the Question and Test 
Interoperability (QTI) format, keys and scoring rules travel as a part of the item, so our 
systems always access them as an item/rubric pair; this ensures that keys are never paired 
with the wrong items. When published from our Item Tracking System (ITS), validation 
checks ensure that the item version and rubric version are correct and that the item has 
not changed since the client last approved the item and rubric. Before the publication of 
fixed-form tests, our psychometric team responds to each form as a final human check on 
the scoring. 

Finally, while students are testing, each completed test flows through our Quality Monitor 
(QM) system, which generates reports that would flag any miskeyed items. QM generates 
reports that calculate and examine many of the same classical and item response theory 
(IRT) statistics that are used in data review to flag suspect items. Our psychometricians 
check these reports throughout the testing window. 

Automated Scoring for Student Essay Responses 

We propose to use our Automated Essay Scoring (Autoscore) engine, which uses statistical 
algorithms to score student essays for the writing assessment in real time. The statistical 
rubrics used to develop the scoring models measure a broad set of features, some of which 
may be item specific and “learned” from a training set. During training, these features are 
related to human scores through a statistical model. The resulting equation predicts how a 
human would score a response with the measured features. 

In the following paragraphs we describe how the Autoscore scores student essays, and 
how we maintain the validity of all writing scores. 

How the Automated Essay Scoring Engine Scores Student Essays 

Autoscore uses a statistical algorithm to score essay responses. The statistical scoring 
models also yield an indicator of score confidence based on (1) responses with unusual 
features and (2) responses scoring near rubric thresholds. For each model, a confidence 
threshold can be identified, and any scored response with a confidence value below the 
threshold will be automatically routed for verification scoring by a trained reader. 

The engine employs a training set, a set of essays scored with maximally valid scores, which 
we obtain by having all responses double-scored by expert scorers and using an 
adjudication process for discrepant scores. The quality of the human-assigned scores is 
critical to the identification of a valid model and final performance of the scoring engine. 
Moreover, an ideal training sample overrepresents higher- and lower-scoring papers and is 
selected according to a scientific sampling design with known probabilities of selection. 

The training process thus has two phases. The first phase uses oversampled, high- and low-
scoring papers, leaving an equally weighted representative sample for the second phase. 
The first phase is used to identify concepts that are disproportionately represented in 
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higher-scoring papers. Here, concepts are defined as words and their synonyms and 
clusters of words used meaningfully in proximity. The second phase takes a series of 
measures on each essay in the remaining training set. The system uses a mix of syntactic 
and semantic measures to predict how humans would score. These measures include 

* semantic measures based on the concepts identified in the first phase; 

* other semantic measures that indicate the coherence of concepts within and across 
paragraphs; and 

* a range of word-use and syntactic measures. 

For each trait in the rubric, the system estimates an appropriate statistical model relating 
the measures described above to the score assigned by humans. This model, along with its 
final parameter estimates, is used to generate a predicted or “proxy” score. 

The scoring engine provides a mechanism for identifying nonscorable condition codes as 
well as the scored ones. Condition codes are assigned in two ways. Rule-based condition 
codes are assigned to responses that do not include a sufficient number of words, copy 
excessive text from the prompt, or include excessive duplicative text. In addition, statistical 
model building now seeks to predict the assignment of a condition code by the human 
raters. The condition code assigned is, however, non-specific. 

Maintaining Validity of All Writing Scores 

The essay scoring system generates several confidence indices, which are then used to 
determine whether the paper should receive a score or a condition code. The mean and 
standard deviation of the confidence index are computed for each dimension, and the 
lowest value is selected for flagging responses with one or more low confidence scores. 
Any dimension score with a confidence index below this threshold is flagged for 
verification by a human rater. 

Student responses with the lowest confidence scores are then cross validated through 
hand-scoring, and agreement between human- and machine-assigned scores is 
investigated. The cross-validation process ensures that the rubric generalizes across all 
responses, and that the statistical model identified during training does not capitalize on 
peculiarities in the training set. 

CAI proposes to maintain validity by routing the first 500 responses for each prompt and 
responses with the lowest confidence scores to human scorers along with those assigned 
the non-specific, prompt copy match or duplicate text condition codes. We anticipate this 
will amount to approximately 15% of the papers with the expected turnaround being seven 
business days. This would mean that 85% of students get immediate scores in CAI’s 
reporting systems and the other 15% get their scores within seven business days. 
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SS 1.3 CAI will create scoring specifications and review them with USBE by June 1 each year. 

CAI will develop specific scoring rules/specifications, as required by USBE, including score 
codes and non-score definitions, weighting, scoring method, assets to be included, training 
materials, validity process, and reporting deadlines. These details will be captured and 
refined as the test plans for each assessment are finalized. 

Reporting (REP) 

REP 1.1 For summative assessments that use pre-equated content, CAI will configure the 
CAI test delivery system to display the scale score and proficiency level results to the 
students when they complete/submit their machine-scored tests. 

For summative assessments that use pre-equated content, CAI will configure the CAI test 
delivery system to display their scale score and proficiency level to the students when they 
complete/submit their machine-scored tests. We understand the preliminary nature of 
these raw results and are aware that validation processes will occur following completion 
of testing. In addition, CAI will review the reporting system and redesign the skin of the CRS 
to finalize the look and feel of all online reports. CAI has also included costs for two focus 
groups with ten parents in each to test the text of the reports should USBE decide to 
update them. 

REP 1.2 Provide individual student results, class, teacher, school, district, and state 
aggregate results as appropriate based on user role and ensuring FERPA-appropriate access 
to student data throughout and across each school year for school, district, and state users. 
Each school will be responsible for distribution of student results to parents. 

The Centralized Reporting System (CRS) will be used to deliver all reports for the RISE 
program. Reports for ELA will not include writing in the overall ELA score. Writing will be 
reported separately for both the optional benchmarks and required summative tests.  

Reports will include summary reports (both aggregate and disaggregate, including state, 
district, and school levels), roster reports (district and class), individual student reports 
(ISRs), and general research files. CAI will provide LEAs downloadable pdf files that can be 
sorted by students SSID number. 

Individual student reports (ISRs) can be generated by district, school, roster, or individual 
student and exported to share with parents. CAI is shifting all reporting to the CRS 
platform, with a focus that all reports should be simple, user friendly, and accurate. In 
addition, the CRS integrates with CAI’s Roster Tracking System (RTS), which serves as the 
student enrollment system of our Test Information Distribution Engine (TIDE). 
Consequently, each student’s scores can follow the student as he or she moves among 
classes, schools, and districts. As students graduate and move to a new school, their score 
history is automatically available to authorized users in their new school. A teacher with a 
new class can already know a good deal about the educational preparation of the students 
that he or she is about to teach. 
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CAI’s proprietary Centralized Reporting System (CRS) will be utilized for reporting. CAI will 
redesign the skin of the CRS to finalize the look and feel of all online reports. This proposal 
includes costs for two focus groups with ten parents in each to test the text of the reports. 

CAI proposes the following measures to be reported: 

Item-level data that provide teachers with detailed information about which items a 
student answered correctly or incorrectly. 

Actual student responses to items on the benchmark and Interim assessment to help 
teachers pinpoint gaps in conceptual understanding. 

The content area or standards to which the item is aligned. 

The scoring rubric for each item so teachers can better understand how items are scored. 

Strengths and weaknesses at the class, school, and district levels by identifying the five 
items with the highest and lowest scores. 

Longitudinal reports plotted on trend line to illustrate how performance has changed over 
time, including reporting category trends to show differences in performance within a 
subject, to track changes in achievement gaps and show progress over time within and 
across statistically linked tests (progressions across interim and summative assessments). 

Easy-to-read reports that allow teachers to quickly see all the benchmark or the interim 
scores for a student or a class in a single report. 

Reporting of interim assessments will be in a similar format as those for summative 
assessments, except that the interim assessment can provide the same information as the 
benchmark assessment in addition to the overall subject scores. 

USBE will have electronic access to reports and analytic tools within the CRS. Users can 
access any of the reports to which they have permission and can create custom views and 
interactive filtering. 

REP 1.3 Provide a reporting system for benchmark and interim assessments which allows 
teachers to view stimulus materials and individual items and student results for each item 
with identification of each student, class, teacher, school and district strengths and 
weaknesses to support instructional conversations and improve instruction, also providing 
downloadable and printable data and reports 

CAI will provide the CRS, which provides all of the functionality described in this 
specification for benchmark and interim tests. 

REP 1.4 Cost Option: Provide a parent portal that supports real time access to student RISE 
(benchmark, interim, and summative assessments. 

A Parent Portal can be added at a cost of $142,891 for the first year of reporting and 
$128,891 for all years beyond. CAI assumes Year 2 of the contract term will be the first year 
of reporting, but this can be pushed out to any year USBE chooses. If USBE adds the Parent 



UTAH STATE BOARD OF EDUCATION 
 
 

CAMBIUM ASSESSMENT, INC. Page 54 

Portal to the SY 2021–2022 reporting under the current CAI contract, then the annual price 
under this RFP would be $128,891. 

If USBE elects this cost option, CAI will provide a web-based portal for parents to securely 
access student assessment data and review their Individual Student Reports (ISRs). Similar 
to the reporting system for educators, we have designed the parent portal so that it is 
centralized for parents. They can access all test results for their child, including summative, 
interim, and benchmark assessment score reports. The parent portal also includes results 
from teacher-authored tests administered via our Test Delivery System. The parent portal 
has the ability to house resources, including an interactive glossary and help feature, FAQs, 
and links to other resources.  

In addition, the parent portal: 

 is designed to provide rapid, flexible reports to parents in a highly secure environment, 
while guiding the parents to make valid, actionable interpretations of the assessment 
results; 

 provides a secure, encrypted, password-protected online reporting portal for 
parents/guardians to access their student’s results; 

 is grounded in cognitive and parent focus group research to help ensure that parents 
who receive our reports understand the information as it intended; and 

 allows educators to generate access codes for the parent portal credentials to parents 
and guardians through the Test Information Distribution Engine (TIDE). Family users can 
sign in to the parent portal with their student’s credentials and view that student’s 
performance reports. 

The parent portal can be used as a mechanism to communicate to parents and guardians 
how their students are progressing throughout the school year and whether they are on 
track to meet end-of-year academic content standards with the knowledge and skills to 
meet instructional objectives in the next grade level. With the parent portal, parents do 
not have to wait until the summer or a parent/teacher conference to know how their child 
has performed. 

REP 1.5 Cost Option: Provide enhanced test and item Security monitoring. Utilize Caveon 
Web Patrol service to monitor the summative, interim, or benchmark test windows.  

CAI’s price already includes cheating detection reports as part of the base contract. As a 
cost option, CAI can add the Caveon Web Patrol service to monitor the summative test 
windows; refer to option 6 in the cost proposal for year-to-year pricing. If USBE would like 
to expand this cost option for all tests (including interims and benchmarks), that can be 
done for an additional $105,000 per year. 

If elected, CAI can use the Caveon Web Patrol service to monitor social media for any 
breach of test security. Caveon is recognized as the only full-service test security 
organization that has national experience and expertise in this area, and its Web Patrol 
services have been used for Maryland, Mississippi, PARCC, and Virginia assessments. By 
scouring the Internet and public-facing social media sites for breaches in test security, 



UTAH STATE BOARD OF EDUCATION 
 
 

CAMBIUM ASSESSMENT, INC. Page 55 

Caveon can systematically find and track threats to the testing program. Should USBE elect 
to implement Web Patrol, CAI and Caveon will meet with USBE to discuss search terms, 
search term changes, search techniques, and results. 
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