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	USBE210072IAA - UT DWS - Interagency Data Sharing Agreement - June 2020 - Signed.pdf
	1. DEFINITIONS: The following terms shall have the meanings set forth below:
	1.1. “Authorized Persons” means Agency’s employees, officers, partners, Subcontractors or other agents of Agency who require access to Data and who have a legitimate educational interest in the education records to enable the Agency to perform its res...
	1.2. “Agreement Signature Page(s)” means the State of Utah cover page(s) that the USBE and Agency signed.
	1.5. "Destroy" means to remove Data such that it is not maintained in retrievable form and cannot be retrieved in the normal course of business.
	1.6. “Educator Data” includes, but is not limited to, the educator’s name; any unique identifier, including social security number; and other information that, alone or in combination, is linked or linkable to a specific educator.
	1.7. “Incident” means the potentially unauthorized access to Data that Agency believes could reasonably result in the use, disclosure or theft of Data within the possession or control of Agency or Agency’s Subcontractors.
	1.8. “Metadata” includes all information created manually or automatically to provide meaning or context to other data.
	1.9. “State of Utah” means the State of Utah, in its entirety, including its institutions, agencies, departments, divisions, authorities, instrumentalities, boards, commissions, elected or appointed officers, employees, agents, and authorized volunteers.
	1.10. “Student Personally Identifiable Information” or “PII” has the same meaning as that found in U.C.A § 53E-9-301, and includes both direct identifiers (such as a student’s or other family member’s name, address, student number, or biometric number...
	1.11. “Subcontractors” means any person or entity that will receive Student Personally Identifiable Information shared as part of this agreement.
	1.12. “Targeted Advertising” means advertising to a student or student’s parent by Agency if the advertisement is based on information or Data Agency collected or received under this Agreement.
	2. GOVERNING LAW AND VENUE: This Agreement shall be governed by the laws, rules, and regulations of the State of Utah.  Any action or proceeding arising from this Agreement shall be brought in a court of competent jurisdiction in the State of Utah. Ve...
	3. LAWS AND REGULATIONS: At all times during this Agreement, Agency and all Data sharing shall comply with all applicable federal and state constitutions, laws, rules, codes, orders, and regulations, including applicable licensure and certification re...
	4. RECORDS ADMINISTRATION: Agency shall maintain or supervise the maintenance of all records necessary to properly account for Agency’s performance under this Agreement. These records shall be retained by Agency for at least six (6) years after termin...
	5. INDEPENDENT CONTRACTOR: Agency and Subcontractors, in the performance of this Agreement, shall act in an independent capacity and not as officers or employees or agents of the USBE or the State of Utah.
	6. NON-FINANCIAL UNDERSTANDING:
	6.1. This Agreement is a non-financial understanding between USBE and Agency. No financial obligation by or on behalf of either of the Parties is implied by a Party’s signature at the end of this Agreement.
	6.2. The terms of any financial liability that arises from data processing activities carried out in support of the responsibilities covered herein must be negotiated separately and to the mutual satisfaction of the Parties.
	6.3. The legal authority for data sharing for specified purposes conveyed by this Agreement cannot be used to support a subsequent claim of implied agreement to financial obligation.
	7. COST (OPTIONAL): Agency agrees to pay fees in the amount of $      for the preparation or delivery of the Data (this payment may be required in advance). Payment shall be made to:      
	8. AGENCY RESPONSIBILITY: Agency is solely responsible for fulfilling the Agreement.  Agency shall be the sole point of contact regarding all contractual matters. Agency must incorporate Agency’s responsibilities under this Agreement into every subcon...
	9. INDEMNITY: Both Parties to this Agreement are governmental entities as defined in the Governmental Immunity Act of Utah, U.C.A. § 63G-7-101 et. seq. This Agreement shall not be construed as a waiver by either or both Parties of any rights, limits, ...
	10. EMPLOYMENT PRACTICES: Agency agrees to abide by any other laws, regulations, or orders that prohibit the discrimination of any kind by any of Agency’s employees.
	11. AMENDMENTS: This Agency may only be amended by the mutual written agreement of the Parties, which amendment will be attached to this Agreement. Automatic renewals will not apply to this Agreement, even if identified elsewhere in this Agreement.
	12. TERMINATION: This Agreement may be terminated, with cause by either Party, in advance of the specified expiration date, upon written notice given by the other Party. The party in violation will be given ten (10) days after written notification to ...
	15. PUBLIC INFORMATION: Agency agrees that this Agreement shall be a public document and may be available for public and private distribution in accordance with the State of Utah’s Government Records Access and Management Act (GRAMA). Agency gives the...
	26. SURVIVAL OF TERMS: Any terms that by their nature would survive the expiration of, completion, or termination of this Agreement shall survive.
	27. SEVERABILITY:  The invalidity or unenforceability of any provision, term, or condition of this Agreement shall not affect the validity or enforceability of any other provision, term, or condition of this Agreement, which shall remain in full force...
	28. ERRORS AND OMISSIONS: Agency shall not take advantage of any errors and/or omissions in this Agreement.  Agency must promptly notify the State of any errors and/or omissions that are discovered.
	29. ENTIRE AGREEMENT:  This Agreement constitutes the entire agreement between the Parties and supersedes any and all other prior and contemporaneous agreements and understandings between the Parties, whether oral or written.
	30. CONFIDENTIALITY GENERAL PROVISIONS:
	30.1. USBE reserves all right, title, and interest, including all intellectual property and proprietary rights, in and to system data, Data, and all related data and content.
	30.5. Agency shall comply with all applicable laws and regulations including but not limited to FERPA, the Utah Family Education Rights and Privacy Act, Utah Code § 53E-9-2 (“UFERPA”), and the Individuals with Disabilities Educational Act, 30 U.S.C. §...
	30.6. Agency shall, upon written request, permit USBE or its designated representatives to perform an assessment, audit, examination, or review of all of Agency’s sites and environments in order to confirm Agency’s compliance with this Agreement; asso...
	31. DATA ACCURACY:
	31.1. The Data provided are the best and most complete documentation available. USBE does not ensure 100% accuracy of all records and fields. Some data fields, including those that are not used, may contain incorrect or incomplete Data. USBE and Agenc...
	32. ACCESS TO DATA:
	32.1. Agency shall limit access to Data to Authorized Persons only and shall require a non-disclosure agreement be signed by all Authorized Persons prior to being granted access to Data.
	32.2. Agency shall maintain past and current lists of all Authorized Persons, maintain each non-disclosure agreement, and shall permit inspection of the same by USBE upon request.
	32.3. Agency shall maintain an audit trail for the duration of this Agreement, which reflects the granting and revoking of access privileges to Authorized Persons. A copy of this audit trail may be requested by USBE from Agency at any time and shall b...
	32.4. Agency shall have strong access controls in place.  Agency shall disable and/or immediately delete unused and terminated Authorized Persons’ accounts and shall periodically assess account inactivity for potential stale accounts.
	32.5. Agency shall provide annual, mandatory privacy and security awareness and training for all Authorized Persons, maintain past and current lists of Authorized Persons that have completed training, and permit inspection of the same by USBE upon req...
	33. USE AND DISCLOSURE OF DATA:
	33.1. Agency shall not collect, use, or share Data beyond the purposes set forth in the Attachments.
	33.3. If Agency seeks to publicly release Data, Agency must aggregate the Data by totaling the Data and reporting it at the group, cohort, school, school district, region, or state level. Agency shall, upon request of USBE, provide USBE with a documen...
	33.3.1. Aggregate data shall be reported publicly only if there is a sufficient number of individuals represented in any demographic or subgroup so that an individual cannot be identified.
	33.3.2. Aggregated reports shall redacted using complementary suppression methods that remove the risk of Data being identifiable using simple mathematics or formulas.
	33.3.3. Aggregated reports shall be redacted to remove identifiability risks caused other prior releases of aggregate data by Agency.
	33.4. Agency shall not use Data for the purposes of Targeted Advertising.
	34. DATA LINKAGE:
	34.1. If Agency will link USBE’s Data with Data from another source, the result could be a new data set with potentially unique regulations and conditions governing its use.  Prior to linking the Data, Agency will provide detailed information to USBE ...
	34.2. The Data Steward will classify the linked data based on security or privacy risks.  This could include evaluating the method of release, on the likelihood of identifying individuals from the linked Data, if linking the Data will violate any laws...
	34.3. Based on the results of the risk assessment, USBE may refuse to provide Agency with some or all of the requested Data in its sole discretion in order to mitigate any risks identified.
	34.4. Should USBE consent to the Data being linked, the Data Steward shall apply additional constraints as necessary to the usage of the new data set.
	34.5. Detailed information on the Data being linked, the other sources of Data, and any additional constraints shall be documented in the Attachments.
	35. SECURITY AND PROTECTION OF DATA:
	35.1. Agency shall notify USBE if there are any material changes that will negatively affect the system where all Data are stored and maintained.
	35.2. If Agency is given Data as part of this Agreement, the protection of Data shall be an integral part of the business activities of Agency to ensure that there is no inappropriate or unauthorized use of Data.  Agency shall safeguard the confidenti...
	35.3. Agency shall comply with and protect and maintain Data using methods that are at least as good as or better than that established in the State of Utah’s Department of Technology Policies (https://dts.utah.gov/policies).
	35.4. Agency shall only transmit or exchange Data via secure means (ex. HTTPS or FTPS). Agency shall not use, store or process Data on any unencrypted portable or laptop computing device or any portable storage medium.
	35.5. Agency shall store and maintain all Data in data centers located in the United States.
	35.6. Agency shall permit its employees and Subcontractors to access Data remotely only via a secured manner, such as Virtual Private Networks (VPN).
	35.7. Agency shall store all Data, as well as any backups made of that data, in encrypted form using no less than 128 bit key and include all Data as part of a designated backup and recovery process.
	35.8. Agency shall enforce strong password protections on all devices and networks with access to or that store Data.
	36. INCIDENTS:
	36.1. If Agency becomes aware of an Incident involving Data by either Agency or any of Agency’s Subcontractors, Agency shall notify USBE within one (1) calendar day and cooperate with USBE regarding recovery, remediation, and the necessity to involve ...
	36.2. Agency shall produce a written remediation plan that includes information about the cause and extent of the Incident and the actions Agency will take to remediate the Incident and to reduce the risk of incurring a similar type of Incident in the...
	36.3. In the event of an Incident, Agency shall provide USBE or its designated representatives with access seven (7) days a week, twenty-four (24) hours a day, for the purpose of evaluating, mitigating, or resolving the Incident.
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