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ATTACHMENT A: UTAH STATE BOARD OF EDUCATION STANDARD TERMS AND CONDITIONS FOR 
GOODS AND SERVICES 

 
1. DEFINITIONS: The following terms shall have the meanings set forth below: 

1.1. “Authorized Persons” means Contractor’s employees, officers, partners, Subcontractors or other 
agents of Contractor who require access to Data and have a legitimate educational interest in the 
education records to enable the Contractor to perform its responsibilities under this Contract.  

1.2. “Confidential Information” means information that is deemed confidential under applicable state and 
federal laws. The State Entity reserves the right to identify, during and after this Contract, additional 
reasonable types of categories of information that must be kept confidential under federal and state 
laws. 

1.3. “Contract” means the Contract Signature Page(s), including all referenced attachments and documents 
incorporated by reference. The term “Contract” shall include any purchase orders that result from this 
Contract. 

1.4. “Contract Signature Page(s)” means the State of Utah cover page(s) that the State Entity and 
Contractor signed. 

1.5. “Contractor” means the individual or entity delivering the Procurement Item identified in this Contract. 
The term “Contractor” shall include Contractor’s agents, officers, employees, partners, and 
subcontractors. 

1.6. “Data” includes Student Personally Identifiable Information and Educator Data, and may also include 
Confidential Information.  

1.7. "Destroy” or “Destruction" means to remove Data such that it is not maintained in retrievable form 
and cannot be retrieved in the normal course of business. 

1.8. “Educator Data” includes, but is not limited to, the educator’s name; any unique identifier, including 
social security number; and other information that, alone or in combination, is linked or linkable to a 
specific educator.  

1.9. “Incident” means the potentially unauthorized access to Data that Contractor believes could reasonably 
result in the use, disclosure, or theft of Data within the possession or control of Contractor or Contractor’s 
Subcontractors. 

1.10. “Metadata” includes all information created manually or automatically to provide meaning or 
context to other data. 

1.11. “Person” shall have the same meaning as found in Administrative Rule R33-1-1. 
1.12. "Procurement Item,” “Good,” or “Service" means a supply, a service, construction, or 

technology that Contractor is required to deliver to the State Entity under this Contract.  
1.13.  “Response” means the Contractor’s bid, proposal, quote, or any other document used by the 

Contractor to respond to the State Entity’s Solicitation.  
1.14. “Solicitation” means an invitation for bids, request for proposals, notice of a sole source 

procurement, request for statements of qualifications, request for information, or any document used to 
obtain bids, proposals, pricing, qualifications, or information for the purpose of entering into this Contract. 

1.15. “State Entity” means the department, division, office, bureau, agency, or other organization 
identified on the Contract Signature Page(s). 

1.16. “State of Utah” or “State” means the State of Utah, in its entirety, including its institutions, 
agencies, departments, divisions, authorities, instrumentalities, boards, commissions, elected or 
appointed officers, employees, agents, and authorized volunteers. 

1.17. “Student Personally Identifiable Information” or “PII” has the same meaning as that found in 
U.C.A § 53E-9-301 and 34 § CFR 99.3, and includes both direct identifiers (such as a student’s or other 
family member’s name, address, student number, or biometric number) and indirect identifiers (such as 
a student’s date of birth, place of birth, or mother’s maiden name). Indirect identifiers that constitute PII 
also include metadata or other information that, alone or in combination, is linked or linkable to a specific 
student that would allow a reasonable person in the school community, who does not have personal 
knowledge of the relevant circumstances, to identify the student with reasonable certainty.  

1.18. “Subcontractor” means a person under contract with Contractor or another subcontractor to 
provide services or labor as provided herein or for design or construction, including a trade contractor 
or specialty contractor. 

1.19. “Targeted Advertising” means advertising to a student or a student’s parent by Contractor if the 
advertisement is based on information or Data Contractor collected or received under this Contract. 
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1.20. “USBE” or “Utah State Board of Education” means the Utah State Board of Education, the 
board, and its elected or appointed officers, employees, agents, and authorized volunteers. 

2. GOVERNING LAW AND VENUE: This Contract is governed by the laws, rules, and regulations of the State 
of Utah.  Any action or proceeding arising from this Contract shall be brought in a court of competent 
jurisdiction in the State of Utah. Venue shall be in Salt Lake City, in the Third Judicial District Court for Salt 
Lake County. 

3. LAWS AND REGULATIONS:  Contractor shall comply with all applicable federal and state constitutions, 
laws, rules, codes, orders, and regulations, including applicable licensure and certification requirements. If 
this Contract is funded by federal funds, either in whole or in part, then any federal regulation related to the 
federal funding, including 2 CFR Appendix II to Part 200, will supersede this Attachment A. 

4. RECORDS ADMINISTRATION AND RIGHT TO AUDIT:  
4.1. Records: Contractor shall maintain records necessary to properly account for Contractor’s compliance, 

performance, and the payments made by USBE to Contractor. These records shall be retained by 
Contractor for six years after final payment, or until all audits initiated within the six years have been 
completed, whichever is later.  

4.2. Audit: Contractor agrees to provide, at no additional cost, the State of Utah, federal program staff, USBE 
staff, and their designees access to questionnaires and internal and external audit reports. This includes 
the right to audit all such records and Contractor’s sites and environments during normal business hours, 
and to allow interviews of any employees or others who might reasonably have information related to 
such records. Further, Contractor agrees to include a similar right to audit records and interview staff in 
any subcontract related to performance of this Contract. 

5. PERMITS: Contractor shall, at its own expense, obtain all permits, licenses, and approvals necessary for the 
performance of this Contract.   

6. CERTIFY REGISTRATION AND USE OF EMPLOYMENT "STATUS VERIFICATION SYSTEM”: 
Contractor shall comply with the requirements of the Status Verification System, also referred to as “E-verify,” 
as required by Utah Code § 13-47-2 et seq.  

7. DISCLOSURE OF POTENTIAL CONFLICT OF INTEREST: Contractor shall disclose whether any of its 
officers or employees are current or former officers or employees of USBE or the State of Utah. Contractor 
shall disclose if a current USBE employee is hired during the Contract (e.g., dual employment).  

8. INDEPENDENT CONTRACTOR: Contractor is an independent contractor and shall not act or hold itself out 
as an officer, employee, or agent of USBE, except as to the specific and limited agency created by the section 
“Agent Designation” below. 

9. INDEMNITY: Contractor shall be fully liable for its actions and shall fully indemnify USBE and the State of 
Utah from all claims arising out of Contractor’s performance, without limitation, except for the portion of any 
claim that is the sole fault of USBE or the State of Utah. Any limitation of Contractor’s liability shall not apply 
to injuries to persons, including death, or to damages to property. 

10. CONFIDENTIALITY: Confidential Information obtained by the Contractor may only be used for the purposes 
identified in this contract. Contractor shall notify USBE within one calendar day of any potential or actual 
misuse or unauthorized disclosure of confidential information. 

11. AMENDMENTS: Amendments to this Contract, including execution of renewal options and changes to the 
scope, must be made by signed written agreement of both parties.   

12. DEBARMENT/SUSPENSION: Contractor certifies that neither it nor its principals are presently debarred, 
suspended, proposed for debarment, or declared ineligible by any governmental entity. Contractor shall notify 
USBE within 30 days if debarred, suspended, proposed for debarment, declared ineligible, or voluntarily 
excluded from participation in any contract by any governmental entity during this Contract. 

13. TERMINATION:  
13.1. Termination for Cause: This Contract may be terminated for cause by either party.  A party in 

violation shall be given 10 days’ written notice to correct and cease the violations, after which this 
Contract may be terminated immediately.  

13.2. Termination for Convenience: This Contract may be terminated without cause (for convenience) 
by USBE upon 30 days’ written notice to Contractor.  

13.3. Termination by Mutual Agreement: USBE and Contractor may terminate this Contract, in whole 
or in part, at any time, by written amendment. 

13.4. Termination For Nonappropriation of Funds: Upon 30 days’ written notice to Contractor, this 
Contract may be amended or terminated by USBE if USBE reasonably determines: (i) a change in 
federal or state legislation or applicable laws materially affects the ability of either party to perform under 



3 
Revised: 7-12-19 

the terms of this Contract; or (ii) a change in available funds affects USBE’s ability to perform under this 
Contract.   

13.5. Contract Closeout: USBE shall pay Contractor for all Procurement Items ordered prior to 
termination of this Contract and accepted by USBE. USBE’s exercise of its right to terminate this 
Contract shall not relieve the Contractor of any liability to USBE for any damages or claims arising under 
this Contract. USBE shall not be liable for any penalties or liquidated damages that accrue after the 
effective date of termination. 

13.6. Return or Destruction of Data: Following the termination of this Contract, USBE reserves the right 
to request a complete and secure (i.e., encrypted and appropriately authenticated) download file of all 
data. After USBE has accepted the return of data, declines the return of data, or provides other 
instructions, Contractor shall immediately destroy all data. If, after 30 days from termination, USBE has 
failed to make a request regarding data, Contractor shall immediately destroy the data. The Contractor 
shall notify USBE in writing of the date the data is destroyed.  

14. SALES TAX EXEMPTION: USBE is a tax-exempt organization, and Contractor shall not include sales tax in 
any request for payment.  

15. WARRANTY OF PROCUREMENT ITEMS: Unless a longer warranty period is contained in the Contract, 
Contractor warrants for a period of one year that: (i) the Procurement Items perform according to all specific 
claims that Contractor made in its Response; (ii) the Procurement Items are suitable for the ordinary purposes 
for which such Procurement Items are used; (iii) the Procurement Items are suitable for any special purposes 
identified in the Contractor’s Response; (iv) the Procurement Items are designed and manufactured in a 
commercially reasonable manner; (v) the Procurement Items are manufactured and in all other respects 
create no harm to persons or property; and (vi) the Procurement Items are free of defects. Unless otherwise 
specified, all Procurement Items provided shall be new and unused of the latest model or design. 

16. CONTRACTOR’S INSURANCE RESPONSIBILITY:  
16.1. Contractor shall maintain insurance during this Contract. All insurance policies required by this 

Contract shall be issued by insurance companies with an AM Best rating of A-VIII or better. 
16.2. The Contractor shall maintain the following insurance coverage: 

16.2.1. Workers’ compensation insurance during the term of this Contract for all its employees and any 
Subcontractor employees related to this Contract. Workers’ compensation insurance shall cover 
full liability under the workers’ compensation laws of the jurisdiction of the State of Utah at the 
statutory limits required by said jurisdiction. 

16.2.2. Commercial general liability [CGL] insurance from an insurance company authorized to do 
business in the State of Utah. The limits of the CGL insurance policy shall be no less than 
$1,000,000.00 per person per occurrence and $3,000,000.00 aggregate per occurrence. 

16.2.3. If Contractor uses a vehicle in the performance of this Contract, Contractor shall maintain 
Commercial Automobile Liability [CAL] insurance from an insurance company authorized to do 
business in the State of Utah. The CAL insurance policy must cover bodily injury and property 
damage liability and be applicable to all vehicles used in the performance of Services under this 
Contract. The minimum liability limit must be $1,000,000.00 per occurrence, combined single limit.  

16.2.4. If Contractor has access to Data, Contractor shall maintain Protected Information Liability 
insurance covering all loss of Data and claims based on alleged violations of privacy rights through 
improper use or disclosure of protected information with minimum limits of $1,000,000.00 per 
occurrence and $2,000,000.00 aggregate per occurrence. 

16.3. USBE shall be named as additional insured on all commercial general liability policies required of 
Contractor. Coverage required of Contractor shall be primary over any insurance or self-insurance 
program carried by Contractor or USBE. 

16.4. The above insurance policies shall include provisions preventing cancellation or non-renewal, 
except for cancellation based on non-payment of premiums, without the insurer giving at least 30 days’ 
prior notice to Contractor.  Contractor shall forward such notice to the USBE’s contact as listed in the 
Contract within seven days of Contractor’s receipt of such notice. 

16.5. All insurance policies secured or maintained by Contractor in relation to this Contract shall include 
clauses stating that each carrier shall waive all rights of recovery under subrogation or otherwise against 
Contractor or USBE, its agencies, institutions, organizations, officers, agents, employees, and 
volunteers. 

16.6. Contractor shall provide to USBE certificates evidencing Contractor’s insurance coverage 
required in this Contract within seven days following the effective date. No later than 15 days before the 
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expiration date of Contractor’s coverage, Contractor shall deliver to USBE certificates of insurance 
evidencing renewals of coverage. At any other time during the term of this Contract, upon request by 
USBE, Contractor shall, within seven days following the request by USBE, supply to USBE evidence 
satisfactory to USBE of compliance with the provisions of this section. 

16.7. USBE reserves the right to require higher or lower insurance limits where warranted.  
17. PUBLIC INFORMATION: This Contract and all related solicitation documents, purchase orders, pricing 

documents, and invoices are public documents and may be available for public and private distribution in 
accordance with the State of Utah’s Government Records Access and Management Act (GRAMA), 

18. DELIVERY: All deliveries under this Contract shall be F.O.B. destination with all transportation and handling 
charges paid by Contractor. Risk of loss or damage shall remain with Contractor until final inspection and 
acceptance by USBE.   

19. ACCEPTANCE AND REJECTION: USBE shall have 30 days after delivery of the Procurement Items to 
perform an inspection of the Procurement Items to determine if the Procurement Items conform to the 
standards specified in the Solicitation and this Contract prior to acceptance of the Procurement Items by 
USBE. If the Procurement Item is not rejected, it is presumed to be accepted.  
19.1. If Contractor delivers nonconforming Procurement Items, USBE may, at its option and at 

Contractor’s expense: (i) return the Procurement Items for a full refund; (ii) require Contractor to promptly 
correct or replace the nonconforming Procurement Items; or (iii) obtain replacement Procurement Items 
from another source, subject to Contractor being responsible for any cover costs. Contractor shall not 
redeliver corrected or rejected Procurement Items without first, disclosing the former rejection or 
requirement for correction; and second, obtaining written consent of USBE to redeliver the corrected 
Procurement Items. Repair, replacement, and other correction and redelivery shall be subject to the 
terms of this Contract. 

19.2. If at any point a latent defect or fraud is identified, acceptance by USBE may be immediately 
nullified.  

20. PAYMENT: USBE shall make payment within 60 days after it receives a correct invoice by a check sent 
through the mail, electronic funds transfer, or the State of Utah’s Purchasing Card (major credit card). If 
payment has not been made 60 days after USBE receives a correct invoice, then Contractor may add interest 
in accordance with the Utah Prompt Payment Act. If the Contractor accepts final payment without a written 
protest to USBE within ten business days of receipt of final payment, Contractor releases USBE and the 
State of Utah from all claims for payment related to the Contract. USBE’s payment for the Procurement Items 
shall not be deemed an acceptance of the Procurement Items as identified in the Contract and does not 
release any claims that USBE or the State of Utah may have against Contractor. Contractor shall not charge 
USBE electronic payment fees.  

21. INDEMNIFICATION RELATING TO INTELLECTUAL PROPERTY: Contractor represents all Procurement 
Items are free of all liens and encumbrances and shall indemnify USBE and the State of Utah from any claim 
brought against USBE or the State of Utah for infringement of a third party’s intellectual property. Any 
limitation of Contractor’s liability does not apply to this section. 

22. OWNERSHIP OF PROCUREMENT ITEM:  
22.1. Contractor conveys to USBE full ownership and title to all Procurement Items delivered under this 

Contract. Procurement Items shall be transferred to USBE as work for hire, unless otherwise agreed to 
in the Contract. 

22.2. Unless included in the Contract, neither party has any claim to the intellectual property of the other 
party.  

23. ASSIGNMENT: Any assignment or delegation by Contractor must be made through an amendment to the 
Contract.  

24. DEFAULT AND REMEDIES:  
24.1. Default: Any of the following events may constitute cause for USBE to declare Contractor in default 

of this Contract: (i) Contractor’s non-performance of its contractual requirements or obligations under 
this Contract; or (ii) Contractor’s material breach of any term or condition of this Contract. Termination 
or expiration of this Contract shall not extinguish or prejudice USBE’s right to enforce this Contract with 
respect to any default of this Contract or defect in the Procurement Items that has not been cured.  

24.2. Opportunity to Cure: If the Contractor is in default for non-performance or breach, USBE may issue 
a written notice of default providing a ten-day period in which Contractor shall have an opportunity to 
cure. Contractor shall repair, replace, or reimburse USBE, at USBE’s discretion, the cost to cover 
Procurement Items at no charge to USBE. Time allowed for cure will not diminish or eliminate 
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Contractor's liability for damages.  
24.3. Additional Remedies: If the default remains after Contractor has been provided the opportunity to 

cure, USBE may: (i) exercise any remedy provided by law or equity; (ii) terminate this Contract; (iii) 
impose liquidated damages, if liquidated damages are listed in this Contract; (iv) debar/suspend 
Contractor from receiving future contracts from USBE or the State of Utah; and (v) demand a full refund 
of any payment USBE has made to Contractor under this Contract for Procurement Items that do not 
conform to this Contract.  

25. FORCE MAJEURE: Neither party to this Contract shall be held responsible for unavoidable delay or default 
caused by circumstances, including fire, riot, an act of God, and/or war, that are beyond that party's 
reasonable control. USBE may terminate this Contract after determining such delay or default will prevent 
successful performance of this Contract. 

26. PUBLICITY: Contractor shall not use USBE’s name, logo, or endorsement (implied or actual) in any 
advertising, marketing, or publicity materials without prior written approval from USBE.  

27. WORK ON STATE OF UTAH PREMISES: Contractor shall ensure that its personnel working on State of 
Utah premises: (i) abide by all of the rules, regulations, and policies of the premises; (ii) remain in authorized 
areas; (iii) follow all instructions from USBE; and (iv) if required by USBE, pass a background check prior to 
entering the premises. USBE may remove any individual for a violation hereunder. 

28. CONTRACT INFORMATION: During the duration of this Contract, USBE is required to make available 
contact information of Contractor to the State of Utah Department of Workforce Services pursuant to Utah 
Code § 35A-2-203.  The State of Utah Department of Workforce Services may contact Contractor during the 
duration of this Contract to inquire about Contractor’s job vacancies within the State of Utah. 

29. WAIVER: A waiver of any right under the Contract shall not be construed as a subsequent waiver of that 
right or as a waiver of any other right. 

30. SUSPENSION OF WORK: USBE may suspend and reinstate work under this Contract by written notice to 
Contractor.  

31. ATTORNEY’S FEES: The prevailing party in a judicial action to enforce rights under this Contract shall be 
entitled to its costs and expenses, including reasonable attorney’s fees. 

32. TRAVEL COSTS: Unless otherwise agreed, all travel costs must be pre-approved by USBE and may be 
booked by USBE at State of Utah per diem rates. 

33. DISPUTE RESOLUTION: Prior to either party filing a judicial proceeding, the parties agree to participate in 
the mediation of any dispute. USBE and Contractor will mutually agree upon a mediator, or if a mutually 
agreeable mediator is not selected, USBE will select an independent third party, who shall be a Utah Courts 
certified mediator, to assist in the resolution of a dispute. USBE and Contractor agree to cooperate in good 
faith in mediation proceedings.  

34. SURVIVAL OF TERMS: Termination or expiration of this Contract shall not diminish USBE’s right to enforce 
any term of this Contract that by its nature would continue beyond termination, cancellation, or expiration.  

35. SEVERABILITY:  The invalidity or unenforceability of any term of this Contract shall not affect the validity or 
enforceability of any other term of this Contract. 

36. ENTIRE AGREEMENT:  This Contract constitutes the entire agreement between the parties and supersedes 
any and all other prior and contemporaneous agreements and understandings between the parties, whether 
oral or written. 

37. GENERAL DATA PROVISIONS: 
37.1. DATA OWNERSHIP: USBE retains all rights, title, and interest, including all intellectual property 

and proprietary rights, in and to system data, Data, and all related data and content. 
37.2. AGENT DESIGNATION: Contractor is hereby designated as an agent of USBE pursuant to 

FERPA for the limited purpose of receiving Student Personally Identifiable Information to fulfill the 
purposes of this contract. Contractor may use the Student Personally Identifiable Information as provided 
herein, but may not transfer or otherwise convey Student Personally Identifiable Information to any other 
Person.   

37.3. COMPLIANCE WITH DATA PRIVACY LAWS: Contractor, as USBE’s agent, shall comply with 
all applicable data privacy laws, regulations, code, and rules including FERPA 20 U.S.C. § 1232g et seq. 
and 34 C.F.R. Part 99 et seq., the Individuals with Disabilities Education Act, 30 U.S.C. § 1400 et seq. 
and 34 C.F.R. Part 300 (“IDEA”), and the Utah Student Privacy and Data Protection Act , Utah Code § 
53E-9 101 et seq.  

37.4. DESTRUCTION OF DATA: If USBE requests the Destruction of PII in Contractor’s possession 
as a result of this Contract, Contractor shall Destroy the information within five calendar days after the 
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date of the request. Contractor shall provide USBE with written confirmation of the date the data is 
Destroyed. 

37.4.1. USBE retains the right to use the established operational services to access and retrieve Data 
stored on Contractor’s infrastructure at its sole discretion.  

37.5. ACCESS TO DATA: 
37.5.1. Contractor shall limit access to Data to Authorized Persons only and shall require a non-disclosure 

agreement be signed by all Authorized Persons prior to being granted access to Data. 
37.5.2. Contractor shall maintain past and current lists of all Authorized Persons, maintain each non-

disclosure agreement, and shall permit inspection of the same by USBE upon request. 
37.5.3. Contractor shall maintain an audit trail for the duration of this Contract, which reflects the granting 

and revoking of access privileges to Authorized Persons. A copy of this audit trail may be requested 
by USBE from Contractor at any time and shall be provided within 10 days of the USBE request. 

37.5.4. Contractor shall have strong access controls in place. Contractor shall disable and/or immediately 
delete unused or terminated Authorized Persons’ accounts and shall periodically assess account 
inactivity for potential stale accounts. 

37.5.5. Contractor shall provide annual, mandatory privacy and security awareness and training for all 
Authorized Persons, maintain past and current lists of Authorized Persons that have completed 
training, and permit inspection of the same by USBE upon request. 

37.6. USE AND DISCLOSURE OF DATA: 
37.6.1. Contractor shall not collect, use, or share Data beyond the purposes set forth as follows: 

37.6.1.1. To carry out the Contractor’s responsibilities listed in the Statement of Work. 
37.6.2. Contractor shall share Data only for the purposes stated in the Statement of Work and only with 

the following entities: 
37.6.2.1. Law enforcement agencies or individuals only as authorized by law or court order. 

Contractor receives such a request, Contractor shall notify USBE within two business days of 
the receipt of the request, as permitted by law. 

37.6.3. If Contractor seeks to publicly release Data, Contractor must aggregate the Data by totaling the 
Data and reporting it at the group, cohort, school, school district, region, or state level. Contractor 
shall, upon request of USBE, provide USBE with a document that lists the steps and methods the 
Contractor shall use to de-identify the information. Any aggregate data that is publicly released 
without being redacted using the methods in this section shall be considered an Incident.  The 
following methods shall be used on any aggregated reports: 

37.6.3.1. Aggregate data shall be reported publicly only if there is a sufficient number of individuals 
represented in any demographic or subgroup so that an individual cannot be identified.  

37.6.3.2. Aggregated reports shall be redacted using complementary suppression methods that 
remove the risk of Data being identifiable using simple mathematics or formulas. 

37.6.4. Contractor shall not use Data for any secondary use, including Targeted Advertising, except under 
the following conditions: 

37.6.4.1. For adaptive learning or customized student learning purposes. 
37.6.4.2. To market an educational application or product to a parent or legal guardian of a student 

if Contractor did not use Data, shared by or collected per this Contract, to market the 
educational application or product. 

37.6.4.3. To use a recommendation engine to recommend to a student (i) content that relates to 
learning or employment, within the third-party contractor's application, if the recommendation 
is not motivated by payment or other consideration from another party; or (ii) services that 
relate to learning or employment, within the third-party contractor's application, if the 
recommendation is not motivated by payment or other consideration from another party; 

37.6.4.4. To respond to a student request for information or feedback, if the content of the response 
is not motivated by payment or other consideration from another party. 

37.6.4.5. To use Data to allow or improve operability and functionality of the third-party contractor's 
application. 

37.6.5. Contractor shall not sell or otherwise monetize Data except Data transferred through the purchase 
of, merger with, or otherwise acquisition of Contractors provided that all parties remain in 
compliance with this Contract. 

37.7. SECURITY AND PROTECTION OF DATA: 
37.7.1. Contractor shall notify USBE of material system changes that may negatively impact the security 
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of Data prior to such changes being implemented. 
37.7.2. If Contractor is given Data as part of this Contract, the protection of Data shall be an integral part 

of the business activities of Contractor to ensure that there is no inappropriate or unauthorized use 
of Data. Contractor shall safeguard the confidentiality, integrity, and availability of Data.  

37.7.3. Contractor shall comply with and protect and maintain Data using methods that are at least as 
good as or better than that established in the State of Utah’s Department of Technology Policies 
(https://dts.utah.gov/policies). 

37.7.4. Contractor shall only transmit or exchange Data via secure means (ex. HTTPS or FTPS). 
Contractor shall not use, store or process Data on any unencrypted portable or laptop computing 
device or any portable storage medium.  

37.7.5. Contractor shall store and maintain all Data in data centers located only within the United States.  
37.7.6. Contractor shall permit its employees and Subcontractors to access Data remotely only via a 

secured manner, such as Virtual Private Networks (VPN).  
37.7.7. Contractor shall store all Data, as well as any backups made of that data, in encrypted form using 

no less than 128-bit key and include all Data as part of a designated backup and recovery process. 
37.7.8. Contractor shall enforce strong password protections on all devices and networks with access to 

or that store Data.   
37.8. INCIDENTS: 

37.8.1. If Contractor becomes aware of an Incident involving Data by either Contractor or any of 
Contractor’s Subcontractors, Contractor shall notify USBE within one calendar day and cooperate 
with USBE regarding recovery, remediation, and the necessity to involve law enforcement, if any.  

37.8.2. Contractor shall produce a written remediation plan that includes information about the cause and 
extent of the Incident, and the actions Contractor will take to remediate the Incident and reduce the 
risk of incurring a similar type of Incident in the future. Contractor shall present its analysis and 
remediation plan to USBE within ten calendar days of notifying USBE of an Incident. USBE reserves 
the right to adjust this plan, in its sole discretion. If Contractor cannot produce its analysis and plan 
within the allotted time, USBE, in its sole discretion, may perform such analysis and produce a 
remediation plan, and Contractor shall reimburse USBE for the reasonable costs thereof. 

37.8.3. In the event of an Incident, Contractor shall provide USBE or its designated representatives with 
access 7 days a week, 24 hours a day, for the purpose of evaluating, mitigating, or resolving the 
Incident. 

37.8.4. Unless Contractor can establish that Contractor or any of its Subcontractors is not the cause or 
source of the Incident, Contractor shall be responsible for the cost of notifying each person whose 
personal information may have been compromised by the Incident. 

37.8.5. Disclosure of Data by Contractor or any Subcontractor for any reason may be cause for legal 
action by third parties against Contractor, the State, or their respective agents. Contractor shall 
indemnify, save, and hold harmless the State, its employees, and agents against any and all claims, 
damages, liability, and court awards including costs, expenses, and attorney fees incurred as a 
result of any act or omission by Contractor, or its employees, agents, Subcontractors, or assignees 
pursuant to this Contract. Notwithstanding any other provision of this Contract, Contractor shall be 
liable to the State for all direct, consequential, and incidental damages arising from an Incident 
caused by Contractor or its Subcontractors.  



Scope of Work for Contract #USBE200066MA Attachment: B 
 
      
1. Introduction 

The purpose of this request for proposal is to enter into a contract with KnowledgeWorks for the technical 
coaching and expertise for the developing P-20 competencies in alignment with Utah’s Portrait of a Graduate 
(https://schools.utah.gov/portraitgraduate) for Utah districts and/or charter schools. This will be the first time the 
state of Utah is developing competencies for the state Portrait of a Graduate.  
 
This service requires KnowledgeWorks to provide expertise, technical support, and facilitation for the 
development of P-20 competencies as described in the comprehensive scope of work.  The scope of work is to 
engage with the Utah State Board of Education in the planning process, provide on-site facilitation for local 
stakeholder groups to develop draft competencies in alignment with the Utah Portrait of a Graduate, facilitate 
public feedback and revision of the draft competencies, and submit a final version of the P-20 competencies for 
publication to the Utah State Board of Education. The contract also includes an option for the selected technical 
support to provide a workshop to support local education agencies in developing rubrics for the aligned 
competencies for piloting.  

 
 
1.1 Background 

Today’s  youth will face a world that looks dramatically different than that of their parents. To succeed, they will 
need to develop skills for lifelong learning.  With this end goal in mind, USBE led an extensive stakeholder 
engagement process in 2018 to identify the ideal characteristics of a Utah graduate. These characteristics formed 
the basis for the USBE’s Portrait of a Graduate, called the Utah Talent MAP.  MAP stands for:   

• Mastery is the ability to demonstrate depth of knowledge and skill proficiency. 
• Autonomy is having the self-confidence and motivation to think and act independently. 

• Purpose guides life decisions, influences behavior, shapes goals, offers a sense of direction, and creates 
meaning. 

The Utah Portrait of a Graduate, described above, identifies 13 elements that are cultivated in educational 
settings: academic mastery; wellness; civic, financial, and economic literacy; digital literacy; communication; 
critical thinking and problem solving; creativity and innovation; collaboration and teamwork; honesty, integrity, 
and responsibility; hard work and resilience; lifelong learning and personal growth; service; and respect. USBE is 
currently working  to build out this vision for graduates through the design of prototype competencies for P-20 
education. 

To accomplish this work, KnowledgeWorks will engage with the Utah State Board of Education (USBE) in the 
planning process, provide on-site facilitation for local stakeholder groups to develop draft competencies, facilitate 
public feedback and revision, and submit the final version of the P-20 competencies for publication to USBE by 
September 2020. The prototype competencies will be piloted in the 2020-21 school year and revised and finalized 
in the summer of 2021. 

 
1.2 Scope of Work 

 
Note: The Utah State Board of Education and KnowledgeWorks recognize that these are extraordinary 
times that are significantly limiting travel and large convenings. The deliverables and timelines 
detailed throughout this SOW are designed such that they can be met by convening stakeholders 
virtually, in-person, or a combination of both.  
 
KnowledgeWorks looks forward to the opportunity to partner with USBE and stakeholders in the 
development of P-20 competencies aligned to Utah’s Portrait of a Graduate. The education nonprofit 

https://schools.utah.gov/portraitgraduate
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supports Utah’s vision that learning should focus on the whole child. Development of competencies 
aligned to the Portrait is a critical step in integrating the teaching and learning of life-long knowledge, 
skills and dispositions. Aligned competencies will help ensure that the Portrait becomes more than just 
“one more thing” and becomes integrated into the daily practices of every classroom in Utah. 
With this vision in mind, the key activities and deliverables are as follows: 

 
Primary Objective/Deliverable: Development of P-20 competencies aligned to Utah’s Portrait of a Graduate. 
Competencies should be developed for the following grade bands: PreK, K-2, 3-5, 6-8, 9-12, Postsecondary 
Certificate, Associates, Bachelors and Graduate (grade bands made be adjusted based on feedback from 
stakeholders and agreement of USBE). 

 
Supporting Activities: 
1. Regular and ongoing planning and communication with the USBE Competency Development 
team. 
 
2. Develop and facilitate a dynamic, stakeholder engagement process leading to the development of draft and 
final competencies. Key components include: 

a. With the support of USBE Staff, coordinate the selection of 8-10 stakeholders, per competency, for 
participation in the competency development process. The total number of stakeholders will likely be 
100 to 130 individuals, plus USBE representatives. 
b. If convening in-person, partner with USBE staff to find low-cost space for the convenings in Salt Lake 
City, Utah. 
c. In partnership with stakeholders, create draft of all competencies and have ready for 
public review by early June. 
d. Development of the public review tool using the USBE agency Qualtrics to solicit 
feedback from the public on the draft competencies. 
e. Review, analyze, and develop suggested action steps to address public comment for 
USBE staff by early August. 

 
3. Develop and facilitate a second convening of Utah stakeholders to review the 
public feedback, suggested action steps, and facilitate revisions, as needed, based on feedback. 
 
4. Finalize P-20 competencies for 13 Utah Portrait of a Graduate Competencies and deliver final 
documents (both word/excel document and final PDF) to the Utah State Board of Education by 
September 1, 2020. 
 
 

Timeline Activity Responsible Party 
 Phase 1 – Develop Draft Competencies 

Late March/Early April 
2020 

USBE and KnowledgeWorks collaborate on the 
identification of stakeholders and 
communication regarding stakeholder 
convenings. 

USBE, Virgel Hammonds, Lauren 
McCauley 

Mid/Late April 2020 KnowledgeWorks facilitates face-to-face 
Stakeholder Session 1. 

Virgel  Hammonds  and  Lauren 
McCauley, with support as 
needed from Laura Hilger, Abbie 
Everett, Robin Kanaan  and/or 
Lori Philips 
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Late April 2020 KnowledgeWorks and USBE collaborate 
through the refinement process between 
sessions. 

Virgel Hammonds and Lauren 
McCauley, with support as 
needed from Laura Hilger, Abbie 
Everett, Robin Kanaan and/or 
Lori Philips 

Late April/Early 
May 2020 

KnowledgeWorks facilitates face-to-face 
Stakeholder Session 2. 

Virgel Hammonds and Lauren 
McCauley, with support as 
needed from Laura Hilger, Abbie 
Everett, Robin Kanaan and/or Lori 
Philips 

Mid May 2020 KnowledgeWorks completes final edits and 
design to prepare draft competencies 
for public review period. 

Virgel Hammonds, Lauren 
McCauley, Kate Westrich and 
Todd Garvin 

 
 Phase 2 – Public Comment 

Ongoing through 
April & May 2020 

KnowledgeWorks uses organization’s 
expertise and input from USBE team and 
competency stakeholders to develop a 
public review tool using USBE agency 
Qualtrics to solicit feedback. 

Lauren McCauley, with support 
from Lillian Pace and Karla 
Phillips-Krivickas 

June 15,  2020 (on or 
before) 

KnowledgeWorks delivers draft 
competencies to USBE for public review. 

Virgel Hammonds and Lauren 
McCauley 

June 2020-July 2020 Proposed period for public review. 
KnowledgeWorks will finalize duration of 
review period in consultation with USBE. 

 

July 1, 2020-July 30, 
2020* 

KnowledgeWorks reviews and analyzes 
public comments. KnowledgeWorks 
develops recommendations for USBE staff to 
address public comment. 
KnowledgeWorks finalizes the process for 
bringing feedback to competency 
stakeholder groups. *Review of public 
comments will begin earlier if allowable 
under USBE rules and regulations. 

Lauren McCauley, with support 
from Lillian Pace and Karla 
Phillips-Krivickas 

August 15, 2020  (on 
or before) 

KnowledgeWorks submits public comment 
recommendations to USBE. 

Virgel Hammonds and Lauren 
McCauley 

Phase 3 – Finalize Competencies 
Early August KnowledgeWorks facilitates a third and 

final stakeholder convening. 
Virgel Hammonds and Lauren 
McCauley, with support as 
needed from Laura Hilger, Abbie 
Everett, Robin Kanaan and/or 
Lori Philips 

Mid-August KnowledgeWorks completes final edits 
and design to prepare competencies for 
publication. 

Virgel Hammonds, Lauren 
McCauley, Kate Westrich and 
Todd Garvin 

Sept. 1, 2020 (on or 
before) 

KnowledgeWorks delivers final 
competency documents to USBE. 

Virgil Hammonds and Lauren 
McCauley 
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Stakeholder Session 1: Engagement and Design  
Number of Days: Two (2) consecutive days  
Proposed timeframe: Mid/Late April 
Location: Salt Lake City, Utah or Online 
Number of Stakeholders: A total of 100 to130, including 8 to10 per competency. Other stakeholders may be included 
at USBE’s discretion. 
 
Session Design: 
Day 1 
The first day will be focused on building the capacity of the stakeholders to draft competencies. As this is a notable skill  
or  practice  with  which  many  individuals  have  experience,  it is critical to set the stage and allow for learning. Key 
experiences and design elements will include: 

• Familiarize stakeholders with Utah’s Portrait of a Graduate. 
• Establish the “why.” Guide stakeholders to understand why Utah’s Portrait of a Graduate is important and why 

competencies are needed. 
• Explore competencies from other states and learning communities so stakeholders better understand content 

and design possibilities. 
• Build understanding among stakeholders of competency design, including the importance of language 

selection, vertical alignment, etc. 
• Lead stakeholders to practice writing competencies. 
• Support competency teams as they begin drafting competencies. 

 
Day 2 

• Support competency teams as they continue drafting competencies. 
• Begin internal feedback and revision cycles. KnowledgeWorks will allow time for competency teams to give 

and receive feedback across grade bands to ensure alignment and common expectations. 
 
 
Stakeholder Session 2: Design and Refinement  
Number of Days: Two (2) consecutive days  
Proposed timeframe: Late April/Early May 
Location: Salt Lake City, Utah 
Number of Stakeholders: A total of 100 to130, including 8 to10 per competency. Other stakeholders may be included 
at USBE’s discretion. These should be the same stakeholders as Session 1. 
 
Session Design: Throughout this two-day session, participants will continue drafting and refining the competencies. 
KnowledgeWorks will facilitate the ongoing design and feedback process using carefully designed protocols. An 
example of a protocol that could be used is included in Appendix A, and KnowledgeWorks will work with USBE to 
select the best protocols to engage Utah’s unique stakeholders. This feedback and revision cycle is critical to ensure 
alignment vertically and across competencies. It helps ensure rigor, tone and expectations are common across each 
area. By the end of the two-day session, each team will have created a strong draft competency continuum. 
 
KnowledgeWorks Revisions 
At the conclusion of Session 2, KnowledgeWorks will begin preparing for public comment. Key activities in this process 
include: 
• Finalizing any competencies not completed by the stakeholder teams 
• Checking and revising for vertical alignment within competencies 
• Checking and revising for alignment across competencies 
• Ensuring a common voice across competencies so it is not apparent that the competencies were written by different 
individuals 
• Reviewing and editing for grammar, style, etc. 
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After editing is complete, in collaboration and with the advice of USBE, KnowledgeWorks will format the draft 
competencies in a professional manner for the public comment period. While this will not be the final design, it is 
important that the competencies are presented in a professional and stylistically pleasing manner, so the public is not 
distracted when providing feedback on the key content of the competencies. 
 
Phase 2: Public Comment 
 
Development of public review tool 
KnowledgeWorks will collaborate with USBE to develop a public review tool via USBE Qualtrics. In preparation for 
development of the tool, KnowledgeWorks will interview USBE team members and representatives from the 
stakeholder group to determine the type of feedback that will be most beneficial. 
 
The public review tool will be carefully designed to solicit feedback from a variety of stakeholders, including students, 
parents, educators and community members. If the system allows, the review tool will include questions specific to 
the unique views and use-cases for these stakeholders. In consultation with USBE, KnowledgeWorks is willing and able 
to think outside the box in terms of the process for soliciting comments.  
 
In addition to creating the public review tool, KnowledgeWorks will work in collaboration with USBE to create 
companion resources for explaining competencies to the public. This will be important context for the public as 
feedback is solicited. 
 
Soliciting public comment 
KnowledgeWorks will partner with USBE to solicit public comment on the draft competencies. At USBE’s discretion, 
KnowledgeWorks will help draft emails, social media communication, memos, etc. to be distributed widely to 
stakeholders. In addition, time will be built into the last day of Stakeholder Session 2 to ask participants to actively 
share the draft competencies with their communities and encourage comments during the public review period. If 
USBE so desires, the KnowledgeWorks communication team will work with USBE to promote the public comment 
opportunity through social media. 
 
Reviewing and analyzing public comment 
At the conclusion of the public comment period (or earlier if allowable), KnowledgeWorks will begin the process of 
reviewing and analyzing the public comments. As mentioned above, the KnowledgeWorks team has extensive 
experience with this process and has procedures to analyze, group and prioritize comments. After reviewing the 
comments, KnowledgeWorks will develop suggested next steps for USBE based on the public comments. Based on 
feedback from USBE, KnowledgeWorks will design a process for the competency stakeholder groups to use the 
feedback to make final edits to the competencies. 
 
Phase 3: Finalize Competencies 
 
Stakeholder Session 3: Refinement based on public comment 
Number of Days: Two (2) consecutive days  
Proposed timeframe: Early August Location: Salt Lake City, Utah 
Number of Stakeholders: A total of 100 to130, including 8 to10 per competency. Other stakeholders may be included 
at USBE’s discretion. These should be the same stakeholders as Sessions 1 and 2. 
 
Session Design: This session will be designed to allow the competency stakeholder groups the opportunity to 
incorporate public feedback into the design of the competencies. KnowledgeWorks will provide the groups with 
overall feedback and feedback specific to their competencies. KnowledgeWorks also will provide participants with 
protocols for considering the feedback and revising accordingly. After a period of revision, KnowledgeWorks will lead 
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stakeholders through repeat feedback and review cycles similar to sessions 1 and 2. At the conclusion of this final 
session, the stakeholders will have produced nearly final competencies. 
 
 
KnowledgeWorks Revisions 
At the conclusion of the final stakeholder session, KnowledgeWorks will conduct a final review and revision cycle 
similar to the process described above for the draft competencies. KnowledgeWorks is confident that stakeholders will 
have made significant progress over the course of their time together and will have nearly final competencies. Key 
activities in this final revision cycle include: 
 

• Finalizing any competencies not completed by the team 
• Checking and revising for vertical alignment within competencies 
• Checking and revising for alignment across competencies 
• Ensuring a common “voice” across competencies so it is not apparent that the competencies were written by 

different individuals 
• Reviewing and editing for grammar, style, etc. 
• Ensuring that public comments were considered and addressed, as appropriate 

 
After editing is complete, in collaboration and with the advice of USBE, KnowledgeWorks will format the final 
competencies in a design that is professional and usable by stakeholders across Utah. 
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1.3 Requirements 

• Development of comprehensive P-20 Competencies that are grade banded with the following grade bands 
required: 

o PreK, K-2, 3-5, 6-8, 9-12, Post-secondary Certificate, Associates, Bachelors, Graduate 
• P-20 Competencies Developed for all 13 Utah Portrait of a Graduate Competencies as listed below: 

o Academic Mastery: Demonstrate a depth of knowledge in multiple subject areas to make informed 
decisions. 

o Wellness: Develop self-awareness, self-advocacy skills, and the knowledge to maintain healthy lifestyles 
that provide balance in life and improve physical, mental, and social, and emotional well-being.  

o Civic, Financial & Economic Literacy: Understand various governmental and economic systems and 
develop practical financial skills. 

o Digital Literacy: Adapt, create, consume, and connect in productive, responsible ways to utilize 
technology in social, academic, and professional settings.  

o Communication: Communicate effectively through reading, writing, speaking, and listening to 
understand information in a variety of contexts, media, and languages.  

o Critical Thinking and Problem Solving: Access, evaluate, and analyze information to make informed 
decisions, recognize bias, and find solutions.  

o Creativity & Innovation: Imagine, visualize, and demonstrate creative practices, innovative solutions, 
and artistic expression.  

o Collaborate & Teamwork: Contribute ideas, perspectives, and experiences to cultivate community of 
shared accountability and leadership.  

o Honesty, Integrity, & Responsibility: Are trustworthy, ethical, reliable, and are accountable for the 
results they produce.  

o Hard Work & Resilience: Set personal goals, apply best efforts to achieve them, and persevere when 
faced with challenges and setbacks.  

o Lifelong Learning & Personal Growth: Continue to seek knowledge and develop skills in all settings.  
o Service: Seek opportunities to help when assistance is needed and act without expecting compensation 

or recognition.  
o Respect: Acknowledge differences by looking for the good in everyone, including oneself, and show due 

regard for feelings, rights, cultures, and traditions.  
 
Supporting Documents: 

• The P-20 Competencies Development process should include actions steps for alignment with the following 
foundations documents: 

o Utah’s Portrait of a Graduate: https://schools.utah.gov/portraitgraduate  
o Alignment with the Utah Competency-Based Learning Definition and Framework: 

https://www.schools.utah.gov/curr/competencybased 
o Alignment to CASEL SEL Core Competencies (Social Emotional Learning Competencies and Indicators) : 

https://casel.org/core-competencies/  
 
 
Required Action Steps to be addressed in the proposal: 

1. Regular planning and coordination calls with the Utah State Board of Education Competency Development 
leaders.  

a. We will schedule a weekly call for USBE and KnowledgeWorks leaders to discuss the process, feedback, 
and timelines for achieving the stated scope of work. These calls will be scheduled for one hour with the 
option to extend based on need.  

2. Development and execution of a face-to-face convening of Utah stakeholders from across the state to develop 
the draft and final competencies. The development, creation, and revision efforts must be facilitated by the 

https://schools.utah.gov/portraitgraduate
https://www.schools.utah.gov/curr/competencybased
https://casel.org/core-competencies/
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offeror.  
- Utah State Board of Education staff will coordinate with the offeror to select stakeholders for participation 

(projecting 8-10 per competency).  
- Utah State Board of Education staff will work with offeror to find low-cost space for the convening in Salt 

Lake City, Utah.  
3. Creation of a draft of all competencies to be available for public review by June 19, 2020.  
4. Development of the public review tool using the USBE agency Qualtrics instance to solicit feedback from the 

public on the draft competencies.  
5. Review, analysis, and development of suggested action steps to address public comment for USBE staff by 

August 15, 2020.  
6. Development and execution of second convening of Utah competency drafters to review the public feedback, 

suggested action steps, and facilitation of the revision.  
7. Delivery of final document (both word/excel document and final PDF) P-20 Competencies Developed for all 13 

Utah Portrait of a Graduate Competencies submitted to the Utah State Board of Education by September 1, 
2020.  

 
2.      Compliance 

For compliance purposes, USBE will use the 1.2 timeline paired with the 1.3 requirements to monitor progress 
toward the project deliverables.  
 

3.      Project Deliverables 
 
Primary Objective/Deliverable: Development of P-20 competencies aligned to Utah’s Portrait of a Graduate. 
Competencies should be developed for the following grade bands: PreK, K-2, 3-5, 6-8, 9-12, Postsecondary 
Certificate, Associates, Bachelors and Graduate (grade bands made be adjusted based on feedback from 
stakeholders and agreement of USBE). 

 
Supporting Activities: 
 

1. Regular planning and coordination calls with the Utah State Board of Education Competency Development 
leaders.  

a. We will schedule a weekly call for USBE and KnowledgeWorks leaders to discuss the process, feedback, 
and timelines for achieving the stated scope of work. These calls will be scheduled for one hour with the 
option to extend based on need.  

2. Develop and facilitate a dynamic, stakeholder engagement process leading to the development of draft and final 
competencies. Key components include: 

a. With the support of USBE Staff, coordinate the selection of 8-10 stakeholders, per competency, for 
participation in the competency development process. The total number of stakeholders will likely be 
100 to 130 individuals, plus USBE representatives. 

b. If convening in-person, partner with USBE staff to find low-cost space for the convenings in Salt Lake 
City, Utah. 

c. In partnership with stakeholders, create draft of all competencies and have ready for public review by 
early June. 

d. Development of the public review tool using the USBE agency Qualtrics to solicit feedback from the 
public on the draft competencies. 

e. Review, analyze, and develop suggested action steps to address public comment for USBE staff by early 
August. 

3. Develop and facilitate a second convening of Utah stakeholders to review the public feedback, suggested action 
steps, and facilitate revisions, as needed, based on feedback. 
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4. Finalize P-20 competencies for 13 Utah Portrait of a Graduate Competencies and deliver final documents (both 

word/excel document and final PDF) to the Utah State Board of Education by September 1, 2020. 
 

 
5.  Project Timeline 

 
Timeline  Activity  
Phase 1 – Develop Draft Competencies  

Late March/Early April 2020  USBE and KnowledgeWorks collaborate on the identification of 
stakeholders and communication regarding stakeholder convenings.  

Mid/Late April 2020  KnowledgeWorks facilitates round 1 stakeholder sessions.  
Late April/early May 2020  KnowledgeWorks and USBE collaborate through the refinement process 

between sessions.  
Late April/May 2020  KnowledgeWorks facilitates round 2 stakeholder sessions  
May/early June 2020  KnowledgeWorks completes final edits and design to prepare draft 

competencies for public review period.  
Phase 2 – Public Comment  

Ongoing through April & May 
2020  

KnowledgeWorks uses organization’s expertise and input from USBE 
team and competency stakeholders to develop a public review 
tool using USBE agency Qualtrics to solicit feedback.   

Early June 2020  KnowledgeWorks delivers draft competencies to USBE for public 
review.  

June/July 2020  Proposed period for 30-day public review.  
July 2020  KnowledgeWorks reviews and analyzes public 

comments. KnowledgeWorks develops recommendations for USBE staff 
to address public comment. KnowledgeWorks finalizes the process for 
bringing feedback to competency stakeholder groups. *Review of public 
comments will begin earlier if allowable under USBE rules and 
regulations.  

Late July/Early August 2020  KnowledgeWorks submits public comment recommendations to USBE.  
Phase 3 – Finalize Competencies  

Early August  KnowledgeWorks facilitates a third and final stakeholder sessions  
Mid-August  KnowledgeWorks completes final edits and design to prepare 

competencies for publication.  
Sept. 1, 2020 (on or before)  KnowledgeWorks delivers final competency documents to USBE.  

 
6. Option for Extension of Scope of Work: Rubric Design 

Beyond the development of the competencies, the agency will consider an additional addendum scope of work 
to convene Utah district and charter school leaders to develop local rubrics in alignment with the P-20 Utah 
Competencies for fall 2020.  
 
KnowledgeWorks may convene Utah district and charter school leaders to develop local rubrics in alignment 
with the P-20 Utah Competencies for fall 2020. To complete this additional scope of work, two of 
KnowledgeWorks’ teaching and learning directors will facilitate these stakeholder discussions, which would be 
conducted during three separate 2-day sessions. Which teaching and learning directors will lead the facilitation 
will depend on the exact dates of the sessions, but could be Laura Hilger, Abbie Everett, Robin Kanaan and/or 
Lori Philips, whose resumes are attached as appendices to the original scope of work. We anticipate about 100 
stakeholders to participate in the sessions. 
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Prior to the stakeholder sessions, KnowledgeWorks will interview Utah school districts that are implementing 
the Utah Talent MAP competencies to create a substantial sample size with representation from across the 
state. This will allow KnowledgeWorks to determine the conditions to scale competencies in school districts. 
With this information, KnowledgeWorks will compare the Utah Competency-Based Education Framework, the 
new USBE Portrait of a Graduate, and the newly aligned competencies to ensure alignment of the draft rubrics 
to these guiding documents. KnowledgeWorks will collaborate with USBE to draft a rubric design process and/or 
tool that can be used during the stakeholder sessions. During the two stakeholder sessions, KnowledgeWorks 
will lead participants through a review of the rubric design processes, tools, and Utah Talent MAP competencies 
to build understanding before participants begin drafting rubrics. Between sessions, KnowledgeWorks will 
synthesize the progress stakeholder have made in the second session, KnowledgeWorks will lead stakeholders 
through a review of the first draft, feedback and final revisions. If time allows, KnowledgeWorks also can provide 
training around best practices for implementing rubrics. After the final session, KnowledgeWorks will align the 
final rubrics to the style USBE desires. KnowledgeWorks will be available for additional onsite activities, 
meetings, or conferences as required by the USBE team. 
 

Rubric Design Work Plan 
 

Timeline Activity Responsible Party 

Phase 1 – Research 

3 weeks KnowledgeWorks interviews Utah school 
districts implementing competencies. 

Virgel Hammonds and Lauren 
McCauley, with support as needed from 
Laura Hilger, Abbie Everett, Robin 
Kanaan and/or Lori Philips 

2 weeks KnowledgeWorks cross walks the new USBE 
personalized learning framework and USBE 
competencies to draft rubrics. 

Virgel Hammonds and Lauren 
McCauley, with support as needed from 
Laura Hilger, Abbie Everett, Robin 
Kanaan and/or Lori Philips 

1 week KnowledgeWorks collaborates with USBE 
team to draft a rubric design process and/or 
tool for using with competency 
stakeholders and implementors. 

Virgel Hammonds and Lauren 
McCauley, with support as needed from 
Laura Hilger, Abbie Everett, Robin 
Kanaan and/or Lori Philips 

Phase 2 –Rubric Design 

2-day session Stakeholder Session 1 –KnowledgeWorks 
will lead representatives from across the 
state to review the rubric design processes, 
tool, PoG competencies and processes for 
creating them, and begin crafting rubrics in 
alignment to competencies. 

Virgel Hammonds and Lauren 
McCauley, with support as needed from 
Laura Hilger, Abbie Everett, Robin 
Kanaan and/or Lori Philips 

2-day session Stakeholder Session 2 – Rubric 
development and feedback 
continues 

Virgel Hammonds and Lauren 
McCauley, with support as needed from 
Laura Hilger, Abbie Everett, Robin 
Kanaan and/or Lori Philips 
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2-day session Stakeholder Session 3 – Rubric 

development and feedback finalized 
Virgel Hammonds and Lauren 
McCauley, with support as needed from 
Laura Hilger, Abbie Everett, Robin 
Kanaan and/or Lori Philips 

1 month KnowledgeWorks completes final edits and 
shares draft for USBE approval. 

Virgel Hammonds and Lauren 
McCauley, with support as needed from 
Laura Hilger, Abbie Everett, Robin 
Kanaan and/or Lori Philips 

2 weeks Final design for publication Virgel Hammonds, Lauren McCauley, 
Kate Westrich and Todd Garvin 

 
 

7. Project Budget 
 

1) Budget 
a) The FIRM FIXED PRICE for this Contract is not to exceed $250,000.00.  
b) Knowledge Works shall invoice USBE at an hourly rate of $241.46 based on the following 

schedule: 
Activity Year 1 Year 2 Year 3 Year 4 Year 5 
Scope of Work (Estimated 
756 hours) 
4 employees for 4 trips, 7 
meeting sessions, 6 with 
convening expenses and 1 at 
USBE 

$182,544.52 $0.00 $0.00 $0.00 $0.00 

Technical Support: 
279 hours 

$67,455.48 $0.00 $0.00 $0.00 $0.00 

TOTAL $250,000.00 $0.00 $0.00 $0.00 $0.00 
 

c) Additional services related to this effort may be added to this contract only by amendment, 
signed by both parties at a rate of $241.46 per hour.  

 
2) Invoicing 

a) KnowledgeWorks shall submit monthly invoices electronically to the USBE email account at 
invoices@schools.utah.gov and the program manager for all goods and/or services provided in 
accordance with the terms on the agreement.  Invoices will not be considered for payment if 
submitted by another method.   

b) Invoices shall include the following: 
i) Contractor Name 
ii) Uniquely identifiable invoice number 

mailto:invoices@schools.utah.gov
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iii) Invoice date 
iv) Contract Number 
v) Recipient Entity’s contact information (phone number and email address) 
vi) Contractor’s authorized signature 
vii) Date(s) goods/services were provided 
viii) Description of goods and/or services for which payment is requested 
ix) Dollar amount requested. 

c) Invoices submitted by Contractor to USBE without the required information will not be paid and 
shall be returned to the Contractor for completion. 

d) All payments made to the Contractor under this agreement shall be made in the name of the 
Contractor, as it appears in this agreement.  All payments will be sent to the Contractor will be 
sent to the address for the Contractor as it appears in the agreement.  Changes to the 
information identified in this section must be requested in writing. 

e) To obtain payment for the goods and/or services authorized by this agreement, Contractor shall 
submit the itemized invoice together with supporting documentation of work performed. 

f) USBE reserves the right to question or seek clarification for any cost invoiced if the invoice is 
not supported by proper documentation. 

g) Contractor may be required to repay USBE if, during or after the contract period, an audit or 
other review determines that payments made by USBE to Contractor were incorrectly paid or 
were based on incorrect information received from the Contractor.  USBE reserves the right to 
withhold any or all subsequent payments to the Contractor until the incorrect amounts paid 
have been fully recovered.   
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	Attachment A Terms and Conditions
	1. DEFINITIONS: The following terms shall have the meanings set forth below:
	1.1. “Authorized Persons” means Contractor’s employees, officers, partners, Subcontractors or other agents of Contractor who require access to Data and have a legitimate educational interest in the education records to enable the Contractor to perform...
	1.2. “Confidential Information” means information that is deemed confidential under applicable state and federal laws. The State Entity reserves the right to identify, during and after this Contract, additional reasonable types of categories of inform...
	1.3. “Contract” means the Contract Signature Page(s), including all referenced attachments and documents incorporated by reference. The term “Contract” shall include any purchase orders that result from this Contract.
	1.4. “Contract Signature Page(s)” means the State of Utah cover page(s) that the State Entity and Contractor signed.
	1.5. “Contractor” means the individual or entity delivering the Procurement Item identified in this Contract. The term “Contractor” shall include Contractor’s agents, officers, employees, partners, and subcontractors.
	1.7. "Destroy” or “Destruction" means to remove Data such that it is not maintained in retrievable form and cannot be retrieved in the normal course of business.
	1.9. “Incident” means the potentially unauthorized access to Data that Contractor believes could reasonably result in the use, disclosure, or theft of Data within the possession or control of Contractor or Contractor’s Subcontractors.
	1.10. “Metadata” includes all information created manually or automatically to provide meaning or context to other data.
	1.11. “Person” shall have the same meaning as found in Administrative Rule R33-1-1.
	1.12. "Procurement Item,” “Good,” or “Service" means a supply, a service, construction, or technology that Contractor is required to deliver to the State Entity under this Contract.
	1.13.  “Response” means the Contractor’s bid, proposal, quote, or any other document used by the Contractor to respond to the State Entity’s Solicitation.
	1.14. “Solicitation” means an invitation for bids, request for proposals, notice of a sole source procurement, request for statements of qualifications, request for information, or any document used to obtain bids, proposals, pricing, qualifications, ...
	1.16. “State of Utah” or “State” means the State of Utah, in its entirety, including its institutions, agencies, departments, divisions, authorities, instrumentalities, boards, commissions, elected or appointed officers, employees, agents, and authori...
	1.17. “Student Personally Identifiable Information” or “PII” has the same meaning as that found in U.C.A § 53E-9-301 and 34 § CFR 99.3, and includes both direct identifiers (such as a student’s or other family member’s name, address, student number, o...
	1.18. “Subcontractor” means a person under contract with Contractor or another subcontractor to provide services or labor as provided herein or for design or construction, including a trade contractor or specialty contractor.
	1.19. “Targeted Advertising” means advertising to a student or a student’s parent by Contractor if the advertisement is based on information or Data Contractor collected or received under this Contract.
	1.20. “USBE” or “Utah State Board of Education” means the Utah State Board of Education, the board, and its elected or appointed officers, employees, agents, and authorized volunteers.
	2. GOVERNING LAW AND VENUE: This Contract is governed by the laws, rules, and regulations of the State of Utah.  Any action or proceeding arising from this Contract shall be brought in a court of competent jurisdiction in the State of Utah. Venue shal...
	3. LAWS AND REGULATIONS:  Contractor shall comply with all applicable federal and state constitutions, laws, rules, codes, orders, and regulations, including applicable licensure and certification requirements. If this Contract is funded by federal fu...
	4. RECORDS ADMINISTRATION AND RIGHT TO AUDIT:
	4.1. Records: Contractor shall maintain records necessary to properly account for Contractor’s compliance, performance, and the payments made by USBE to Contractor. These records shall be retained by Contractor for six years after final payment, or un...
	4.2. Audit: Contractor agrees to provide, at no additional cost, the State of Utah, federal program staff, USBE staff, and their designees access to questionnaires and internal and external audit reports. This includes the right to audit all such reco...
	5. PERMITS: Contractor shall, at its own expense, obtain all permits, licenses, and approvals necessary for the performance of this Contract.
	6. CERTIFY REGISTRATION AND USE OF EMPLOYMENT "STATUS VERIFICATION SYSTEM”: Contractor shall comply with the requirements of the Status Verification System, also referred to as “E-verify,” as required by Utah Code § 13-47-2 et seq.
	7. DISCLOSURE OF POTENTIAL CONFLICT OF INTEREST: Contractor shall disclose whether any of its officers or employees are current or former officers or employees of USBE or the State of Utah. Contractor shall disclose if a current USBE employee is hired...
	8. INDEPENDENT CONTRACTOR: Contractor is an independent contractor and shall not act or hold itself out as an officer, employee, or agent of USBE, except as to the specific and limited agency created by the section “Agent Designation” below.
	9. INDEMNITY: Contractor shall be fully liable for its actions and shall fully indemnify USBE and the State of Utah from all claims arising out of Contractor’s performance, without limitation, except for the portion of any claim that is the sole fault...
	10. CONFIDENTIALITY: Confidential Information obtained by the Contractor may only be used for the purposes identified in this contract. Contractor shall notify USBE within one calendar day of any potential or actual misuse or unauthorized disclosure o...
	11. AMENDMENTS: Amendments to this Contract, including execution of renewal options and changes to the scope, must be made by signed written agreement of both parties.
	12. DEBARMENT/SUSPENSION: Contractor certifies that neither it nor its principals are presently debarred, suspended, proposed for debarment, or declared ineligible by any governmental entity. Contractor shall notify USBE within 30 days if debarred, su...
	13. TERMINATION:
	13.1. Termination for Cause: This Contract may be terminated for cause by either party.  A party in violation shall be given 10 days’ written notice to correct and cease the violations, after which this Contract may be terminated immediately.
	13.2. Termination for Convenience: This Contract may be terminated without cause (for convenience) by USBE upon 30 days’ written notice to Contractor.
	13.3. Termination by Mutual Agreement: USBE and Contractor may terminate this Contract, in whole or in part, at any time, by written amendment.
	13.4. Termination For Nonappropriation of Funds: Upon 30 days’ written notice to Contractor, this Contract may be amended or terminated by USBE if USBE reasonably determines: (i) a change in federal or state legislation or applicable laws materially a...
	13.5. Contract Closeout: USBE shall pay Contractor for all Procurement Items ordered prior to termination of this Contract and accepted by USBE. USBE’s exercise of its right to terminate this Contract shall not relieve the Contractor of any liability ...
	14. SALES TAX EXEMPTION: USBE is a tax-exempt organization, and Contractor shall not include sales tax in any request for payment.
	15. WARRANTY OF PROCUREMENT ITEMS: Unless a longer warranty period is contained in the Contract, Contractor warrants for a period of one year that: (i) the Procurement Items perform according to all specific claims that Contractor made in its Response...
	16.2. The Contractor shall maintain the following insurance coverage:
	17. PUBLIC INFORMATION: This Contract and all related solicitation documents, purchase orders, pricing documents, and invoices are public documents and may be available for public and private distribution in accordance with the State of Utah’s Governm...
	18. DELIVERY: All deliveries under this Contract shall be F.O.B. destination with all transportation and handling charges paid by Contractor. Risk of loss or damage shall remain with Contractor until final inspection and acceptance by USBE.
	19. ACCEPTANCE AND REJECTION: USBE shall have 30 days after delivery of the Procurement Items to perform an inspection of the Procurement Items to determine if the Procurement Items conform to the standards specified in the Solicitation and this Contr...
	24.1. Default: Any of the following events may constitute cause for USBE to declare Contractor in default of this Contract: (i) Contractor’s non-performance of its contractual requirements or obligations under this Contract; or (ii) Contractor’s mater...
	24.2. Opportunity to Cure: If the Contractor is in default for non-performance or breach, USBE may issue a written notice of default providing a ten-day period in which Contractor shall have an opportunity to cure. Contractor shall repair, replace, or...
	24.3. Additional Remedies: If the default remains after Contractor has been provided the opportunity to cure, USBE may: (i) exercise any remedy provided by law or equity; (ii) terminate this Contract; (iii) impose liquidated damages, if liquidated dam...
	35. SEVERABILITY:  The invalidity or unenforceability of any term of this Contract shall not affect the validity or enforceability of any other term of this Contract.
	36. ENTIRE AGREEMENT:  This Contract constitutes the entire agreement between the parties and supersedes any and all other prior and contemporaneous agreements and understandings between the parties, whether oral or written.
	37. GENERAL DATA PROVISIONS:
	37.1. DATA OWNERSHIP: USBE retains all rights, title, and interest, including all intellectual property and proprietary rights, in and to system data, Data, and all related data and content.
	37.2. AGENT DESIGNATION: Contractor is hereby designated as an agent of USBE pursuant to FERPA for the limited purpose of receiving Student Personally Identifiable Information to fulfill the purposes of this contract. Contractor may use the Student Pe...
	37.3. COMPLIANCE WITH DATA PRIVACY LAWS: Contractor, as USBE’s agent, shall comply with all applicable data privacy laws, regulations, code, and rules including FERPA 20 U.S.C. § 1232g et seq. and 34 C.F.R. Part 99 et seq., the Individuals with Disabi...
	37.4.1. USBE retains the right to use the established operational services to access and retrieve Data stored on Contractor’s infrastructure at its sole discretion.
	37.5. ACCESS TO DATA:
	37.5.1. Contractor shall limit access to Data to Authorized Persons only and shall require a non-disclosure agreement be signed by all Authorized Persons prior to being granted access to Data.
	37.5.2. Contractor shall maintain past and current lists of all Authorized Persons, maintain each non-disclosure agreement, and shall permit inspection of the same by USBE upon request.
	37.5.3. Contractor shall maintain an audit trail for the duration of this Contract, which reflects the granting and revoking of access privileges to Authorized Persons. A copy of this audit trail may be requested by USBE from Contractor at any time an...
	37.5.4. Contractor shall have strong access controls in place. Contractor shall disable and/or immediately delete unused or terminated Authorized Persons’ accounts and shall periodically assess account inactivity for potential stale accounts.
	37.5.5. Contractor shall provide annual, mandatory privacy and security awareness and training for all Authorized Persons, maintain past and current lists of Authorized Persons that have completed training, and permit inspection of the same by USBE up...
	37.6. USE AND DISCLOSURE OF DATA:
	37.6.1. Contractor shall not collect, use, or share Data beyond the purposes set forth as follows:
	37.6.3. If Contractor seeks to publicly release Data, Contractor must aggregate the Data by totaling the Data and reporting it at the group, cohort, school, school district, region, or state level. Contractor shall, upon request of USBE, provide USBE ...
	37.6.3.1. Aggregate data shall be reported publicly only if there is a sufficient number of individuals represented in any demographic or subgroup so that an individual cannot be identified.
	37.6.3.2. Aggregated reports shall be redacted using complementary suppression methods that remove the risk of Data being identifiable using simple mathematics or formulas.
	37.6.4. Contractor shall not use Data for any secondary use, including Targeted Advertising, except under the following conditions:
	37.6.4.1. For adaptive learning or customized student learning purposes.
	37.6.4.2. To market an educational application or product to a parent or legal guardian of a student if Contractor did not use Data, shared by or collected per this Contract, to market the educational application or product.
	37.6.4.3. To use a recommendation engine to recommend to a student (i) content that relates to learning or employment, within the third-party contractor's application, if the recommendation is not motivated by payment or other consideration from anoth...
	37.6.4.4. To respond to a student request for information or feedback, if the content of the response is not motivated by payment or other consideration from another party.
	37.6.4.5. To use Data to allow or improve operability and functionality of the third-party contractor's application.
	37.6.5. Contractor shall not sell or otherwise monetize Data except Data transferred through the purchase of, merger with, or otherwise acquisition of Contractors provided that all parties remain in compliance with this Contract.
	37.7. SECURITY AND PROTECTION OF DATA:
	37.7.1. Contractor shall notify USBE of material system changes that may negatively impact the security of Data prior to such changes being implemented.
	37.7.2. If Contractor is given Data as part of this Contract, the protection of Data shall be an integral part of the business activities of Contractor to ensure that there is no inappropriate or unauthorized use of Data. Contractor shall safeguard th...
	37.7.3. Contractor shall comply with and protect and maintain Data using methods that are at least as good as or better than that established in the State of Utah’s Department of Technology Policies (https://dts.utah.gov/policies).
	37.7.4. Contractor shall only transmit or exchange Data via secure means (ex. HTTPS or FTPS). Contractor shall not use, store or process Data on any unencrypted portable or laptop computing device or any portable storage medium.
	37.7.5. Contractor shall store and maintain all Data in data centers located only within the United States.
	37.7.6. Contractor shall permit its employees and Subcontractors to access Data remotely only via a secured manner, such as Virtual Private Networks (VPN).
	37.7.7. Contractor shall store all Data, as well as any backups made of that data, in encrypted form using no less than 128-bit key and include all Data as part of a designated backup and recovery process.
	37.7.8. Contractor shall enforce strong password protections on all devices and networks with access to or that store Data.
	37.8. INCIDENTS:
	37.8.1. If Contractor becomes aware of an Incident involving Data by either Contractor or any of Contractor’s Subcontractors, Contractor shall notify USBE within one calendar day and cooperate with USBE regarding recovery, remediation, and the necessi...
	37.8.2. Contractor shall produce a written remediation plan that includes information about the cause and extent of the Incident, and the actions Contractor will take to remediate the Incident and reduce the risk of incurring a similar type of Inciden...
	37.8.3. In the event of an Incident, Contractor shall provide USBE or its designated representatives with access 7 days a week, 24 hours a day, for the purpose of evaluating, mitigating, or resolving the Incident.
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