AMENDMENT
to
MEMORANDUM OF UNDERSTANDING
DEPARTMENT OF BETWEEN THE
WORKFORCE UTAH DEPARTMENT OF WORKFORCE SERVICES
AND THE
UTAH STATE OFFICE OF REHABILITATION
AND THE
UTAH STATE BOARD OF EDUCATION
FOR

COMMON CLIENT INFORMATION EXCHANGE AND SYSTEM ACCESS AGREEMENT

AMENDMENT # _1_To AGREEMENT#_15-MOU-0053

TO BE ATTACHED TO AND MADE A PART OF the above numbered Memorandum of Understanding
by and between the State of Utah, DEPARTMENT OF WORKFORCE SERVICES, referred to as
DWS, UTAH OFFICE OF REHABILITATION, referred to as USOR, and the UTAH STATE BOARD
OF EDUCATION (formerly Utah State Office of Education), referred to as USBE.

THE PARTIES AGREE TO AMEND THE MEMORANDUM OF UNDERSTANDING FOLLOWS:

1., Contract period:
October 1, 2015 (Original starting date)

September 30, 2020 (Current ending date)
September 30, 2025 New ending date

2. Other Changes: Change Utah State Office of Education to reflect current name of Utah State
Board of Education, Add Data Elements, and update contacts as described in Attachment A.

3. Effective Date: January 1, 2020

4. Attachments
Amendment 1 to Attachment A: Additional Data Elements and updated Contacts

All other conditions and terms in the original agreement and previous amendments remain the same.

IN WITNESS WHEREOF, the parties sign and cause this Amendment to be executed.

A

A — 4Re me 0) 3/ 2020
7 [

Jon P(gna/o/t, Executive Director Date

Utah Department of Workforce Services

Wéyn// 1/30/2020

Sarah Brenna, Executive Director Date
Utah Offire of Relabilitation .

1/‘&7_/10

Sydneg/Dickson, State Superintendent Date of
Public Instructlon
Utah State Board of Education
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15-MOU-0053 Amendment 1, Changes to Attachment A

AMENDMENT #1 to ATTACHMENT A
Additional Data Elements

This Amendment is made to the Memorandum of Understanding (MOU) between Utah
Department of Workforce Services (DWS), Utah State Office of Rehabilitation (USOR),
and Utah State Board of Education (USBE) with effective date of October 1, 2015.

It is mutually understood and agreed by and between the undersigned contracting parties to
amend the MOU as follows:

The original MOU Attachment A states:

USOE to DWS and USOR (Utopia Access):
Program outcomes

Completion Dates

Grades

Academic Level Gains

Educational Functioning Level (EFL) Gains
Contact Hours (Instructional or Non-Instructional)
Age

Adult Basic Education (ABE)

Adult High School Completion (AHSC)

English Language Learner (ELL)

Disability (self-declared)

SSN (if available)

Employment Goals

Closure Reason(s) and Date(s)

Transition to post-secondary of UCAT

High School Equivalency Diploma and Carnegie Unit Diploma
Funding course/code (K-12/Adult Ed)

Academic Assessment(s) and Date(s)

By this Amendment #1, ATTACHMENT A is amended to include the following
additional data elements:

credits attempted

credits earned

course code/course name
entry date

exit date

grade/mark
diploma/GED awarded

All other terms and conditions in the MOU shall remain in full force and effect.
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15-MOU-0053 Amendment |, Changes to Attachment A

Updated Contacts

USBE

Whitney Phillips, Ph.D., Chief Privacy Officer
Utah State Board of Education

250 East 500 South

Salt Lake City, UT 84111

801-538-7523
Whitney.phillips@schools.utah.gov

Adam Litte, IT Analyst

Utah State Board of Education
250 East 500 South

Salt Lake City, UT 84111
801-538-7638
Adamé.little@schools.utah.gov

USOR

Emily Stirling, Policy Coordinator
1595 West 500 South

Salt Lake City, UT 84104
801-887-9510

estirling@utah.gov

DWS

MeLauni Jensen, MIS Manager
140 East 300 South

Salt Lake City, UT 84111
385-235-2848
mpjensen(@utah.gov
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MEMORANDUM OF UNDERSTANDING
BETWEEN THE
UTAH DEPARTMENT OF WORKFORCE SERViICES
AND THE
UTAH STATE OFFICE OF REHABILITATION
AND THE
UTAH STATE OFFICE OF EDUCATION
FOR A
COMMON CLIENT INFORMATION EXCHANGE AND SYSTEM ACCESS AGREEMENT

Purpose

The Department of Workforce Services (DWS) and the Utah State office of Rehabilitation (USOR)
and the Utah State Office of Education (USOE) shall enter into an information sharing agreement
governing access to and disclosure of information for evaluating and reporting education and
workforce information for common clients.

Period of Performance

This Agreement is effective October 1, 2015 through September 30, 2020 with the option to
renew for up to five years unless terminated sooner in accordance with the terms and
conditions herein. Termination or modifications to the agreement shall be made in writing with
the mutual consent of the parties.

Data Elements
DWS, USOE and USOR will provide information as described in Attachment A - Data Elements.

Legal Authority

A. Workforce Innovation and Opportunity Act, 29 USC § 3122(d)(11)(B), and § 3123(b)(14),
requires the local workforce development board to coordinate activities with education
and training providers, including local agencies administering plans under title | of the
Rehabilitation Act of 1973, and enter cooperative agreements with such entities to
enhance the provision of services to individuals with disabilities, including sharing of
information regarding individuals with a barrier to employment.

B. Wagner-Peyser Act, as amended (29 U.S.C. 49 et seq.)

C. Utah Employment Security Act, Utah Code Annotated Subsection 35A-4-312(S)(i).

D. Utah Code Annotated Subsection 63 G-2-206(2) Government Records Access and
Management Act (GRAMA) permitting private, protected, or controlled records to be
provided to another governmental entity if it is necessary to the performance of that
entity’s duties and functions, will be used for a purpose similar to the purpose for which
the information in the record was collected, and the public benefit outweighs the
individual privacy right that protects the record.
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E.

Utah Centralized New Hire Registry Act, Utah Code Annotated Subsection 35A-7-107
(1)(b) permitting private records to be accessed for state agencies which use financial
information in determining eligibility for public assistance programs.

V. Data Transmission and Security

A.

Parties will have whole disk encryption on computers used for accessing or storing
reports from the data. Each agency will limit access to its information and system using
appropriate security controls in accordance with the most recent NIST 80053 guidelines
in transmitting, encrypting, storing, and maintaining DWS data:
http://www.nist.gov/publication-portal.cfm and comply with the State of Utah
Information Technology Resources Acceptable Use Policy:

http://dts.utah.gov/employee-state/statewide-dts-policies/index.php.

The parties shall provide names and contact information for users authorized to access

information and systems and notification of changes in user authorization. DWS will give
authorized users read rights to extract files on a secure DWS FTP server. DWS will send
a file via SFTP server and notify the technical contact at USOR/USOE that the file is ready
for the match. USOR/USOE will process the match and upload the prepared aggregate
information back to the SFTP server, notifying DWS when complete.

The parties shall send all data requests permitted under this agreement to the contacts
listed and include the name and contact information for the authorized recipient and
the expected date of file transfer. The data will be sent only to the authorized recipient
through a secure encrypted electronic data file transmission (csv format via secure FTP).

VI.  Disclosure and Confidentiality

A.

G.

USOR employees accessing UWorks must agree to the terms of and sign the State of
Utah DWS 3" Party Access Request Form (Attachment B).

Information obtained under this Agreement shall only be used to support the valid
administrative needs of the Agency and shall not be disclosed for any purpose other
than those specifically authorized by this Agreement. Agency employees and volunteers
must sign the Department of Workforce Services Non-disclosure Agreement
(Attachment B).

Authorized Agency employees shall only query information for individuals who are
applying for or participating in Agency’s programmed services.

Agency shall have sufficient safeguards in place to ensure the information obtained is
used only for the purpose disclosed.

Information in electronic format shall be stored and processed in such a way that
unauthorized persons cannot retrieve the information by computer, remote terminal, or
any other means.

The information shall not be stored on any server accessible from the Internet or by
unauthorized Agency personnel.

At the request of DWS, the Agency shall identify ail Agency personnel, by position,
authorized to request and receive information.
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H. Agency shall instruct all authorized personnel regarding the private nature of the
information and sanctions specified in Utah State law against unauthorized disclosure.

I.  Wage record confidentiality: Each agency shall follow the confidentiality protection
provisions of the Federal-State Unemployment Compensation (UC) Program;
Confidentiality and Disclosure of State UC Information; Confidentiality and Disclosure
Requirements, 20 CFR 6034 and 603 .9 for wage record confidentiality until such time as
the Secretary of Labor issues new confidentiality regulations. Thereafter, each agency

shall follow the new regulations.

J.  Re-disclosure of wage record information is limited to public officials or their agents
whose duties fall within the Wagner-Peyser Act, as amended (29 U.S.C. 49 et seq.);
Workforce Investment Act of 1998 (WIA), (29 US.C. 2801 et seq.) P.L. 106-113;
Workforce Innovation and Opportunity Act, (29 USC 2101 et seq) P.L. 113-128; and Utah
Code, Section 35A-4-312(5)(e), or to private entities on the basis of informed consent of
the individual or the employer to whom the information pertains.

K. Wage record informed consent requirement: a signed release must contain the
following: (a) a specific statement that indicates the individual/employer’s information
will be released, (b) a statement that indicates what the private entity needs the release
for, (c) a clear statement informing the individual that the private entity may use
information from State governmental files, and (d) a statement indicating all parties
who may receive the information released (UIPL 23-96 Disclosure of Confidential
Employment Information to Private Entities).

L. Wage Records — Unlawful access or disclosure penalties: Any person who knowingly and
willfully requests or obtains wage records under false pretenses, or any person who

knowingly and willfully discloses any such information in any manner to any individual
not entitled under law to receive it shall be guilty of a misdemeanor and fined not more
than $5,000 under federal law (UIPL 11-89, Attachment lit), and /or guilty of a class A
misdemeanor with a sentence of imprisonment not exceeding one year and/or fine not
to exceed $2,500 under Utah law (Subsection 76-8-1301(4)). Any person whose
information was negligently or knowingly disclosed without authorization may bring a
civil action for damages or such other relief as may be appropriate against any officer or
employee (UIPL 11-89, Attachment tl).

M. Adult Education Program completion confidentiality: Each agency shall follow the
confidentiality protection provisions of the Federal Education Records Privacy Act, 20
U.S.C. § 1232g, and its implementing regulations. Non-aggregate adult education
records will only be released with written consent from the identified student or
pursuant to another lawfully recognized exception to FERPA.

VIl.  Security Plans
All parties will:
A. Store any records provided by one of the other parties in an area that is physically
secure from access by unauthorized individuals at all times.
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B. Maintain each other’s records only until such time that the records are no longer
necessary and at that point, the records will be securely disposed of except for
disclosed information possessed by any court. Disposal means return of the
information to DWS or destruction of the information. Disposal includes deletion of
personal identifiers by DWS in lieu of destruction. The information disclosed must not
be retained with personal identifiers for longer than needed to fulfil the purposes of
this agreement.

C. Refrain from duplicating the provided records other than as required for disaster
recovery.

D. Report any data breach to DWS immediately on discovery and cooperate to mitigate
any concerns.

VIII. Indemnity
The parties to this agreement are governmental entities as defined in the Utah Governmental
Immunity Act (Utah Code Ann. 63G-7-101 et. seq.). Nothing in this Contract shall be construed
as a waiver by either or both parties of any rights, limits, protections or defenses provided by
the Act. Nor shall this Contract be construed, with respect to third parties, as a waiver of any
governmental immunity to which a party to this Contract is otherwise entitled. Subject to and
consistent with the Act, each party will be responsible for its own actions or negligence and will
defend against any claims or lawsuit brought against it. There are no indemnity obligations
between these parties.

IX. Monitoring
Parties shall permit each other the right of a compliance review to ensure that the provisions of
the agreement are upheld and will maintain a system sufficient to allow an audit of its
compliance with the disclosure and confidentiality and access to data sections above. USOR,
USOE and DWS shall permit authorized representatives from each respective agency and any
federal agency with statutory oversight responsibility for the data being shared to make on-site
inspections to ensure that the requirements of this contract and federal statutes and regulations
are being met.

X. Funds Accountability
The Deficit Reduction Act of 1984 requires that agencies utilizing income and eligibility
verification systems provide reimbursement costs incurred by agencies in furnishing the data. 42
USC 1320b-7(a)(7), 42 USC 503 and 20 CFR 603.8.

It is presumed that the value and volume of information shared between DWS and USOR and
USOE are approximately equal and there is not a need for each agency to reimburse the other
for the information received. Exceptions to this provision will be negotiated between
authorized individuals for each agency on a case-by-case basis consistent with 20 CFR 603.8 and
603.10.
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XI.  Ratification
It is understood and agreed that the effective date of this Agreement is the date of
commencement of services as provided in the Period of Performance paragraph above, and that
any and all appropriate information sharing between said effective date and the date on which
this agreement is fully executed are hereby approved and ratified.

Xll.  Upon signature, this MOU hereby replaces all other previously executed information sharing
agreements between the parties.

Contact Information

USOR

Mike Brooks, Project Manager
1595 W 500 S

Salt Lake City, Utah 84111
801-897-9524

mjbrooks@utah.gov

Josh Scott, IT Analyst
250E500S

Salt Lake City, UT 84111
801-538-7979

josh.scott@schools.utah.gov

USOE

Marty Kelly, Education Coordinator
250E 500 S

Salt Lake City, UT 84111

(801) 538-7824

Marty.Kelly@schools.utah.gov

Adam Little, IT Analyst
250E500S

Salt lake City, UT 84111
801-538-7638
Adam.Little@schools.utah.gov

Mistyamber Reynolds
250 E 5005

Salt Lake City, UT 84111
801-538-7611

MistyAmber.Osborne@schools.utah.gov
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DWS

Collin Peterson, Workforce Research and Analysis Division MIS Manager
140E300S

Salt Lake City, UT 84111

(801) 526-9721

cimayne@utah.gov

Elizabeth Carver, Workforce Development Division Program Manager (UWORKS)
140E300S

Salt Lake City, UT 84111

(801) 514-1017

ecarver@utah.gov

Signatures
In witness whereof, the parties sign and cause this Memorandum of Understanding to be
executed.

20

on Pierpont, Execydtive Director Date

%L—/—\ 22 maz 201§

Darin Brush, Executive Director Date
Utah State Office of Rehabilitation

e 3/22//0

Sydnee Dickson, Interim State Superintendent Date
of Publi¢ Instruction

Utah State Office of Education
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ATTACHMENT A
DATA ELEMENTS

Barriers to Employment: All parties will share barriers to employment, as outlined by the Workforce
Innovation and Opportunity Act, 29 USC § 3141 (d)(2)(H) for identification and reporting purposes for
common customers.

Case Management Information:

FROM DWS TO USOR AND USOE (UWORKS to AWARE and UTopia):

e SSN (in file, but not displayed)

e Customer Name

e Mailing Address

e Home Phone (nothing if a home phone doesn't exist)
e Birth Date

e Open eREP case (Yes/No)

e Primary Counselor Name

Primary Counselor Phone

Open UWORKS Program Enrollment(s) and Start Date(s)
UWORKS Services

Open Employment Plan (Y or N) and Start Date
Employment Plan Goal (null if no open plan)

Job Search Status (Y if active otherwise N)
Customer's email address

Academic Score(s) and Date(s)

e Enrollment Closure Reason(s) and Date(s)

DWS to USOR and USOE (State Directory of New Hire):

¢ Transmission date

e Employee SSN

e First name

¢ Middle name

e Last Name

¢ Date of hire

e Employer name

e Employer address to include city, state, and zip

DWS to USOR and USOE (Quarterly Wage Data):
e Transmission date
e Employee SSN
¢ First name
e Middle name
e Last Name
e Quarterly wage
e Employer name
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FROM USOR to DWS and USOE (AWARE to UWORKS and UTopia):

e SSN (in file, but not displayed)
e Customer Last Name

e Customer First Name

e Customer Middle Initial
e Street Address

e Street City

e State Street State

e UZp

e StreetZip

e Telephone Number

e Email Address

e Birth Date

e Application Date

e Eligibility Date

e |PE Date
e |PE Goal
e SOCCode

e Current Status (Applicant, Order of Selection, Extended Evaluation, Post Employment, Closed
not Accepted, Rehabilitated, Closed Unsuccessful after IPE, Closed Unsuccessful before IPE,
Closed from Order of Selection, Other or null)

Significant Disability (Not Significant, Significant, Most Significant, Unknown or null)
Counselor Name

Counselor Address

Counselor City

Counselor State

Counselor Zip

Counselor Phone

USOE to DWS and USOR (UTopia Access):

e Program outcomes

e Completion Dates

e Grades

e Academic Level Gains

e Educational Functioning Level (EFL) Gains
e Contact Hours (Instructional or Non-Instructional)
e Age

e Adult Basic Education (ABE)

e Adult High School Completion (AHSC)

e English Language Learner (ELL)

e Disability (self-declared)

e SSN (if available)

e Employment Goals
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e Closure Reason(s) and Date(s)

e Transition to post-secondary or UCAT

e High School Equivalency Diploma and Carnegie Unit Diploma
e Funding source/code (K-12/Adult Ed)

e Academic Assessment(s) and Date(s)
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ATTACHMENT B
STATE OF UTAH
Department of Workforce Services

DWS 3%° PARTY ACCESS REQUEST FORM
Revised 6/22/2015
(e-mail) DWS_DATA_SECURITY@utah.gov (Fax) 801- 526-9288
(Mail originals to DWS Admin North; DWS Data Security; 140 E. 300 South, SLC 84111)

USER INFORMATION (Complete All Fields)

3™ Party Agency Name:

3" Party Agency Contract or Agreement Number (if applicable):

Agency Contract Business Office Location:

USER NAME WORK PHONE ( | R
Non-State: Last 4 digits of SSN: Sister Agency: State EIN
Current Mainframe Log-on ID: Previous State Employment Logon id:

New/Re-instated | | Delete User | | Access Change [ | USER E-MAIL ADDRESS:

Effective Date /_/___ (Default is date received) Until date / / (Temporary use)

REQUESTED ACCESS

[ 1 ESHARE (Will need @utah.gov email created and VPN access)

[ ] EREP (STATE Agency Only) Profile:

[ 1 CONTENT MANAGER IMAGING VIEW

[ ] ULUNEMPLOYMENT TRANSACTIONS: WBPS [] WAGE DATA | |

[ 1 UWORKS NOTE: User must complete the “Accessing Confidential Information” course in CMS.

JOB TITLE: Office: Team:

Desktop Logon ID: Desktop Context:

[ 1 OTHER SPECIAL ACCESS:

Please, indicate another of your agency’s 3rd party user with same requested access:

Special instructions/comments:

Read and Sign the Securig Agreement on the Back of This Form

DWS Data Security Only: GROUP: _WSSNWPAC Log id:

DWS DISCLOSURE OFFICER Signature: Date




DTS DATA SECURITY Signature: Date

Page 2
DWS COMPUTER SECURITY POLICY STATEMENT

Computer system resources and information of the Department of Workforce Services are information technology assets of the State of
Utah and must be protected. This includes protection from unauthorized disclosure, modification, or destruction, whether accidental or
intentional.

Managers, employees, or users of information technology assets are subject to all requirements and sanctions of Federal and State statute,
and administrative rules. Policies and procedures regarding proper use, ethics and conduct while using information technology assets
either purchased or developed must also be followed.

Proper use is defined as employees, contractors, outside agencies and volunteers being responsible to see that State information
technology assets are used in an effective, ethical and lawtul manner.

Users of electronic mail, voice mail, and facsimile, as applicable, must be aware that they are non-confidential means of electronic
Messaging and/or document exchange for government related use and are subject to monitoring. Brief personal messages will be
allowed; as long as these messages are not too excessive, do not interfere with the normal conduct of business, do not involve
solicitation, do not involve a for-profit personal business activity, or have the potential to embarrass the DWS. Users must be aware of
the value and sensitivity of the information they are sending and may need to select a more conventional and secure method of delivery.
Items such as chain letters are not to be forwarded via any State communication/distribution systems (electronic or otherwise).

Third Party employees who maintain additional commercial software on their workstations, i.e., local disk drives or other write able
media must do so in compliance with all licensing and copyright laws. The employee must also maintain documentation to identify
inventory and ownership information. Prior to loading any software, you must contact your local LAN Administrator.

Each employee is encouraged to review the State of Utah Information Technology Resources Acceptable Use Policy for further
information. This document can be found on the Internet at

https://dws.utah.gov/Infosource/D WSAdminPolicy/DWS Administrative Policy Manual.htm under 1700 Information Technology:;
also, review Administrative Rules found at http:/www.rules.utah.gov/publicat/code/r895/r895.htm; or copies can be obtained from the
Office of Technology, Security Group.

Access to State IT resources is given on a need-to-know basis only. This is authorized only by certitied owners of the specific resource.
Any unauthorized or improper use of networks, files, software, or providing access to others by disclosing access codes, passwords,
and/or leaving active workstations unattended, etc., may result in corrective action and discipline in accordance with Utah Administrative
Rule R477-9-1, or Utah Administrative Code, R477-11 found at Internet address: http://www.rules.utah.gov/publicat/code/r4 77/r477.htm
and may include prosecution under state and federal statues. Access, including queries, are logged and stored.

I understand there are confidentiality regulations including specific IRS, SSA, and NDNH data that govern DWS. I understand that I will
be provided direction and/or training on various confidentiality and disclosure requirements and that my supervisor can provide
information and direction. I will only use the information tor purposes specifically authorized in the contract or agreement between my
agency and the Department of Workforce Services. 1 agree to comply with program confidentiality requirements specified in that
contract or agreement. I understand that failure to safeguard confidential data from may result in penalties, including fines, costs of
prosecution, dismissal from employment, and imprisonment.

I have read and understand the State of |tah Information Technology Resourges Accegtable Use nollg and agree to abide with

USER SIGNATURE DATE__
USER NAME (print)

SUPERVISOR NAME (print) PHONE
SUPERVISOR SIGNATURE DATE

**SUPERVISOR’S SIGNATURE IS ACKNOWLEDGING THIS INDIVIDUAL HAS BEEN TRAINED IN DWS
CONFIDENTIALITY AND NON-DISCLOSUER POLICIES. **

APPROVING AUTHORITY NAME (print) PHONE

APPROVING AUTHORITY SIGNATURE DATE




***Supervisors or the Approving Authority must notify the Technical Support Specialist at their location and WIT Security
when an employee’s access to IT resources must be removed because of termination, transfer, or other reasons.



ATTACHMENT C

NON-DISCLOSURE AGREEMENT

Each Contractor employee or volunteer and each Sub-Contractor employee or volunteer who
has access to Customer personal information must sign this Non-Disclosure A greement upon
hire. A signed copy of this Agreement must be in each employee’s/volunteer’s file subject to
inspection and review by the Department of Workforce Services (DWS).

The Contractor and its employees and volunteers will comply with the following measures to
protect the privacy of the information released under this agreement against unauthorized access
or disclosure.

1. The information shall be used only to the extent necessary to assist in the
purposes identified within this Agreement and shall not be re-disclosed for any
purposes not specifically authorized in this contract.

2. The information shall be stored in a place physically secure from access by
unauthorized persons.

3. Information in electronic format shall be stored and processed in such a way that
unauthorized persons cannot retrieve the information by computer, remote
terminal or any other means.

4, Precautions shall be taken to ensure that only authorized personnel are given
access to on-line files.

S. The Contractor/Grantee shall instruct all authorized personnel regarding the
private nature of the information and that they are subject to State and Federal law
penalties for unauthorized disclosure of information.

6. The Contractor/Grantee shall permit DWS or any other authorized State or
Federal Agency to make on-site inspections to insure that the requirements of this
contract and all applicable State and Federal laws, statutes and regulations are
being met.

7. The Contractor agrees to hold DWS harmless for any damages arising out of the
unauthorized disclosure of confidential or private information from DWS records.

Signature Date

Print Name
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