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This Data Sharing Agreement (" Agreement" or "DSA ") is entered into between the 

Utah State Board of Education ("Board" or "USBE") and Department of Workforce 

Services ("DWS"), together the "parties"; 

WHEREAS, USBE has constitutional and statutory authority for the general control and 

supervision of the public education system pursuant to the Utah Constitution Article X, 

Section 3 andUtahCodeAnn. §53E-3-401; 

WHEREAS, the Board is subject to the Family Educational Rights and Privacy Act 

(FERPA), 20 U.S.C. § 1232g and its implementing regulations, 34 C.F.R., Part 99, and also 

the Student Data Protection Act (Utah Code Title 53E Chapter 9 Part 3) which require written 

consent for disclosure of personally identifiable information contained in education records 

unless specific statutory exemptions which allow data sharing are applicable; 

NOW THEREFORE, in consideration of the mutual promises contained herein, the 

parties agree as follows: 

1. Purpose: This agreement sets out the requirements for direct certification and 

direct verification in consideration of the Child Nutrition and WIC 

Reauthorization of 2004 (Public Law 108-265) for the agencies administering 

the Child Nutrition Programs (USBE-CNP) and the Supplemental Nutrition 

Assistance Program (SNAP). 

2. Data Sharing: The Utah Government Records Access Management Act permits 

private or controlled records to be provided to another governmental entity if it is 

necessary to the performance of that entity's duties and functions, will be used for 

a purpose similar to the purpose for which the data in the record was collected, 

and the public benefit outweighs the individual privacy right that protects the 

record. (U.C.A. §630-2-206(2)). 

3. Data Elements: DWS will send USBE in an automated electronic daily transfer 



of data to be used to directly certify children for free school meals. Data must be 

encrypted in transit and at rest using a method that is FIPS 140-2 compliant. 

DWS will provide USBE with the following data: 

1. APP FIRST {Pl on the case) 

2. APP _Ml {Pl on the case) 10 ADDR3 

3. APP_ LAST (Pl on the case) 11. CITY 

4. STUDENT_FIRST (Child) 12. STATE 

5. STUDENT_MI (Child) 13. ZIP 

6. STUDENT_LAST (Child) 14. COUNTY 

7. DATE_OF_BIRTH (Child) 15. ASSISTANCE TYPE 

8. ADDRI 16. STUDENT GENDER 

9. ADDR2 17. CASE# (SNAP ONLY) 

4. Data Security: Access to Data: Parties will have encryption that is FIPS140-2 

compliant on laptops or devices used for accessing or storing reports from the 

data. The parties shall comply at all times with the most recent NIST 800-53 

guidelines for transmitting, encrypting, storing and maintaining DWS data, and 

comply with the State of Utah Information Technology Resources Acceptable 

Use Policy. 

5. Data Disposal: USBE will dispose of data disclosed or obtained, and any copies 

thereof after the purpose for this agreement is served, except for disclosed data 

possessed by any court. Disposal means return of the data to DWS or destruction 

of the data. Disposal includes deletion of personal identifiers by USBE in lieu of 

destruction. The data disclosed must not be retained with personal identifiers for 

longer than needed to fulf
i

l the purposes of this agreement. 

6. Unauthorized Access to Stored Data: Data either in electronic format or in 

hardcopy paper format, shall be stored and/or processed in such a manner that 

unauthorized access is prevented DWS and USBE will secure the data in their 

respective repositories in a manner to protect internal confidential files (e.g. 

public assistance customer data, such as Financial, Food, Child Care, and 

Medical Assistance, case management aild employment planning data, and wage 

data). USBE will train to the requirement of section 4, Data Security, of this 

DSA. 

7. User Training: USBE agrees to train users accessing, disclosing, or receiving 



data under this DSA, including on relevant statutes prescribing confidentiality 

and safeguarding requirements, re-disclosure prohibitions except as expressly 

allowed, and penalties for unauthorized access or disclosure. Disclosure officers 

for each agency have the right to review disclosure-training programs for each 

agency and require any changes necessary to said programs. 

8. Security Plans: DWS and USBE's system security plans must include 

provisions warning of the potential statutory sanctions for individuals who 

violate access and disclosure provisions. Additionally, DWS and USBE must 

assure each other that procedures governing sanctions and individual corrective 

actions under applicable statutory authority will be pursued and taken against 

individuals who violate terms of this agreement. 

9. Monitoring: DWS and USBE shall permit each other the right of a compliance 

review to ensure that the provisions of the Agreement are upheld and will 

maintain a system sufficient to allow an audit of its compliance with the 

disclosure and confidentiality and access to data sections above in this 

agreement. 

1 O. USBE Responsibilities: 

a) The USBE will receive an automated electronic daily transfer of data to 

be used to directly certify children for free school meals. 

b) The USBE will match DWS's data with its student enrollment data to 

identify students receiving SNAP, T ANF, or Foster Care assistance. 

c) USBE will work with the LEAs, upon directly certifying a child for free 

school meals, to ensure LEAs will notify the parent(s) of the child's 

approval for benefits through a letter sent to the parent's home. 

11.DWS Responsibilities: 

a) DWS will provide the USBE with the data necessary to directly certify 

children who are receiving benefits under the Supplemental Nutrition 

Assistance Program, T ANF funded programs, and/or Foster Care 

assistance for free school meals. 

b) DWS will also notify households newly approved for SNAP benefits that 

they are eligible for free school meals. 

12.Indemnity: USBE and DWS are governmental entities as defined by the Utah 

Governmental Immunity Act. Title 63G, Chapter 7 of the Utah Code. Consistent 

with the terms of this Act, it is mutually agreed that each party is responsible and 



liable for its own wrongful and negligent acts which it commits or which a 

recommitted by its agents, officials, or employees. Neither party waives any 

defenses otherwise available under the Governmental Immunity Act. 

13.Eligibility Requirements: Participation in the SNAP, TANF cash assistance, or 

Foster Care assistance program verifies a school age child's eligibility for free 

meals. DWS determines eligibility for these programs. Participation in the 

programs may be used by the USBE to determine a child's eligibility for free 

school meals. 

14.Points of Contact: 

Department of Workforce Services 
Patrick Spencer 
ESD Contracts Specialist 
50 E. Center Street 
Provo, UT 84606 
Phone: (801) 344-1713 
pspencer@utah.gov 

Department of Workforce Services 
Erin Cockerham 
Eligibility Program Specialist 
140 E 300 S 
Salt Lake City, UT 84111 
Phone: (801) 707;,,2630 
ecockerham@utah.gov 

Utah State Board of Education 
Tammi Walker 
Business Analyst 
250 East 500 South 
Salt Lake City, UT 84111 
Phone: (801) 538-7920 
Tammi.Walker@schools.utah.gov 

Utah State Office of Education 
Kathleen Britton 
Director 
250 East 500 South 
Salt Lake City UT 84111 
Phone: (801) 538-7755 
Kathleen.Britton@schools.utah.gov 

15.Data Disclosure & Confidentiality Requirements: Wage data, public 



assistance data, and disability status are confidential and not subject to 

disclosure. However, disclosure is permitted if the following circumstances are 

met: 

a) Each agency shall have sufficient safeguards in place to ensure the 

disclosed data is used only for the purpose disclosed. 

b) Each agency may only request/query data for individuals who are 

applying for or participating in respective services. 

c) Public assistance record confidentiality: Each agency shall follow the 

confidentiality protection provisions of Utah Code Annotated, Title 63G, 

Government Records Access Management Act for public assistance 

record confidentiality. 

d) Re-disclosure of public assistance record data is limited to public officials 

who may receive the data under Utah Code, Subsection 630-2-206(2) or 

to private entities with the informed consent of the individual to whom the 

data pertains. 

e) Utah Code Annotated, Section 630-2-801 provides criminal penalties for 

the unlawful disclosure of public assistance records. Any person with 

lawful access to such record and who intentionally discloses, provides a 

copy of, or uses records provided under this DSA knowing that the 

disclosure is prohibited is guilty of a class B misdemeanor. Any person 

who by false pretenses, bribery, or theft, gains access to or obtains a copy 

of any such record to which he is not legally entitled is guilty of a class B 

misdemeanor. The penalty for a class B misdemeanor is imprisonment for 

a term not to exceed 6 months and/or a fine not to exceed $ 1 ,000. 

16. Termination: This DSA is effective upon signature of both parties and shall 

continue in effect unless modified in writing by the mutual consent of both 

parties or terminated by either party upon 30 days prior written notice to the 

other party. DWS or the USBE may terminate this DSA without prior notice if 

deemed necessary because of a requirement of law or policy, upon determination 

by the DWS or the USBE that there has been a breach of system integrity or 

secmity by either party, or a failure by either party to comply with established 

procedures or legal requirements. 

17. User Training: Parties agree to train authorized users accessing data under this 



DSA, on relevant statutes prescribing confidentiality and safeguarding 

requirements, disclosure prohibitions and penalties for unauthorized access or 

disclosure. Parties shall have the right to review disclosure training and request or 

suggest any changes necessary. 

18. Monitoring: The pm.ties shall permit each other the right of a compliance review to 

ensure that the provisions of the Agreement are upheld and will maintain a system 

sufficient to allow an audit of its compliance with the disclosure and confidentiality and 

access to data sections above this Agreement. 

19. Amendments: This Agreement may only be am�nded by the mutual written 

agreement of the parties. No provision in this Agreement may be waived, except 

pursuant to a writing executed by the party against whom the waiver is sought to be 

enforced Any such waiver shall not be construed as a waiver by such party of any 

subsequent breach under this Agreement. 

20� Public Information: The parties agree that this Agreement will be a public 

document, andmay be available for public and private distribution in accordance 

with the State of Utah's Government Records Access and Management Act 

("GRAMA"). Each party gives the other express permission to make copies of this 

Agreement in accordance with GRAMA. 

21.Entire Agreement: This Agreement constitutes the entire agreement between 

the parties and supersedes any and all other prior and contemporaneous 

agreements and understandings between the parti�s, whether oral orwritten. 

22. Governing Law: This Agreement shall be governed by the laws, rules, and 

regulations of the State ofUtah. 

23.Assignment: Neither party may assign any of its rights under this Agreement, 

except with the prior written consent of the other party. 

IN WITNESS WHEREOF, the Parties sign and cause this Agreement to be executed. 

orkforce Services 

ydnee ickson,. Ed.D. Date 
Utah State Superintendent of Pt1blic Instruction 


