
AGREEMENT 
Between : 

Utah Department of Workforce Services, 
Utah Data Research Center 

Utah State Board of Education, 
State Board of Regents, and 

Utah System of Technical Colleges, 
Hereinafter known as "Parties", 
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This Agreement Is entered Into this JL. day of$,\!\ :f , 2018 by and between Utah Department 
of Workforce Services ("DWS"), the l,ltah Data Researc~ Center ("UDRC''), Utah State Board of 
Education ("USBE"), State Board of Regents aka Utah System of Higher Education l"USHE"), and Utah 
System of Technical Colleges ("UTECH''}. 

WHEREAS, the UDRC was created within the Workforce Research and Analysls Division of DWS 
by Utah Code Ann. §3SA-14•201 to establish a data center for the receipt and collection of the 
data for the purposes provided herein as defined by the participating entitles; 

WHEREAS, the participating entitles are OWS, USBE, USHE, and UTECH; and 

WHEREAS, those entitles desire to enter Into this Agreament regarding the sharing of their d11ta, 
and for the purpose of USBE, USHE, and UTECH designating UDRC as their lndlvldual and 
collective agent or authorized representative as the case maybe for the purpose of holding and 
dealing with such data as provided herein. 

NOW THEREFORE, for and In consideration of their mutual covenants contained herein, the 
parties agree as follows: 

PURPOSE OF THIS AGREEMENT: 

The parties to this Agreement seek to create a contractually-bound agency or representative 
relationship to collect, hold and use data pursuant to the letter and spirit of the legislation establlshlns 
the Utah Oata Research Center (UDRC). Providing such data wlll benefit all parties In that this 
collaborative effort wlll support the formation of evidence-based research, and pollcy for the state of 
Utah through longltudlnal record matching, 

LEGAL AUTHORIZATION: 

The parties are authorized to enter1nto this Agreement concerning the providing of private Information 
pursuant to the provisions of the Utah Data Research Act (UCA 3SA·14-301) which specifically authorizes 
the UDRC to collect and hold data from "Participating Entitles" which Is defined to Include the DWS, 
USBE, USHE, and UTECH, 

Additional authorldng and controlling statutes Include general prlnclples of agency, the Workforce 
Innovation and Opportunity Act, 29 USC,3122(d)(2)(B} and 3123(bl(l)(A); the Wagner-Peyser Act, as 
amended 29 u.s.c. 49 et seq.; the Utah Employment Security Act, Utah Code Ann. §3SA•4·312(S)(l); the 
Utah Government Records Access and Management Act, Utah Code Ann, §63G•2·206(2); and the rules 
adopted pursuant thereto, ihls Agreement contains the provisions required by the Family Education 
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Rights and Privacy Act (FERPA) for the disclosure of personally ldentlflable Information without student 
or parental consent. 20 U,S.C. §1232g and Its Implementing regulations at 34 CFR Part 99, and pursuant 
to guidance provided by the United States Department of Education. 

SCOPE OF AGREEMENT AND CONFIDENTIALITY OF DATA 

The goal of this Agreement Is to support research for developing public pollcy, evaluation of state and 
federal programs, Improving the quality of Instruction and education In Utah, and assessing the 
employability of Utah sraduates. As such, agsregate data showing trends and patterns may be 
published; however, under no circumstance wlll personally Identifiable Information be released to the 
publlt or published. All parties to this Agreement must ensure the privacy of the lndlvlduals concerned 
with regard to their employment records and education records as that term Is defined In 34 CFR 99,3. 

Data provided by the parties to UORC may Include sensitive and confidential Information or other data 
not provided to the public. The confidentlallty of Information provided by the parties to UDRC will be 
maintained In accordance with the terms of this Agreement and all federal and state statutes, 
regulations, and policies, If a party provides Information from a private data source, that party Is 
responsible for advising the UDRC and the other parties of any contractual restrictions for the use of the 
data and clearly Identify the data subject to those restrictions. In addition, the parties wlll comply with 
the followlng measures to protect the privacy of the Information against unauthorized access or 
disclosure: 

1. OWS and UORCwlll protect and llmit access to UDRC data according to the terms of this 
Agreement by using appropriate security controls In accordance with the most recent NIST 800-
53 goldellnes, and State of Utah l!nterprlse Information Security Polley and security standards, 

2. UDRC will lnltlally receive any educational record from USBI:, USHE, and UTECH as that party's 
agent, and UDRC accepts that position as an agent and shall not redlsclose any educational 
record except as provided In this Agreement or as mutually agreed to In a written amendment 
to this Agteement. In those situations where UDRC shall conduct studies, audits, orevaluatlons 
of a federal or state supported education program, USBE, USHE, and UTECH hereby designate 
UDRC 11s their authorized representative, as that term Is defined In F~RPA. In those situations 
where UDRC will provide data to a third party researchers, UDRC shall ensure that the data ls 
de-Identified and not linkable to personal Identifying lnformntlon and shall use a written 
agreement to ensure the third party researcher complies with the confldentlallty terms of this 
Agreement, 

3. DWS and UDRC, acting as UDRC, may supply de-Identified education data upon request for 
research purposes only perthe provisions of 311 CFR 99,3l(b), De-Identified data fs data lacking 
personally Identifiable Information, speclflcally, as defined by FERPA 34 CFR section 99.3 
''Personally Identifiable Information." This definition Includes, but ls not limited to: student's 
name, address, social security number, date of birth. 

4. DWS and UDRC, acting as UDRC, shall provide the parties with access to the UDRC data to use 
for their own studies In accordance with the legal authorizations and security stlpulatlons 
outlined In this Agreement, The parties shall undertake precautions to ensure only authorl?ed 
personnel are given access to disclosed data stored In computer systems. 
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5. After the data Is collected, connected, and de-Identified as defined In UCA 35A-14·102(5), UDRC 
may provide data In accordnnce with section 3SA·14-302, provided that any Information 
contained In a completed research project does not contain personally Identifiable Information. 
Only authorized DWS employees shall store or view personally Identifiable data used h1 making 
data queries or conducting research from using UDRC data. 

UDRC may release de-Identified student level data from education records for the purpose of 
education research by attaching a code to each record that may allow the recipient to match 
Information received from the same source, pl'ovlded that: 
a. UDRC does not disclose any Information about how It generate& and assigns a record code, or 
that would allow a recipient to Identify a student based on a record code; 
b. The record code Is used for no purpose other than Identifying a de•ldent!Oed record for 
purposes of education research and cannot be used to ascertain personally ldentlhable 
Information about a student; and 
c, The record code Is not based on a student's social security number or other personal 
Information, 

6. Data of any type, whether de-Identified or aggregate, wlll not be released If there is a 
reasonable possibility of Identifying the lndivlduals lnvol11ed or their parents. This would 
normally Include situations where the described characteristics could be attributed to ten or 
fewer records, Such aggregate data may be released In reports only If such reports are prepared 
In a w,w that they will not reveal the Identity of any specific lndlvldual or parent or employer 
and, to the knowledge of the preparer, wlll not allow Information concerning any lndlvldual or 
parent or employer to be reasonably Inferred by either direct or Indirect means through 
mathematical manlpulatlon of the published data. 

7. The data shell be stored In a place physically secure from access by unauthorized persons. Data 
In electronic format shall be stored and processed In such a way that unauthorized persons 
cannot retrieve the data by computer, remote terminal, or any other means, 

8. T~e resulting database will not be stored on any server accessible directly from the Internet or by 
unauthorized agency personnel. 

9, Parties shall Identify all agency officials, by position, authorized to request and receive 
personalty Identifiable Information from UDRC when appllcable. 

10, DWS and U0RC, acting as UDRC, shall Instruct Its authorized personnel regarding the private 
nature of the data, the confidentiality requirements of this Agreement and of the followlng 
sanctions spectrled In Utah State law against unauthorized disclosure: 

a. Section 3SA·11·312(7) of the Utah Code provides that use of private Information 
obtained from DWS for an unauthorlied purpose violates Section 78•8·1301(4) of the 
Utah Code and Is guilty of a r;lass C misdemeanor. 

b. Section 53E-9-310 of the Utah Code (Student Data Protection Act) provides that any 
Individual who knowingly permits unauthorized collecting, sharing or use of student 
data may be found guilty of a class A misdemeanor. 
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c, Section 63G·2-801(l)(a) of Utah Code provides "A public employee or other person who 
has lawful access to any private, controlled, or protected record under this chapter {the 
Government Records Access and Management Act), and who Intentionally discloses, 
provides a copy of, or Improperly uses a private, controlled, or protected record 
knowing that the disclosure or use Is prohibited under this chapter, Is, except as 
provided In subsection 53• 5•708( ll(c), guilty of a class 8 misdemeanor," 

d, Section 63G·2-80.l{2l(a) of the Utah Code provides penalties against any person who by 
false pretenses, brlbery1 or theft gains access to or obtains a copy of any private, 
controlled or protected record to which he Is not legally entitled, and classlnes such acts 
as class B misdemeanors, 

11, DWS and UORC, acting as the UDRC, will Immediately report any actual or reasonably suspected 
breach of dlsclosure requirements to the other parties within 48 hours of hi!Vlng receiving 
notice of the actual or reasonably suspected breach, The notice shall tnclude a description or the 
personally Identifiable Information which was dlsclosed along with all relevant details, as they 
arise, concerning the disclosure. Breach In this case Includes any unauthorized release of 
personally Identifiable Information as that term ls defined at 34 C~R 99.3. ows and UDRC, acting 
as the UORC, shall permit any party, as well as any federal agency with statutory oversight 
responslblllty for the data being shared, to make on-site Inspections to ensure that the 
requirements of this Agreement and federal statutes and resulatlons are being met. 

12, DWS and UDRC, acting as UORC, shall maintain a system sufficient to allow an audit of 
compliance with the requirements of this Agreement regarding the confidentiality of data, 

13, In regard to data provided by OWS, parties understand that DWS Is required by 20 CFR 
603,9(b)(2) to 11Perlodlcally audit a sample of transactions accesslns Information dlsclosed under 
that section to assure that the entity receiving disclosed Information has on file a written release 
authorizing each access, The audit must ensure that the Information Is not being used for any 
unauthorized purpose," 

14, DWS will treat data furnished by all parties through UDRC with the same concern for privacy and 
security as any other private data which DWS handles. The data wlll only be made available to 
Individuals who need that information In order to perform their duties, always consistent with 
34 CFR 99.31, 

COMMUNICATION WITH UDRC 

In order for DWS and UORC, actlng as UDRC, to efficiently manage and maintain the database, each 
party shall provide UDRC with a 11st of the data elements the party will be providing to the UORC as well 
as a data dictionary describing the data elements, Each party shall also provide timely notice to the 
UDRC of any changes to the data element It provides. Parties will communicate with the OWS contact 
person listed below, or their deslgnee. 

REIMBURSEMENT FOR COSTS 
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Each party Is a recipient of ftmils approprla,ed to It by the State of Utah for Its role In supporting a 
statewide data system for public: education, higher education and workforce data, 

As required by 20 CFR 603.lO(b){lv) and 20 CRF 603,08, DWS agrees the Vill\le and volume of Information 
shared between DWS and the other parties Is essentlally the same and there Is not a need for the 
parties to reimburse DWS for the Information shared from the Unemployment Insurance dlvlsloy1 p(' 

v.-c6t.\\ L)t----'<-
DWS and UORC, acting as UORC, shall not charge USBl:,~r I.JSHE any fee for their access to and use °Mtf 

the Information collected by UDRC under this Agreemellt, 

UDRC may charge a fee to a requester of data research pur.suant to Section 3SA•14-302(6). 

MODIFICATION, DURATION AND TERM OF AGREEM~NT 

Amendments to tha Agreement must be made In writing and signed by an authorlted representative of 
all Parties. The Parties anticipate that this Agreement wlll 11& amended to Include the sharing of data 
from lhe Utah Department of Health, 

This Agreement Is effective from the above written date through June 30, 2022 unless terminated 
sooner. Termination of this Agreement may be made by anv party, without cause, by providing written 
notlte to all other parties 30 days prior to the Intended date of termination, By September 30, 2021 the 
parth!S shall discuss whether they desire to renew, amend or e1<tend this AIJraurnent to a later date. This 
term provision ha$ been Inserted l11to this Agreement 8$ Is required by 34 CFR 99,31(a)(6)(111)(C)l1}. 

MAINTENANCE AND OE.STRUCTION OF Rl:CORDS AND INFORMATION• 

Any and all peri;onally ldentlflable Information collected and stored pursua.nt to this Aaraement shall be 
destroyed by PWS and UDRC, ilttlng as UDRC, In accordam:e with 94 CFR 99,Sl(a)(6)(111)(8) and (C)(4) 
and 20 CFR 6D3,9(bl(1)(vl), DWS shall dispo$e of the personally ldentiflable Information dlsclosed to or 
obtained by UORC within 180 days after the purpose for which the Information Is dl,closed ls served, It 
Is undetstood by the partle$ that the Information disclosed to OWS Is for th11 purpO$e of creating and 
maintaining the UORC program and that purpose wllf continue so long as the program continues. 
Disposal means the destruction of the Information. 

l:NTIRe AGREEMENT 

This Agreement constitutes the entire agreement between the parties and supersedes any and all other 
prior and contemporaneous agrnamants and understandlnl,tS between the parties, whether oral or 
written. This Agreement does not modify or change any of the obligations the parties have to one 
another pursuant to Memorandum of Understanding regarding the IJtah Data Alliance, 

CONTACT INFORMATION 

ows and UORC 
Carrie Mayne, Division Director 
140 l:ast aoo south 
Salt Lake City, Utah 84111 
801-526-9721 
c)mayne@utah,gov 



USHE 
Joseph A Curtln, PhD 
Assistant Commisslonar, lnstltutlonal Research & Analysts 
Office of the Commissioner of Higher Educatlori 
Soard of Regents Building, The G11teway 
60 South 400 West 
Salt hke City, Utah 84101 
(801) 321-7121 
Jeurtln@ushe.edu 

USBE 
Scott !ones, Deputy superintendent 
Utah State Board of Education 
250 East 300 South 
Salt Lake City, Utah 84114 
scott,Jones@schoots.utah.gov 

UTECH 
Zachary Barrus 
Assistant Commissioner for Institutional Research & Analysis 
Utah System of Technical Colleges 
310 South Main, Suite 1250 
Salt Lake City, Utah 84101 
(801) 341-6000 

SIGNATURES 
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IN WITNESS WHEREOF, the p(lrtles have caused this Agreement to be signed by their duly authorized 
representatives on the above written date. 

DWS,UDRC 
Utah Department of Workforce Servlcas 

USBE 
Utah State Board of Education 
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Sydnee Dickson 
State Superintendent of Public Instruction 

USHE 

Davld Buhler 
Commissioner of Higher Education 

UTECH 
Utah system of Technlcal Colleges 

Dave Woolstenhulme 
Commissioner of Technical Education 
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Each party Is a recipient of funds appropriated to It by the State of Utah for Its role In supporting a 
statewide data system for public education, higher education and workforce data, 

As required by 20 CFR 603,lO{b}(lv) and 20 CRF 603.08, DWS agrees the value and volume of Information 
shared between DWS and the other parties Is essentially the same and there ls not a need for the 
parties to reimburse DWS for the Information shared from the Unemployment Insurance dlvlslo'Yl_ • _ or 

v:<~1..\\ .U~ J 
DWS and UDRC, acting as UDRC, shall not charge USBE,~r USHE any fee far thelr access to and use oL _ I) J JI. . N 
the Information collected by UDRC under this Agreement. ~ \J 

UDRC may charge a fee to a requester of data re.search pursuant to Section 3SA·l4·302(6l, 

MODIFICATION, DURATION AND TERM OF AGREEMENT 

Amendments to the Agreement must be made In writing and signed by an authorized representative of 
all Parties. The Parties antklpate that this Agreement wlll be amended to Include the sharing of data 
from the Utah O~partment of Health, 

This Agreement ls effective from the above written date through June 301 2022 unless terminated 
sooner. Termination ofthls Agreement may be made by any party, without cause, by providing written 
notice to all other parties 30 days prior to the Intended date of termination. By September 30, 2021 the 
parties shall discuss whether they desire to renew, amend or eKtend this Agreement to a later date. This 
term provision hiis been Inserted Into this Agreement as Is required by 34 CFR 99,3l(a1{6)(111)(C)(1). 

I 

MAINTENANCE AND DESTRUCTION OF RECORDS AND INFORMATION• 

Any and all personally Identifiable Information collected and stored pursuant to thls Agreement shall be 
destroyed by DWS and UORC, acting as UORC, In accordance with 34 CfR 99.31(a)(6)(111)(B) and (C)(ll) 
and 20 CFR 603.9(b)(1)(vl). DWS shall dl$pose of the personally Identifiable Information disclosed to or 
obtained by UDRCwlthln 180 days after the purpose for which the Information Is disclosed Is served. It 
Is tmderstood by the parties that the Information disclosed to OWS Is for lhe purpose of creating and 
maintaining the UDRC program and that purpose will c;ontlnue so long as the program continues. 
Dispose( ,neans the destruction of the Information. 

ENTIRE AGREEMENT 

This Agreement constitutes the entire agreement between the parties and supersedes any and all other 
prior and contemporaneous agreements and understandings between the parties, whether oral or 
written. This Agreement does not modify or change any of the obligations the parties have to one 
another pursuant to Memorandum of Understanding regarding the Utah Data Alliance. 

CONTACT INFORMATION 

owsand UORC 
Carrie Mayne, Division Director 
140 East 300 South 
Salt Lake City, Utah 8'1111 
801-526•9nl 
cJmayne@utah.gov 



USHE 
Joseph A Curtin, PhD 
Assistant Commissioner, lnstttutlonal Research & Analysis 
Office of the Commissioner of Higher Education 
aoard of Regents Building, The Gateway 
60 South 400 West 
Salt lake City, Utah 84101 
(801) 321-7121 
Jcurtln@ushe.edu 

USBE 
ScottJones, Deputy Superintendent 
Utah State Board of Education 
250 East 300 South 
Salt Lake City, Utah 84114 
scott,Jones@schoo1s.utah.gov 

UTECH 
Zachary Barrus 
Assistant Commissioner for Institutional Research & Analysis 
Utah System of Technical Colleges 
:uo South Main, Suite 1250 
Salt lake City, Utah 84101 
(801) 341-6000 

SIGNATURES 
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IN WITNESS WHEREOF, the parties have caused this Agreement to be signed by their duly authorized 
representatives on the above written date. 

DWS,UDRC 
utah Department of Workforce Services u,h,..h t>~ '2.ts Mt?Jn Cen{e r 

~{L~ 
USB!l 
Utah State Board of Education 
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Sydnee Dickson 
State Superintendent of Public Instruction 

USHE 
State Board of Regents 

David Buhler 
Commissioner of Higher Education 

UTECH 
Utah System of Technlcal Colleges 

4d4
s 

aveWoolstenhulme 
;:::--

Commissioner of Technical Education 




