DWS Contract # 18-MOU-0056

AGREEMENT
Between |
Utah Department of Workforce Services,
Utah Data Research Center
Utah State Board of Education,
State Board of Regents, and
Utah System of Technical Colleges,
Herainafter known as “Partles”,

This Agreement Is entered Into this A/, day of Q/w A €, 2018 by and between Utah Department
of Workforce Services {"DW5"), the Utah Data Research Center ("UDRC"), Utah State Board of
Education {"USBE"), State Board of Regents aka Utah System of Higher Education {"USHE"), and Utah
System of Technical Colleges ("UTECH"}.

WHEREAS, the UDRC was created within the Workforca Research and Analysls Division of DWS
by Utah Code Ann, §35A-14-201 to establish a data center for the recelpt and collection of the
data for the purposes provided herain as defined by the particlpating entities;

WHEREAS, the participating entitles are DWS, USBE, USHE, and UTECH; and

WHEREAS, those entities desire to enter Into this Agreament regarding the sharing of thelr data,
and for the purpose of USBE, USHE, and UTECH deslgnating UDRC as their individual and

collactive agent or authotized representative as the case maybe for the purpose of holding and
desling with such data as provided herein.

NOW THEREFORE, for and In consideration of their mutual covenants contalned hereln, the
pacties agree as follows: ‘

PURPQSE OF THIS AGREEMENT:

The parties to this Agreement seek to craate a contractually-hound agency or representative
relationship to collect, hold and use data pursuant to the latter and spirit of the legislation establishing
the Utah Data Research Center {UDRC). Providing such data will benefit all partias In that this
collaborative effort will support the formation of evidence-basad research, ahd pollcy for the state of
Utah through longitudinal record matching,

LEGAL AUTHORIZATION:

The parties are authorlzed to enter into this Agreement concerning the providing of private information
pursuant to the provisions of the Utah Data Resaarch Act (UCA 35A-14-301) which spacifically authorlzes
the UDRC to collect and hold data from “Participating Entitles” which {5 defined to include the DWS,
USBE, USHE, and UTECH,

Additional authorizing and canteolling statutes Include general principles of agency, the Workforce
Innavation and Opportunity Act, 28 USC 3122({d){2)(B} and 3123(b){1)(A); the Wagner-Peyser Act, as
amended 29 U.5.C. 49 et saq.; the Utah Employmant Security Act, Utah Code Ann, §35A-4-312(5)(}); the
Utah Government Records Access and Management Act, Utah Code Ann, §69G-2-206(2); and the rules
adopted pursuant thereto, This Agreement contains the provisions required by the Famlly Education
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Rights and Privacy Act (FERPA) for the disclosure of persanally identiflable Information without student
or parental consent, 20 U,5.C, §1232g and its Implementing regulations at 34 CFR Part 89, and pursuant
to guidance provided by the Unlted States Department of Education,

SCOPE OF AGREEMENT AND CONFIDENTIALITY OF DATA

The goal of this Agraement Is to support research for developing public policy, evaluation of state and
federal programs, Improving the quality of Instruction and education in Utah, and assessing the
employabliity of Utah graduates. As such, aggragate data showing trends and patterns may be
published; however, under no circumstance will personally identiflable Information be released to the
publlc ar published, All parties to this Agreament must ensure the privacy of the individuals concerned
with regard to their employment records and education records as that term Is defined in 34 CFR 99,3,

Data pravided by the parties to UDRC may Include sansltive and confidentfal information or other data
not provided to the public. The confidantlality of information provided by the partles to UDRC wilt he
malntained In accordance with the terms of this Agreement and all federal and state statutes,
regulations, and policies. (f a party provides information from a private data source, that party is
responsible for advising the UDRC and the other partles of any contractyal restrictions for the use of the
data and clearly identify the data subject to those restrictions, In addition, the parties will comply with

the following measures to protect the privacy of the informatlon against unauthotlzed access or
disclosure:

1, DWS and UDRC will pratect and limit access to UDRC data according to the terms of this
Agraement by using appropriate security contrals In accordance with the mast racent NIST 800-
53 guldelines, and State of Utah Enterpiise Information Securlty Pollcy and secutlty standards,

2, UDRCwlliinitially recelve any educational record from USBE, USHE, and UTECH a5 that party’s
agent, and UDRC accepts that position as an agent and shall not redisclose any educational
record except as provided In this Agreement or as mutually agreed to in a written amentdment
to this Agreement. In those sltuations where UDRC shall conduct studies, audits, or evaluations
of a federal ar state supported education program, USBE, USHE, and UTECH hereby deslgnate
UDRC as their authorized representatlve, as that term Is defined in FERPA. In those situations
where UDRC will provide data to a third party researchers, UDRC shall ensure that the data is
de-identifled and not finkable to personal identifying information and shall use a written
agreement to ensure the third party researcher complles with the confidentiality terms of this
Agreement.

3. DWS and UDRC, acting as UDRC, may supply de-identified education data upon request for
research purposes only per the provisions of 34 CFR 99,31(b), De-identified data Is data facking
personally identifiable information, specifically, as defined by FERPA 34 CFR section 99.3
“Personally Identifiable information." This definition Includes, but Is not limited to: student’s
name, address, soclal security number, date of birth, -

4. DWS and UDRE, acting as UDRC, shall provide the parties with access to the UDRC data to use
for thelr own studies in accordance with the legel authorlzatlons and sacurlty stipulations
outlined In this Agreement, The parties shall undertake precautions to ensure only authorlzed
personnel are given access to disclosed data stored In computer systems,
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After the data is collected, connected, and de-identified a5 defined In UCA 35A-14-102(5), UDRC
may provide data in accordance with sectlon 35A-14-302, provided that any Informatlon
contained in a completed research project does not contaln personally identifiabla information.
Only authorizad DWS employees shall store or view personally Identiffable data used in making
data queries or conducting research from using UDRC data.

UDRC may release de-identified student level data from education records for the purpose of
education research by attaching a code to each record that may allow the reciplent to match
informatlon received from the same source, provided that:

a. UDRC does not disclose any Information about how It generates and asslgns a record code, or
that would allow a reciplent to identify a studens based on a record code;

b, The record code is used for no purpose other than identifying a de-ldantified racord for
purposas of education research and cannot be used to ascertain personallv Idantifiable
Information about a student; and

¢ The record code is not based on a student's social security number or other personal
information,

Data of any type, whether de-Identifted or aggregate, will not be released If there is a
reasonable possibility of identifying the individuats involved or their parents. This would
normally Include situatlons where the described characteristics could be attributed to ten or
fewer records, Such aggregate data may be released in reports only If such reports are prepared
in a way that they will not reveal the identity of any specific individual or parent or employer
and, to the knowledge of the preparer, will not allow information concerning any Indlvidual or
parent or employer to be reasonably inferred by elthar direct or Indirect means through
mathematical manipulation of the published data,

The data shall be stored In a place physically secure from accass by unauthorized persans. Data
in electronic format shall be stored and processed in such a way that unauthorized persons
cannot retriave the dats by computer, remote terminal, or any other means.

The resuiting database will not be stored on any server accessihle directly from the Internet or by
unauthorized agency personnel,

Partles shall identify all agency officlals, by position, authorized to request and recelve
personally identifisble information from UDRC when applicable,

10, DWS and UDRC, acting as UDRC, shall instruct its authorized personnel regarding the private

nature of the data, the confidentiality requirements of this Agreement and of the following
sanctlons specifled in Utah State law agalnst unauthorlzed disclosure:

2. Section 35A-4-312(7) of the Utah Code provides that use of private Information
obtalned from DWS for an unauthorized purpose violates Sectlon 78-8-1301(4) of the
Utah Code and is gullty of a class C misdemeanor,

b. Section 538-9-310 of the Utah Code {Student Data Protection Act) provides that any
individual who knawingly permits unauthorized collecting, sharing or use of student
data may be found gullty of a class A misdemeanor,
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¢, Section 63G-2-801{1)(a} of Utah Code provides "A public employee or other person who

has fawful access to any private, controlled, or protected record under this chapter [the .

Government Records Accass and Management Act], and who Intentlonally discloses,
provides a copy of, or improperly uses a private, controlled, or protected record
knowing that the disclosure or use Is prohiblted under this chapter, Is, except as
provided in Subsection 53~ 5-708( 1)(c}, gullty of a class B misdemeanar.”

d, Section 636-2-801{2)(a) of the Utah Code provides penalties agalnst any person who by
false pretenses, bribery, or theft galns access to or abtains a copy of any private,
controlled or protected record to which he s not legally entitled, and classifies such acts
as class B misdameanors,

11, DWS and UDRC, acting as the UDRC, will immediately report any actual or reasonably suspected
breach of disclosure requirements to the other parties within 48 hours of having recelving
notlce of the actual or reasonably suspected breach, The notlce shall Include a description of the
personally identifiable Information which was disclosed along with all relevant detalls, as they
arlse, concerning the disclosure, Breach in this case includes any unauthorized release of
personally identifiable Information as that term Is definad at 34 CFR 99.3. DWS and UDRC, acting
as the UDRC, shall permit any party, as well as any federal agency with statutory oversight
responsibliity for the data being shared, to make on-site Inspections to ensure that the
requirements of this Agreement and federal statutes and regulations are belng met.

12, DWS and UDRC, acting as UDRC, shall maintaln a system sufficlent to allow an audit of

compllance with the requirements of this Agreement regarding the confldentlality of data,

13, In regard to data provided by DWS, parties understand that DWS s required by 20 CFR
603,9(b){2} to "Perivdically audit a sample of transactions accessing informatlon disclosed under
that sectlon to assure that the entity receiving disclosed Informatlon has on file a written release
authorlzing each access, The audit must ensure that the information Is not being used for any

unauthorlzed purpose.”

14, DWS will treat data furnished by all parties through UDRC with the same cancern for privacy and
security as any other private data which DWS handles. The data will only be made available to
individuals who need that information in order to perform thelr duties, always consistent with

34 CFR99.31,

COMMUNICATION WITH UDRC

In order for DWS and UDRC, acting as UDRC, to efficiently manage and maintain the database, each
party shall provide UDRC with n list of the data elements the party will be providing to the UDRC as well
as a data dictionary describing the date elements. Each party shall also provide timely notice to the
UDRC of any changes to the dota element it provides. Partles will communlcate with the DWS contact
person listed below, or thelr designee.

REIMBURSEMENT FOR COSTS
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£ach party Is a reciplent of funds appropriated to it by tha State of Utah for its role in supporting a
statewlde data system for public education, higher education and workforce data,

As required by 20 CFR 603, 10(b){lv) and 20 CRF 603,08, DWS agrees the value and volume of information

shared between DWS and the other partles Is essentially the same and there is not a nead for the

parties to reimburse DWS for the information shared from the Unemployment Insurance division } Q__
(eb\\ £

DWS and UDRC, acting as UDRC, shall not charge USBE, or LUSHE any fes for thelr access to and use of

the information collected by UDRC under this Agreament,

UDRC may charge a fee to a requester of data research pursuant to Sectlon 35A-14-302(6).

MODIFICATION, DURATION AND TERM OF AGREEMIENT

Amendments to the Agreement must be made in writing and signed by an suthorhked representative of
all Parties. The Parties anticipate that this Agreement will he amendad to include the sharing of data
from the Utah Department of Heaith,

This Agreement Is effective from the abave written date through June 30, 2022 unless terminated
sgoner, Termination of this Agreement may be made by any party, without cause, hy providing wrltten
notica to all other parties 30 days prior to the intended date of termination, By September 30, 2021 the
parties shall discuss whether they desire to renaw, amend or extend this Agraement to a later dats. This
term provislon has been insetted Into this Agreement as is required by 34 CFR 99.31(a}(6}INC){1).

MAINTENANCE AND DESTRUCTION OF RECORDS AND INFORMATION:

Any and all personally identifiable Information collected and stared pursuant to this Agraement shall be
tlestroyed by OWS and UDRC, acting as UDRC, In accordance with 34 CFR99.31{a){6){M1)(B) and {C){4)
and 20 CFR 603.9{bj{1)(vi). DWS shall dispose of the personally ldentiflable information disclosed to or
ohtained hy UDRC within 180 days after the purpose for which the Information Is disclosed Is served, it
Is understoad by the partias that the Infarmation distlosad to DWS Is for tha purpose of creating and
malntalning the UPRC program and that purpose will continue so lohg s the program contlnues,
Disposal means the destructlon of the infarmation.

ENTIRE AGREEMENT

This Agraement constitutes the entire agreement between the partles and supersedes any and all other
prior and contemporaneous agreemants and understandings between the partles, whether oral or
written, This Agreement does not modify or change any of thes obligations the parties have to one
anather pursuant to Memerandum of Understandlng regarding the Utah Dats Alliance,

CONTACT INFORMATION

DWS and UDRC

Carrle Mayne, Division Director
140 East 30D South

Salt Lake City, Utah 84111
801-526-9721
cjmayne@utah.gov
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USHE

Inseph A Curtln, PhD

Assistant Commissionar, Institutional Research & Analysls .
Office of the Commissioner of Higher Education

Board of Regents Bullding, The Gateway

60 South 400 West

Salt Lake Clty, Utah 84101

{801) 321-7121

Jeurtin@ushe.edu

USBE

Scott Jones, Deputy Superintendent
Utah State Board of Education

250 East 300 South

Salt Lake City, Utah 84314
scottJones@schools.utah.gov

UTECH

Zuchary Barrus

Assistant Commissioner for Institutlonal Research & Analysis
Utah System of Technital Colleges

310 South Main, Suite 1250

Salt Lake City, Utah B4101

(801) 341-6000

SIGNATURES

SN WITNESS WHEREOF, the parties have caused this Agreement to be signed by their duly authorlzed
representatives on the above writien date,

DWS, UDRC

Utah Department of Workforce Services (whah Dore 2L S canh Cenk
Jon Pler’pogfg r);v - Atnorized Bepresentwhye,
Exacutive ctor, WS [

USBRE

Utah State Board of Education
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Sydnee Dickson
State Superintendent of Public Instruction

USHE
State Board of Regents

A

David Buhler
Commissioner of Higher Education

UTECH
Utah System of Technlcal Colleges

Dave Woolstenhulme
Commilssioner of Technical Education
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Each party ls a recipient of funds appropriated to it hy the State of Utah for its role In supporting a
statewlde data system for public education, higher education and workforce data,

As requlred by 20 CFR 603,10{b){iv) and 20 CRF 603.08, DWS agrees the value and volume of Information
shared between DWS and the other partles Is assentially the same and there Is not a need for the
parties to relmburse DWS Jor the Informatiaon shared from th\s Unemployment Insurance divislon, e(
(G ., -
DWS and UDRC, acting as UDRC, shall not tharge USBE, of USHE any fee for thelr access to and use of \>
the Infarmation collected by UDRC under this Agraeme’n\t. Ogd fA’ %

UDRC may charge a fea to a requester of data rasearch pursuant to Section 35A-14-302(6},

MODIFICATION, DURATION AND TERM OF AGREEIVIENT

Amendments to the Agreement must be made in writing and signed by an authorlzed reprasentative of
sll Partles. The Parties antlcipate that this Agreement wili be amended to Include the sharlng of data
from the Utah Department of Health,

This Agreement is effective from the above written date through June 30, 2022 unless terminated
sooner, Terminatlon of this Agreement may be mada by any party, without cause, by providing weitten
notlce to all other partles 30 days prior to the Intended date of termination. By September 30, 2021 the
partles shall discuss whether they desire to renew, amend or extend this Agreement to a later date. This
term provislon has been Inserted into this Agreement as Is raquired by 34 CFR 99.31{a}{6){II){C){1).

i
MAINTENANCE AND DESTRUCTION OF RECORDS AND INFORMATION:

Any and all personally Identifiable Information collected and stored pursuant to this Agreement shall be
destroyed by DWS and UDRC, acting as UDRC, ln accordance with 34 CFR 99,31(a)(6)(1)(8) and (C}{(4)
and 20 CFR 603.9{b){1)(vi). DWS shall dispose of the personally [dentifiable information disclosed to or
ohtalned by UDRC within 180 days after the purpose for which the information s disclosed Is served, It
is understood by the partles that the Information disclosed to DWS Is for the purpose of creating and
malntalning the UDRC program and that purpose will continue so long as the program continuaes,
Disposal means the destruction of the Infarmation,

ENYIRE AGREEMENT

This Agreement constitutes the entire agreement between the partles and supersedes any and all ather
prior and contemporaneous agreaments and understandings betwean the parties, whether oralor
written, This Agreement does not modify or change any of tha obligations the partles have to one
another pursuant to Memorandum of Understanding regarding the Utah Data Alliance,

CONTACT INFORMATION

DWS and UDRC

Carrle Mayne, Division Director
140 East 300 South

Sait Lake City, Utah 84111
801-526-9721
cjmayne@utah.gov
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USHE

Joseph A Curtln, PhD

Assistant Commissloner, Instifutional Research & Analysls
Office of the Commissioner of Higher Education

Board of Regents Bullding, The Gateway

60 South 400 West

Salt Lake City, Utah 84101

{801) 322-7121

Jeuriin@ushe.edu

USBE

Scott Jones, Deputy Superintendent
Utah State Board of Educatlon

250 East 300 South

Salt Lake City, Utah 84114
scott.Jones@schools.utah.gov

UTECH

Zachary Barrus

Assistant Commissioner for Institutlonal Research & Analysis
Utah System of Technlcal Colleges

310 South Maln, Suite 1250

Salt Lake City, Utah 84101

(801) 341-6000

SIGNATURES

1IN WITNESS WHEREOF, the parties have caused this Agreement to be signed by thelr duly authorized
representatives on the above written date.

DWS, UDRC
Utah Department of Workforce Services Wwhah 'DML'ZfS eanh Cen¥e

(]

anéler‘pdmgcl“’ " Awinorizd Bepresenhhve.
Executive Birector, DWS

U3BE
Utah State Board of Education
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Sydnee Dickson
State Superintendent of Public Instruction

USHE
Stata Board of Regents

David Bubler
Commissioner of Higher Education

UTECH
Utah System of Technlcal Colleges

ave Woolstenhulme
Commissioner of Technical Education
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