








30, FORCE MAJEURE: Neither party to this Contract WIii be held responsible for delay or default caused by fire, riot, act of 
God, and/or war which Is beyond that party'e reasonable control. The State Entity may terminate this Contract after 
determining such delrzy wlll prevent successful performance ofthle Contract. 

31. CONFIDENTIALITY: If Confidential Information Is disclosed to Contractor, Conlractor shall: (I} advise Ifs agents, officers, 
employees, partners, and Subconlraolors of the obUgallons set fot1h In this Contract; (11) keep all Confldenllal Information 
strlctly conffqentlal; and (Ill) not disclose any Confldentlal Information received by It to any third parties. Contractor wlll 
promptly notify the State En lily of any potential or actual misuse or misappropriation of Confidential Information. 
Conlraolor shall be responsible for any breach or !his duly of confldenllal!ty, Including any required remedies and/or 
notifications under applicable law. Contra.otor shall Indemnify, hold harmless, and defend the State Entlly and the State of 
Utah, Including anyone for whom the Slate Enllly or the State of Utah Is II able, from claims related to a breach of this duly of 
confldenllallly, Including any nollficallon requirements, by Contraolor or anyone for whom the Conlraotor Is llabla, 
Upon lermlnallon or expiration .of this Contract, Contraolor will return all copies of ConfldenHal Information to the State Entity 
or oerllfy, In wrll!ng, Iha! the Confidential lnfurmallon has been destroyed. This duty of confldentlallly shall be ongoing and 
survive the 1armlnallon or expiration of this Contract. 

32. PUBLICITY: Contractor shall eubmll to Iha Stale Entity for written approval all adverllslng and publicity matters relallng to 
this Contract, It Is wllhln the Slate Entity's sole dlsoreilon whether to provide approval, which mus! be done In wrlllng. 

33. CONTRACT INFORMATION: Contractor shall provide lnformallon regarding job vacancies to 1he Slate of Ulah Department 
of Workforce Services, which may be posted on lhe Department of Workforce Services website. Posted lnfonnatfon shall 
Include the name and contact Information for Job vacancies. This Information shall be provided to the State of Utah 
Deparlment of Workforce Services for the duration of this Contraot. This requirement does not preclude Contractor from 
adverllslngJob openings In other forums throughout lhe State of Utah, 

34. INDEMNIFICATION RELATING TO INTBLLECTUAL PROPERTY: Conlraclor wlll Indemnify and hold Iha State Enllly and 
Iha State of Utah harmless from and agalnsl any and all damages, expenses (Including reasonable allorneys' fees), claims, 
Judgments, llabllltlea, and costs In any action or claim brought against the State Entity or the State of Utah for Infringement 
of a third party's oopyrlghl, trademark, trade secret, or other proprietary right. The par1las agree that If there are any 
llmltatlons of Conlraolor'a llablllly, such llmllallons of liability wlll not apply to this section. 

36. OWNERSHIP IN INTELLECTUAL PROPERTY; The Slate Entity and Conlraolor agree that each has no right, Ulla, Interest, 
proprietary or otherwise In the lntelleolual property owned or 1/censed by the other, unless olherwlse agreed upon by Iha 
parties In wrlllng, All deliverables, documents, records, programs, data, articles, memoranda, and other materials not 
developed or licensed by Contractor prior to the exeoullon of this Contract, but spec!lloa\ly created or manufactured under 
this Conlraot shall be considered work made for hire, and Contractor shall transfer any ownership claim to the Slate Entlly. 

36. WAIVER: A waiver of any right, powar, or privilege shall not be construed as a waiver of any subsequent right, power, or 
privilege. 

37. ATTORNEY'S FEE!S: In the event of any Judicial action to enforce rights under this Contraot, the prevalllng party ehall be 
entitled Us coats and expenses, Including reasonable attorney's fees Incurred In oonneotlo11 wUh suoh action. 

38, PROCUREMENT ETHICS: Conlraclor understands lhat a person who Is Interested In any way In the sale of any supplies, 
services, constl\lcllon, or Insurance to Iha Slate of LIiah Is violating the law If the person gives or offers to give any 
compensation, gratuity, contribution, loan, reward, or any promise thereof to any person ao11ng as a procurement officer on 
behalf of the Stale of Utah, or lo any person In any officlal capacity participates In \he procurement of such eupplles, 
services, construollon, or Insurance, whether It Is given for their own use or for Iha use or benefit of any other person or 
organlultlon. 

39, DISPUTE R.ESOLUTJON: Prior to either parly filing a Judlolal proceeding, Iha parties agree lo participate In 1he medlallon of 
any dispute. Toe State Enttly, after consultallon wllh the Contractor, may appoint en expert or panel of experts to assist In 
the resolution of a dispute. If the State t=nllly appoints such an expert or panel, State Entity and Contraolor agree to 
cooperate In good fallh In providing Information and dooumenls lo Iha expert or panel In an effort 1o resolve the dispute. 

40, ORDER OF PRECEDENCE: In lhe event of any confllot In the terms and conditions In this Contraot, the order of 
precedence shall ba: (f) !his Atlaohment A; (fl) Contract Signature Page(s); (Ill) the Slate of Ulah'a addlllonel terms and 
concUllons, If any; (Iv) any other attachment fisted on the Contract Signature Page(s)i and (v) Contraclol's terms and 
oondlllons that are atlaohed lo lhfs Contract, If any. Any provision attempting to llmfl the llabllity of Conlraolor or limit the 
rights ofU1e State Enllly or tile State of Ulsh must be In writing and attached lo this Conlraot or It Is rendered nul[ and void. 

41. SURVIVAL OF TERMS: Termination or expiration of this Contract shall not extinguish or prejudice the Stale Entit,Y'e right to 
enforce this Conlraot With respeot to any default or defect In the Seivloes that hae not been cured. 

42. SEVERABILITY: The invalldlly or unenforoes.bll\ly of any provision, term, or oondlUon of this Contract shall not affect the 
valldlly or enfor-ceablllly of any other provision, term, or condition of this Conb'act, which shall remain In full force E1nd effect, 

43. ENTIRE AGREEMENT: This Conlraot constitutes the enllre agreement between Iha parties and supersedes any and all 
other prior and contemporaneous agreements and understandings between lhe parties, whether oral or written. 

(Revision date: 21 August2016) 
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ATTACHMl:NT a: SlANIJARD INFORMATION TECHNOLOGY TERMS AND CONDITIONS 
(FOR NON-DTS CONTRACTS ONl. Y) 

1, CONTRACTOR ACCESS TO SECURE STATE: FACll.lTIES, STATE OF UTAH DATA, ANO STATE OF UTAH TECHNOLOGY: 
An employee or Subcontractor of Contractor Is required to complete a federal criminal background oheok If said employee or 
Subcontractor wlll have access to Stale of Utah faollllles, Slate ofUtah data, or Stale of Utah technology. "Stale of Utah data" Includes 
nonpubllo data, non-publlo personal Information data, oonndantlal lnfom1atlon, or protected health lnforrnallon. Contractor shall 
provide the State Entity wllh sufficient personal Information (al Contractor's own expense) so that a federal crfmlnal background 
check may be completed by 1he State Entity at Slate Entity's expense, The Stale Entity wlll also provide Contractor with a Disclosure 
Form a.nd Ccnfidentlallly Agreement whloh must be completed by Contraclor end re1urned to the Slate EnUly. Additionally, eaoh 
employee of Contraolor or Subcontractor who will have access to seoure Stale of Utah facllllles, State of Utah data, or State of Utah 
teohnology, will be scheduled by1he Stale Entity to be fingerprinted at a minimum of one week prior to having such access. At the 
tlme of nngerprlnllng, said employee of Conlraotol' or Subcontractor will disclose, In full, any past record of felony or misdemeanor 
convlollcns. The State Enllly Is authorized to conduct a federal criminal background check based upon 1he fingerprints and personal 
Information provided. The Stale Entity will use this same Information to complete a Name Check In the Utah Crlmlnal Justice 
Information System (UCJIS) every two years and reserves the right to revoke any access to Slate or Utah faollllles, Slate of Utah 
data, and State of Utah teolmology granted In the event of any negative resttlls. Contractor agrees to notify the State Entity If an 
arrest or conviction of any employee of Contractor or a subcontraotor of Contractor that has access to Stale or Utah fecllllles, Slate 
of Utah dala and Stele of Utah 1echnology occurs during Ihle Contract. Contractor, In executing any duty or exercising any right under 
this conlract, shall not cause or per mil any of Its employees or employees of a subconlraotor (If any) who have been convicted of a 
felony or misdemeanor to have aocees to State of Utah faclfllles, state of Utah data, end Stale of LIiah technology. A felony and 
misdemeanor are denned .by the lawa off he State of Utah, regardless of where the conviction ocourrecf. 

2. DRUG-FREE WORKPLACE: When appllcable, Contractor agrees to abide by Iha drug-free workplace polloles of the State Entity 
whlfe on Slate of Utah premises. The State Entity wlll provide Contractor with a copy of these written "drug-free workplace policies" 
upon request, 

3. CODE Of= CONDUCT: When Contractor's employees or subcontractors are working at facilities controlled or owned by the State 
Entity, Contractor agrees to follow and enforce the applicable codo of oonduct polloy. 

4. SUSPENSION OF WORK: Should circumstances arise which would oauee the Slate to suspend the work, but not terminate this 
Contract, this wlll ba done by written notice. The work may be reinstated upon advance written notice from the Slate Entity, 

S. SECURE PROTECTION AND HANDLING OF STATE DATA: If Contractor Is gfven Slale of Utah data as part or this Contract, the 
protection of State of Utah data shall be an Integral part of the business acllvllles of Cont1actor to ensure that there Is no Inappropriate 
or unauthorized use of State of Utah data. To the extent that Contraotor ls given State of LIiah data, Contraotor shall safeguard the 
confldenllallty, Integrity, and avallablllty of the Sfafe of Utah data and comply with the followlng conditions: 

1. Network Security: Contractor agrees al all times to maintain network security that, at a minimum, Includes: network firewall 
provisioning, Intrusion detection, and regular third party penetration tosl!ng. Likewise Contractor agrees to maintain network security 
that conforms to one of·the following: 

(1) Those standards the State of Ulah applies lo Its own network, found oulllned In The Department of Technology Service's 
Polley 6000-0002 Enterprf8e Information Security Polley (copy available upon request); 

(2) Current standards set forth and maintained by the National Institute of Standards and Technology, Including those at: 
http://nvlpubs.nlsLgov/nlatpubs/SpeclalPublloatlonsJNIST.SP.B00-53r4.pdf; or 

(3) Any generally recognized comparable standard that Contractor !hen applies to Its own network that la approved by the S!1:1ta 
of Utah's Department ofTeohnology Services In writing, If required by the State of Utah laws. 

2, Sacurlcy: Contractor agrees to protect and maintain the securlly of Stele ofUlah data with protection lhat Is at least as good es 
or beUer lhan that malntalned by lho Slate of Ulah. These securfly measures Include, but are no! lfmlted to maintaining secure 
environments that are patched and up to dale with all appropriate eecurlty updates as designated (e.g., Microsoft NollOoatlon). 

a, Transmlsslon: Contractor agrees that any and ell lr8nsmlsslon or exchange of system appl!oatlon data with the State Snllty 
and Slate of Utah and/or any other parties expressly dealgnaled by the State of Utah, shall take place via seoure means (e.g., HTTPS 
orFTPS). 

4. Storage: Contractor agrees that all Slate of Utah data WIii be stored and malnt.alned In data centers In the United States. 
Contractor agrees that no State of Utah dale at any time wlll be processed on or transferred to any portable or laptop computing 
device or any portable storage medium, except for devices tl1at are used and kept only al Contractor's United Slates data centers, 
unlaee such medium le part of the Contractor's designated backup and recovery process. Contraotor shall permit !ls psrsonnel and 
suboontractore to access non-Slate Data remotely 011ly as required to provide technloal support. Contractor may provide lechnloal 
user support on a 2417 basis using a Follow the Sun model, ·un!esa otheiwlae prohlblled by this oontraot. 

6, encryption: Contractor agrees to store all data provided to Contractor as part of Its designated backup and recovery process In 
encrypted form, using no less than 128 bll key. 

6. Pasewol'd Proteatlon: Contractor agrees that any portable or laptop oompuler that has 11ccese to the Slate of Utah network or 
stores any nan-publlo Slate of Ulah data la equipped with slrong and secure password protecllon. 
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7. Re-Use: Conlreolor agrees that any Etnd all data exchanged shall be used expressly and solely for lhe purpose enumerated In 
this contract. Con1raotor further agrees Iha! no State of Utah data of any kind shall be 1ransmltled, exchanged, or olherwlse passed 
1o other Conlraolors or Interested parties except cin a cAse-by-oese basis es speclfloally agreed to In wrlllng by the State En lily, 

8. Deatruotlon: contractor agrees that upon expiration or termlnalfon oflhls contract, II shall erE1se1 destroy, and render unreadable 
all Slate of Utah data from all non-state computer systems and backups, and ceriffy In wrlllngihal these acllons have been completed 
within thirty (30) days of the expiration or termination of this conlraol or within seven (7) days Qf the request of lhe Slate Enllty, 
whichever shall come first, unless the Stnte Enllly provides Contractor wllh a written dire olive. It Is undersloocf by the parties that the 
Stale'& wrtllen directive may request lhat oerfaln data be preserved In accordance with applfcabla law. 

9, Services Shall Be Performed Wlthfn United States: Conlractor agrees lhat all of the servloes.relaled to Slate of Utah data 
that II provides to Contractor will be perfonned by Conlraotor or lie euboonlractor(s) within the borders and Jurisdiction of the United 
States. 

6. NOTIFICATION AND DATA BREACHES: Contractor agrees lo comply wllh all applloable laws that require the no!IRcatlon of 
Individuals In the event of unauthorized release of personal Information or other evente requiring nolflloellon. In the event of a data 
breach of any Contraotofs security obllgallons or other event requiring notlllcatlon under applloable Jaw (Utah Code§§ 13-44-101 
1hru 301 et al.), Con1ractor agrees al Ifs own expense to assume responslblllly for Informing all such Individuals In EICCordance wllh 
applicable laws and to Indemnify, hold harmless and defend the Stale En Illy and the Slate of utah agalnsl any claims, damages, or 
other harm related to such nollflcaUctn event. 

7. CHANGE MANAGEMENT: 

1. Contraclor agrees to the Slate's Software Development 1..lfe cyole Polley, The Software Development Ll(e Cycle Policy requires 
any Contractor developing software for the Stale to work wllh the Department of Technology 8ervloos, If required by 1he Stale 
of Utah laws, In Implementing a Soflwate Development Llfecyole (SDLC) that addresses key Issues of security, access1blllty, 
mobile device access, and standards compliance, Upon request, the State will provide Contractor with a copy of the latest 
version of the Software Development Life Cycle Polley. 

2, Per lhe Change Management Polley, any Goods furnished or Services performed by Conlraotor which have the potentlal to 
cause any form of outage or to modify 1he State of Utah's fnfraslruoture must be reviewed by lhe Department of Technology 
Services Change Management CommlUee, If required by S1ate of Utah laws. lf required, the DeparimentofTeohno!ogy Services 
wfll nollfy Conlraolor If this change oonlrol requirement Is appllcable. Following this noi!Ocatlon, any outages or Data Breaches 
which are a direct result of Contractor's fallure to comply wflh the lns1ruo11ons and policies followlng notification wlll result In 
Contractor's llab!llly for any and all damages resulllng from or assoolaled with lhe outage or Dale Breach. 

B. OWNERSHIP IN INTELLECTUAL PROPERTY: The Slate Enllly and Conlraotor agree that each has no right, Ulla, or Interest, 
proprietary or otherwise, In or1o the name or any logo, or Intellectual property owned or licensed by the olher. The state Enllly and 
Con1ractor each agree 1hat wllhout prior wrflten coneent of Iha other or as descr1bed In this con1racl, It shall not use the name, any 
logo, or Intellectual property owned or licensed by the other. 

• 9, OWNERSHIP IN CUSTOM PELIVERABLgS; In the event1hat Contractor provides oustom deliverables to the Slate Entlly pursuant 
to this Contract, Contractor grants the ownership In oustom deltverables whloh have been developed and delivered by Contractor 
exoluslvely for the Stale Enllly and are speolfloaUy within 1he framework of fulfllllng Contraolor's conlraclual obllgallons under ·this 
contract. Custom dellverables shall be deemed work made for hire, such that all lntelleolual property (lghts, lllle and Interest ln Iha 
custom deliverables shall pass to the Slate Entlly, To the extent that the custom dellveral:>les are not recognized as work made for 
hire, Contractor hereby assigns to ihe Slate En lily any and all copyrights In and to the custom dellverablee, subject to the following: 

1. Contractor has received payment for the custom deliverables, 

2. Each party wlll retain all rlghltJ lo patents, ulllft,y models, mask works, copyrights, trademarks, trade secrets, and any other form 
of protection afforded by law to lnvenUons, models, designs, teohnlcal lnformallon, and applications ("Intellectual Property Rights") 
that It ownad or controlled prior fo Iha effeollva date of this contract or that II develops or acquires from acllvllles Independent of the 
services performed under this conlraol ("Baokground IP"), and 

3. Contractor will relafn all right, tllle, and Interest In and to all lnteflecluaJ Properly Rights In or related to the services or tanglble 
oornponents thereof, Including but not limited to (a) an know-how, lntelleclual property, methodologies, processes, teohnologles, 
algol'llhms, software, or devolopment tools used In performing the servlcee• (oolleollvefy, the "Ullllllee"), and (b) such Ideas, conoepls, 
know-how, processes and reusable reports, designs, charts, plans, speclflcatlons, dooumentallon, forms, lemplales, or output which 
are supplied or otherwise used by or on behalf of Conlraotor In the course of performing the seivlces or creating the deliverables, 
other than porilons th<1l speclllcally lnoorporate proprietary or oonlldentlal Information or deliverables of the State Entity (collectively, 
the ''Reeldual IP"}, even lf embedded ln Iha dellver$1es. 

4, Custom dollverablea, not Including Contractor's lnlelleclual Properly Rights, Background IP, and Residual IP, may not be 
marketed or distributed without wrll1en approval by the Stale Entity, 

Oontraolor agrees to grant to the Slate a perpetual, Irrevocable, royally-free llcense to use Contractor's Background IP, Ulllllles, and 
Residual IP, as denned above, solely for the Slate Entlly to use the custom clellverables, The State Entlly reserves a royally-free, 
nonexoluslve, and Irrevocable license to reproduce, publish, or otherwise use and to authorize others to use, for the Stale Entity's 
Internal purposes, such custom dellverables. For the Goods delivered Iha! consist of Conlraolo1's sorlpts and code and are not 
considered custom deliverables or work produot, for any reason whatsoever, Contractor grants the Stale a non-exclusive, non­
tmneferable, Irrevocable, perpetual rlgh1 to uso, copy, and create derlvallve worf<s from suoh, wllhout the (!ght to sublloense, for the 
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State Ehllty's Internal business operation under this contract. The State Entity may not partlolpale In the transfor or sale of, cr1;1ate 
derJvaUve works from, or In any way explolt Contractor's lntallaclual Properly Rights, In whole or In part, 

10, PROTECTION ANO USE OF RECORDS: Except for confldentlal medloel records held by dlreot car~ providers, the Sista Entity shall 
own exoluslve IIUe to all Information gathered, reports devaloped1 and conclusions reached In performance of this Conlraot. 
Contractor may not use, except In meeting !Is obllgallons under this contract, Information gathered, reports developed, or oonoluslons 
reached In performance of this contract wllhout the express wrlllen consent of the State Entlly. The Improper use or disclosure of 
any Information concerning a Stale of Utah client or a Stale or Utah employee for any purpose not directly connected with the 
administration of Contraotor's responslblllltes under lhls contract Is prohlblted except on written consent by 1he State, contractor will 
be required lo sign a Con11denllal Jnformallon Oetllflcat!on form In slluaU011e wham they wlll be given E10cess to confidential 
computerized records. Contractor agrees lo maintain the conlldenllallty of records II holds for the state as required by applicable 
federal, slate, or local laws. The State Enllly shall own and retain unllm!ted rights lo use, disclose, or dupllcate all Information and 
data (copyrighted or otherwise) developed, derived, dooumenled, stored, or furhlshed by Contractor under Ihle contract. Contractor, 
end any suboontraolors under Its conlrol, expressly agrees not to use oonfldenUa! ollent or confldenUal federal, state, or local 
government data without prior wrllten permission from the Slate. 

11. PRO'fJ:C'flON AND USJ; OF CONFtoeNTIAL Fl::PERAL, STATE, OR LOCAL GOVERNMENT JNTERNAL BUSINESS 
PROCESSES AND PROCJ:tfURES: In the event that the State Entity provides Contractor with oonlldantlal federal or state business 
processes, policies, procedures, or praotlces, pursuant to this contract, Contractor agrees to hOld suoh Information ln confidence, In 
accordance with epplloabla laws and Industry standards of confldenllallly, and not to copy, reproduce, sell, assign, Ucense, market, 
llansfer, otherwise dispose of, give, dlsoJose such lnfonnatfon fo third parlles, or use suoh lnformatlon for any purpose whatsoever 
other than the performance of this contract. The Improper use or disclosure by any party ofproleoled Internal federal or slate buslnese 
processes, polloles, procedures, or practices Is prohibited. Confidential federal or stale business processes, polloles, procedures, or 
praollces shall not be divulged by Contractor or Its subcontractors, 8Xcept for the performance of this conlraot, unless prior written 
consent ha.a been obtained In advance from the State, 

12. PROTE!CTION AND RETURN OF DOCUMBNTS AND DATA UPON CONTRACT TERMINATION OR. COMPLETION: All 
documents and data pertaining to work required by this contract will be the property of the StfJte En lily, and must be delivered to the 
state Entity wllhfn thirty (30) working days after termlnaUon or expiration of this Contract, regardless of the reason for contract 
termlnallon, and without restr!ollon or limitation to !heir future use. Any Slate Entity or State of Utah data !hat may be returned under 
provlslons of this Seollon must either be In lhe format as orlglnally provided, In a form~ that Is readily usable by !he Slate, or that 
can be formatted In a way !hat It can be used. The cos1a for returning documents and data to the Slate Entity are Included In this 
Conlraot, 

13, COMPLIANCE WITH ACCJ:;SSIBIJ.JTY STANDARDS: Oontraolor shall comply with and adhere lo Accessibility Standards of Section 
608 Amendment to the Rehabllltallon Aot of 1973. Contractors must also adhere to Utah Administrative rule R895-14-1-3-3, whloh 
states 1hat vi,ndors developing new websites or applloaUons are required to meet acoessfblllly guidelines subJect to rule R895 and 
correct any Items that do not meet these guidelines at no cost to the agency; and Rule R895-14-1-4-2, which states that vendors . 
proposing IT products and services shall provide Voluntary Product Accesslblllty Template® (VPATf"') documents, Contractor 
acknowledges !hat all Goods and Custom Deliverables that I! licenses, contracts, or sells to DTS under this contract are accessible 
lo people with disabilities, 

(Revision Date: 21 September 2015) 
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ATTACHMENT C - SCOPE OF WORK 

Individuals with Disabilities Education Act (IDEA) Web-based Application for the 
Developmental Observation Tool (DOT) 

SCOPE OF WORK 

A. Develop a web-based DOT using an existing hard copy DOT provided by the USBE. 

B. Ensure that the web-based DOT allows the end user (teacher and/or evaluation team 

member) to enter the unique student data, including student name, date of birth, 

school and state student Identification number (SSID), and student assessment data In 

an easily entered format (I.e., drop down menu of list of available assessments). 

C. Ensure that the web-based DOT application produces a report for each child's entry that 

details the child's performance, progress using the entered data (and In comparison to 

Utah Early Childhood Standards) and be able to be disaggregated by the user by 

student, by teacher, by school, by disability category, and show results over time (up to 

three years). This report must be: 

1. Available In at least a printable pdf format. 

2. Recalculate performance and progress at least three times per year. 

3. Printable and savable to allow for retrieval by LEA and the USBE, as needed. 

D. Ensure the USBE-approved web-based DOT is available for Utah LEA use by June 1, 

2017, and available continuously throughout the contract period with semi-annual 

updates of approved assessments provided within 60 days of USBE request. 

E. Develop and/or refine a website that allows Utah LEAs to access the DOT In a secure 

environment and provides written technical assistance to Utah LEAs regarding the use 

of the DOT, at a minimum. Website content must be pre-approved by the USBE. 
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Compensation: 

Compensation for each given year is NOT TO EXCEED the amounts fisted In the "Year Total" 

column In the table below: 

Year Start End Activity Type Sub-total Vear Total 

Year 1 10/1/2016 6/30/2017 Initial System Hourly $ 76,600 
Development 

$ 76,600 
Year2 7/1/2017 6/30/2018 Maintenance & Support Fixed $ 15,800 

Enhancements Hourly $ 26,800 $ 42,600 

Year3 7/1/2018 6/30/2019 Maintenance & Support Fixed $ 16,300 

Enhancements Hourly $ 26,800 $ 43,100 

Year4 7/1/2019 6/30/2020 Maintenance & Support Fixed $ 16,800 

Enhancements Hourly $ 26,800 $ 43,600 

Years 7/1/2020 6/30/2021 Maintenance & Support Fixed $ 17,300 
Enhancements Hourly $ 26,800 $ 44,100 

Total $ 250,000 

Contractor will submit monthly Invoices and a detailed report within 15 days following the 

month for which services were provided. Payment is expected within 30 days from the Invoice 

date (Net 30). 

Inltlal Development and Enhancement Activities 

lnltlal system development, and subsequent enhancements in years 2 through 5, are Invoiced 

on an hourly rate based on time spent. 

lndlvldual Title Hourly Rates 

Ken Balley Senior Software Engineer $121.00 

Angelique Crane Senior Software Engineer $121.00 

Pete Deffendol Senior Software Engineer $121.00 

Sean Qiu Software Engineer $102,00 

Jenni Borg Customer Support & Training $54.00 

The rates above are guaranteed for the 1st year of lnltlal system development. Price 

adjustments for subsequent years will not exceed the U.S. Consumer Price Index (Series ID: 

SUUROOOOSAE from the prior year). 

Maintenance & Technical Support Activities 
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Maintenance and technical support for years 2 through 5 is a monthly fixed rate based on the 

compensation schedule above and includes those activities required to continue dally operation 

of the system based on the features and functionality that already exists in the system. 

Maintenance and technlcal support activities fall under one of the following categories: 

• Minor adjustments to the system such as code table updates, code/performance 

optimization, and minor changes to database fields or code 

• Bug fixes to correct behavior of the system to perform as designed at the time of the 

system release 

• Remote configuration and adjustment of the servers as needed. 

• Technical support for Issues that are unable to be resolved by USBE staff. 

• Reasonable on-going training and user documentation updates. 

Significant adjustments to system functionality or requests for new features In the system fall 

under system enhancements rather than maintenance. 

Acceptance and Approval 

Payment is contingent upon ACCEPTANCE by the State under Attachment A: State of Utah 

Standard Terms and Conditions, 

Clause 22, Payment by the State of Utah is condition upon performance of services In 

compliance with Clause 26, STANDARD OF CARE; and Clause 20, ACCEPTANCE AND REJECTION. 

All system enhancements work wlll be pre-approved and prioritized by USBE staff prior to the 

work being started. Completed features and enhancements will be reviewed by USBE staff prior 

to being deployed to the production environment. 
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ATTACHMENTD 

FERP A; Student Level Data Protection 

The services or functions included in the State of Utah Contract involve the CONTRACTOR 
obtaining or using education recotds or personally identifiable information. Utah State Board of 
Education ("USBE") is subject to Federal Education Records Privacy Act ("FERP A") 20 U.S.C. 
§ 1232g, and its implementing regulations, 34 C.F.R. Part 99, which generally requires written 
consent fol' disclosure of educational record or personally identifiable inf01mation to third 
parties. 

Written consent is not required for school officials. FERP A provides a contractor, consultant, 
volunteer, or other outside party may be treated as a school official if the contracting party is: (a) 
providing services or functions that the USBE would otherwise use employees, (b) under the 
direct control of USBE with respect to the use and maintenance of education records and 
personally identifiable information, (c) subject to the requirements of 34 C.F.R. 99.33(a), and (d) 
limiting access within the Vendor's organization to those who have a legitimate educational 
interest. 34 C.F.R 99.3 l(a)(l)(i)(B). 

USBE and CONTRACTOR desire to have CONTRACTOR treated as a school official within 
the FERPA exception in 34 C.F.R. 99.31(a)(l)(i)(B) and to comply with state and federal student 
and family privacy laws. To protect the privacy of students and parent data, USBE and 
CONTRACTOR ("Parties") include this Attachment to the Contract. 

The Parties agree as follows: 

1. The term of this Attachment shall remain in effect through the duration of the Contract. 
2. The following definitions apply to the Attachment: • 

a. "Education records" includes all information accessed, collected, stored, 
processed, disclosed, de-identified, created, or used by Vendor, including 
metadata and personally identifiable information, in relation to the Agreement. 

b. "Metadata" includes all information created manually or automatically to provide 
meaning or context to other data. 

c. "Personally Identifiable Information'' or "PIT'' includes both direct identifiers 
(such as a studenfs or other fat}lily member's name, address, student number, or 
biometdc number) and indirect identifiers (such as a student's date of birth, place 
of birth, or mother's maiden name). Indirect identifiers that constitute PII also 
include metadata about student interaction with an app or service, or othe1· 
information that, alone or in combination, is linked or linkable to a specific 
student that would allow a reasonable person in the school community, who does 
not have personal knowledge of the relevant circumstances, to identify the student 
with reasonable certainty. 
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3. CONTRACTOR agrees that all data files, including derivative files, and all data files 
resulting from merges, matches, or other uses of education records provided or obtained 
pursuant to the Contract are subject to this agreement. 

4. CONTRACTOR's services provided to USBE are services for which USBE would 
otherwise use employees. 

5. CONTRACTOR is a party acting for USBE, who has direct control of the use and 
maintenance of education records. All education records are owned by USBE. 
CONTRACTOR acquires no rights or licenses to use the education records for any other 
purpose than for performing the services set forth in the Interagency Agreement. 

6. CONTRACTOR has a legitimate educational interest in the education records based upon 
the Contract. 

7. CONTRACTOR shall limit access within its organization to individuals whom 
CONTRACTOR has determined to have legitimate educational interests in the education 
records. 

a. CONTRACTOR shall require a non-disclosure agreement be signed by those 
individuals within its organization that CONTRACTOR determines will have 
access to the education records because the individuals have a legitimate 
educational interest in the education records. 

b. CONTRACTOR shall maintain past and current lists of all individuals to whom it 
has determined to allow access to education records because the individuals have 
legitimate educational interest in the education records. 

c. CONTRACTOR shall maintain each non-disclosure agreement signed by its 
employees at its facility and shall permit inspection of the same by the Board, 
upon request. . 

d. CONTRACTOR shall notify the Board in writing within 48 hours when an • 
individual, who has had access to education records, is no longer with 
CONTRACTOR. 

e. CONTRACTOR shall further notify the Board in writing within 48 hours if an 
individual's privileges to access education records has been withdrawn and the 
date withdrawal occurred. 

f. CONTRACTOR shall require and ensure annual training of those individuals 
determined to have access due to a legitimate educational interest in the education 
records. The training shall include the federal and state laws relating to student 
and family privacy and best practices for maintaining student and family privacy. 

g. CONTRACTOR shall maintain past and current lists of individuals attending 
training and the related training materials. 

h. CONTRACTOR shall not disclose the education records to indivkluals within 
CONTRACTOR who have not been determined to have a legitimate educational 
interest, who have not received training, and who have not signed a non­
disclosure agreement. 

8. CONTRACTOR shall only access, collect, store, process, or use the education records, as 
necessary to provide the services set fol'th in the Contract for its legitimate educational 
intel'est in the education records. Therefore, CONTRACTOR will not access, collect, 
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store, process, sell, disclose, de~identify or use the education records for any other 
purpose. 

9. Data at issue herein includes records that: {l) may dfrectly relate to a student; (2) may 
contain personally identifiable info1mation, and (3) are maintained by an educational 
agency or institution or by a party acting for the agency or institution. 

10. CONTRACTOR shall not reMdisclose the education records to any other party without the 
prior consent of the parent or eligible student. 

11. CONTRACTOR shall protect all education records in a manner that does not permit 
disclosure of the educational records to anyone other than those individuals within its 
organization to whom CONTRACTOR has determined to have legitimate educational 
interests in the education records. 

12. CONTRACTOR shall store and maintain all education records separately from the 
information of any other records. 

13. CONTRACTOR shall notify the Board if there are any changes that will affect the 
system where all education records are stored and maintained, and ensure the system is in 
compliance with industry standards for the security and privacy of education records. 

14. CONTRACTOR shall comply with all state and federal laws relating to student 01· family 
privacy and will maintain any and all education records in a manner consistent with such 
laws. 

15. CONTRACTOR shall notify the Board in writing immediately upon discovering any 
breach, or suspected b1·each of security, or any disclosure of education records to an 
~uthorized individual within CONTRACTOR's organization, or re-disclosure to 
anyone. Notification shall include the date of improper release and a secure transmission 
of list(s) of affected students or families to assist the Board in notifying students, parents, 
or guardians of the improper release as required by federal and state law. 
CONTRACTOR agrees the improper release of any education record constitutes a 
material breach of the Contract. CONTRACTOR shall be liable for any claims or 
damages that occur from its failure to comply with its obligations in this Attachment. 

16. CONTRACTOR shall return to the Board or securely destroy any education records and 
PIT provided pursuant to the Contract upon the earlier of either the expiration or 
termination of the Contract. 

17. Notices required by this Attachment shall be provided to: 
Chief Privacy Officer, who is cm1·ently Aaron Bl'Ough at aaron.brougb@schools.utah.gov 
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