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ATTACHMENT B: STANDARD INFORMATION TEGHNOLOGY TERMS AND CONDITIONS
(FOR NON-DTS CONTRACTS ONLY)

CONTRACTOR AGGESS TO SEGURE STATE FACILITIES, STATE OF UTAH DATA, AND STATE OF UTAH TEGHNOLOGY;
An employee or Subcontractor of Coniraclor Is required to complete a federal criminal background check If sald employes or
Subeonlractor will have access to State of Utah facllllles, State of Utah data, or State of Utah fechnology. “State of Ulah data” Includes
nonpubllc data, non-publio personal Informatlon data, confidentlal information, or protected health Informatlon. Contractor shall
provide the State Entily with sufflolent personal Informatlon (at Contractor's own expense) so that a federal criminal background
check may be compleled by the State Eniity at Slate Entlly’s expense, The State Enlily will also provide Contractor with a Disclostre
Form and Confidentiality Agreement which musl be completed by Confractor and relurned to the Slate Enlily, Addltionally, each
employea of Contractor or Subooniractor who will have access to secure State of Utah facliilles, State of Ulah data, or State of Utah
teohnology, will be scheduled by the State Enlity to he fingerprinted at & minimum of one week prior to having such access, Atthe
time of fingerprinting, sald employee of Conlractor or Subcontractor will discloss, In full, any past record of felony or mlsdemeanor
conviclions. The State Entily Is authorized to conduct a federal crimial background check based upon the fingarprints and personal
Informatlon provided, The State Enlity will use thls same Informatlon to complele a Name Check in the Utah Criminal Justice
Informatlon 8ystem (UCJIS) every iwo years and reserves the right to revoke any access to Slate of Utah facllities, State of Utah
data, and State of Utah fechnology granted In the event of any negative resuils. Contractor agrees {o notlfy the State Entity If an
arrest or conviatlon of any employes of Contractor or a subconiractor of Contractor that has access to Stale of Utah facllitlies, State
of Utah dala and State of Utah technology occurs during this Contract. Conlractor, In execuling any duly or exercising any right under
thls coniract, shall not cause or permit any of lis employees or employees of a subconiractor (If any) who hava been convicted of a
felony or misdemeanor to have access to Slate of Utah facllliles, State of Utah data, and State of Utah technology. A felony and
misdemeanor are deflned by the laws of ihe State of Utah, regardless of where tha conviction occurred.

DRUG-FREE WORKPLACE: When applicable, Contractor agrees to ablde by the drug-free workplace polioies of the State Entlty
while on State of Utah premises, The State Entity will provide Contractor with a copy of these wrltten "drug-free workplace policies”
upon request,

CODE OF CONDUCT: Whan Conlractor's employees or subcontractore are working at facliitles controlled or owned by the State
Entity, Conlractor agrees to follow and enforae the applicable code of sonduct pollay.

SUSPENSION OF WORK: Should clrcumstances arlse which would cause the Slate to suspend the work, but not terminate thls
Contract, this will be done by written notice, The work may be reinstated upen advance written notice from the State Entity.

SECURE PROTECTION AND HANDLING OF STATE DATA: If Contractor Is given Siate of Utah data as part of lhls Conlract, the
protection of State of Utah data shall be an Integral part of the business activilles of Conlractor {o ensure thal there Is no inappropriate
or unaulhoerized use of State of Utah data. To the extent that Contractor Is glven Stale of Ulah data, Coniractor shall safeguard the
confidentlallly, integrity, and avaliabllity of the State of Ulah date and comply with the followlng conditions:
1. Network Security: Contractor agrees at all iimes to maintaln network securily that, al a minimum, Includes: nelwork firewall
provisloning, Intrusion detectlon, and regular third party peneiration tosting. Likewise Contractor agrees to maintain nelwork security
{hat conforms to one of the following:
(1) Those standards the State of Utah applles to its own network, found oullined in The Deparfment of Technology Setvice’s
Polfcy 6000-0002 Enlerprise Information Security Polley (copy avallable upon request);

(2 Cument standards set forth and malntained by the Natlonal Insiitute of Standards and Technology, Including those at:
http:/invipubs, nist.govinistpubs/SpeclalPublications/NIST.SP,800-53r4.pdf; or

(3) Any generally recognized comparable standard that Contractor (hen applles to Its own network that Is approved by the State
of Utah's Dapariment of Technology Services In wriling, If required by the State of Utah laws.
2, Socurlty: Contractor agrees to protect and malntain the securily of State of Ulah dalta with proteotion that Is at [east as good as
or better than that maintalned by the Siale of Ulah. These securlly measures Include, but are not limited to maintalning secure
environments that are patched and up to date with all appropriate securlty updates as deslgnated (e.g., Microsoft Notiflcation).

3, Transmission: Contractor agrees that any and all transmisslon or exchange of system application data with the State Entity
ang_?;al? of Ulah and/or any other pariles expressly designated by the State of Utah, shall take place vla secure means (a.g., HTTPS
or FTPS).

4, S8torage; Contractor agrees that all Stale of Ulah data will be stored and malntalned In data centers In the Uniled States,
Contractor agrees that no State of Ulah data at any fime will be processed on or fransferred to any portable or laptop computing
devloe or any portable slorage medium, except for devices that are used and kept only at Conltractor's United Stales data centers,
unless such medium Is part of the Contractor's designated backup and recovery process, Contractor shall permil its personnel and
subcontraclors to aacess non-State Data remotely only as requlred to provide lechnlcal support, Gontractor may provide technlcal
user support on a 24/7 basls using a Follow the Sun madel, unless otherwlse prohibited by this contract,

6. Encryption: Gonlraclor agrees to store all data provided to Contractor as part of its deslgnated backup and recovery process In
ancryptad form, using no less than 128 blt key.

6, Password Protectlon: Coniractor agrees thal any poriable or laptop compuler thal has access fo the State of Utah network or
storas any nan-publlo State of Utah dala ls equipped with sirong and secure password protection,
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7. Re-Use: Contraclor agrees that any and all dala exchanged shall be used expressly and solely for the purpose enumerated In
{his conlract, Contractor further agrees that no State of Utah data of any kind shall be fransmitled, exchanged, or otherwise passed
fo ather Conlractors or Interested parlies except on a case-by-case basls as specifially agreed to in wrlting by the State Entily,

8. Destruotion; Conlraclor agress {hal upon explratlon or termination of this contract, It shall erase, desiroy, and render unreadable
all State of Utah data from all non-state computer systems and backups, and cerlify in writing thal these actions have been completed
within thirty (30) days of the expiration or terminatlon of this conlracl or within seven (7) days of the request of the State Entity,
whichever shall come first, unless the State Entily provides Conltractor with a written directive, It 1s understoad by the pariles that the
State’s written directive may request that cerlaln data be preserved in accordance with appllcabla law.

9, Services $Shall Bo Performad Within United States; Conlractor agrees that all of the services related to State of Utsh data
that It provides to Conltractor will be performed by Confractor or ite sulicontractor(s) within the borders and Jurlsdictlon of the Unlted

States.

NOTIFIGATION AND DATA BREAGHES: Confractor agrees lo comply with all applicable laws that require the notiflcation of
Indlviduals In the event of unauthorized release of persanal informatlon or other events requlring notification. In the event of a data
hreach of any Contractor's securily obligallons or other event requiring notification under applicable Jaw (Utah Code §§ 13-44-101
thru 801 et al.), Coniractor agrees at lts own expense to assume responslbliity for Informing all such Indlviduals in accordance wilh
appllcable laws and to Indemnify, hold harmless and defend the State Enlily and the Slate of Ulah against any claims, damages, or

olher harm related to such notlfication svent.

CHANGE MANAGEMENT:

1. Contraclor agraes fo the Slate's Software Development LIfe Cyale Pollay, The Software Development Life Cyale Pollcy requires
any Conlractor developing sofiware for the State to work with the Depariment of Technology Services, If required by the State
of Utah laws, In Implementing a Software Development Lifecyole (SDLC) that addresses key Issues of seaurily, accessibllity,
mobile device access, and standards compllance, Upon request, the State will provide Contractor with a copy of the latest
version of the Software Davelopment Life Cycle Polloy.

2, Par the Change Management Policy, any Goods furnlshed or Servicas performed by Confractor which have the potentlal o
cause any form of outage or fo modify the State of Utah's Infrastructure must be reviewed by lhe Depariment of Technology
Services Change Management Commiilles, If requirad by State of Utah laws, If required, the Department of Technology Services
will notify Contraclor if this change control recuirement Is applicable, Following this nofificallon, any outages or Data Breaches
which are a direct result of Coniractar’s failure to comply with the Instructions and policies following nolification will result In
Contractor’s llabllity for any and all damages resulting from or assoclated with the outage or Data Breach,

OWNERSHIP IN INTELLECTUAL PROPERTY: The Slate Enlity and Confractor agree that each has no right, title, or Interest,
proprietary or otherwise, In or to the name or any logo, or Intellectual property owned or llcensed by the other. The State Enlity and
Contractor each agree that without prior written consent of the other or as described In this coniract, it shall not use the name, any

logo, or intellectual properly owned or licensed by the olher.

OWNERSHIP IN CUSTOM DELIVERABLES: In the event that Contractor provides cusiom deliverables to the Slate Entily pursuant
to this Gonfract, Gontractor grants the ownership In qustom dellverables which have been developad and delivered by Contractor
excluslvely for the Slale Enlity and are spedifically within the framework of fulfiling Contraclor's confractual obligallons under this
contract, Custom deliverables shall he deemed work made for hire, such that all intellectual property rights, lille and interest In the
custom dellvarables shall pass to the State Entily. To the extent that the custom dellverables are not recognized as work made for
hire, Contractor heraby asslgns to the Stata Enlily any and all copyrights In and to the custom deliverables, subject to the following:

1. Confraclor has recelved payment for the custom dellverables,

2. Each parly will retain all rights to patents, ulllity models, mask works, copyrights, irademarks, trade secrats, and any other form
of protection afforded by law to Inventions, models, deslgns, technical Information, and applications ("intelleclual Property Rights")
that It owned or controlled prior to the effective date of this contract or that It develops or acquires from activities Independent of the
services performed under this contract ("Background IP"), and

3. Contractor will refain all right, 1ltle, and Interest In and to all Intellectual Properiy Righls In or related to the services or tangible
components thereof, Including but not limlted fo (a) all know-how, Intellectual property, methodologles, processes, technologles,
algorithms, software, or development tools used In performing the services-(collectively, the "Ulliitles”), and (b) such Ideas, conoepls,
know-how, processes and reusable reports, deslgns, charls, plans, specificallons, documentation, forms, templales, or oufput which
are supplied or otheiwlse used by or on behalf of Contractor In the course of performing the services or crealing the dellverables,
other than portlons that speclfically Inaorporate propretary or confidential Informalion or deliverables of the State Enlily (collectively,
the “Resldual IP"), even If embedded In the deliverables.

4, Custom deliverables, not Including Contractors |ntellectual Property Rights, Background IP, and Resldual IP, may not be
marketed or distributed without wiltlen approval by the State Entlty

Contractor agroes to grant to the State a perpetual, Irrevocable, royally-free llcense to use Contractor's Background 1P, Utllllies, and
Resldual IP, as deflned above, solely for the State Entily to use the custom dellverables, The State Enlily resetves a royaliy-free,
nonexolusive, and Irrevocable license o reproduce, publish, or otherwlse use and to authorize others 1o use, for the State Entlly’s
Interhal purposes, such custom dellverables. For the Goods delivered that conglst of Coniractor’s soripls and code and are not
consldered custom dellverables or work produat, for any reason whatsoaver, Contractor grants {he State & non-exclusive, non-
transfarable, livevocable, perpetual right to use, copy, and create derlvallve works from such, without the right fo subllcense, for the
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State Enlity’s Internal business operation under this contract. The State Entity may not partlolpate In the transfor or sale of, create
derlvative works from, or [n any way explolt Contractor’s Intelleciual Properly Rights, in whole or In part,

10, PROTECTION AND USE OF REGORDS: Except for confldentlal medical records held by direct care providers, the State Entlly shall
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own exclusive lile o all Informatlon gathered, reporls developed, and concluslons reached In performance of this Coniracl,
Contraclor may not use, excepl [n meeting Its obllgations under this contract, Informallon gathered, reporls devaloped, or concluslons
reached In performance of this conlract without the express wrilten consent of the Slate Entily. The Improper use or disclosure of
any informalion concerning a State of Utah ollent or a State of Utah emplayee for any purpose not dlreotly connected with the
adminlstrallon of Gontractor's responsibllitles under thls conlract ls prohiblted excepl on written cansent by the State, Contractor will
be required to slgn & Confldentlal Information Cerlification form In situations whera they will be given access to confidential
computarized records, Conlractor agrees lo malntain the confidentiality of records It holds for (he Slate as required by appllcable
federal, slate, or local laws, The State Enlily shall own and retaln unlimited rights fo use, disclose, or duplicate all nformaiion and
data (copyrighted or otherwlse) developed, derlved, dooumented, stored, or furnlshed by Contractor under thls contract. Contractor,
and any subcontraclors under Its conlrol, expressly agrees not to use confidentlal cllent or confidentlal federal, state, or local

government data without prior written permlsslon from the State.

PROTECTION AND USE OF GONFIDENTIAL FEDERAL, STATE, OR LOCAL GOVERNMENT INTERNAL BUSINESS
PROCESSES AND PROCELURES: In the event that the State Entlly provides Conlractor with confldential federal or state buslness
processes, policles, procecures, ar practices, pursuant to this contract, Contractor agrees to hold such Information In confidence, In
accordance with appllcable laws and Industry standards of confldenliality, and nol lo copy, reproduce, sell, assign, license, market,
transfer, otherwlse dispose of, glve, disclose such Informatlon fo third parlies, or use such Informatlon for any purpose whatsoever
other than the performance of this contract. The Improper use or disclosure by any parly of protected Internal federal or state business
processes, polloles, proceduras, or practices Is prohiblted. Confidential federal or state business processes, polloles, procedures, or
pracilces shall not be divulged by Confractor or Its subcontractors, except for the performance of thls coniract, unless prior written
consent has been obtalned In advance from the State.

PROTECTION AND RETURN OF DOCUMENTS AND DATA UPON CONTRACT TERMINATION OR COMPLETION: All
documents and data perialning to work required by this contract wlll be the property of the State Entily, and must be delivered fo the
State Entily within thirly (30) working days aftar terminalion or explration of ihis Contract, regardless of the reason for contract
terminaltion, and without restriction or limitatlon to thelr fulure use, Any State Entlly or State of Ulah dala that may be returned under
provislons of this Section must elther be in the format as originally provided, In a format that Is readlly usable by the State, or that
can tlaa formalted In a way that It can be used. The cosle for returning documents and data fo the State Entity are Included In this
Contract,

COMPLIANCE WITH ACCESSIBILITY STANDARDS: Conlractor shall comply with and adhere to Acoesslbllity Standards of Section
608 Amendment to the Rehabilitation Act of 1973, Contractors must also adhere to Ulah Adminlstrative rule R895-14-1~3-3, which
stales that vandors developlng new websites or applications are requirad to mest accessibility guldelines subject to rule R895 and
correct any Items that do not meet these guldelines at no cost to the agency; and Rule R896-14-1-4-2, which stales that vendors
proposing IT producte and services shall provide Voluntary Product Accesslbllity Template® (VPAT™) documents, Contractor
acknowledges that all Goods and Custom Dellverables that it llcenses, conlracts, or sells to DTS under this contract are accesslble

to paople with disabliifles.

(Revislon Date; 21 September 2015)




ATTACHMENT C - SCOPE OF WORK

Individuals with Disabilities Education Act {IDEA) Web-based Application for the
Developmental Observatlon Tool (DOT)

SCOPE OF WORK

. Develop a web-based DOT using an existing hard copy DOT provided by the USBE.

Ensure that the web-based DOT allows the end user (teacher and/or evaluatlon team
member) to enter the unique student data, including student name, date of birth,
school and state student identification number (SSID), and student assessment data In
an easily entered format (l.e., drop down menu of list of available assessments).

Ensure that the web-based DOT application produces a report for each child’s entry that
detalls the child’s performance, progress using the entered data (and in comparison to
Utah Early Chlldhood Standards) and be able to be disaggregated by the user by
student, by teacher, by school, by disability category, and show results over time (up to
three years). This report must be:

1. Avallable In at |east a printable pdf format.

2. Recalculate performance and progress at least three times per year.

3. Printable and savable to allow for retrieval by LEA and the USBE, as needed.

. Ensure the USBE-approved web-based DOT is avallable for Utah LEA use by June 1,
2017, and available continuously throughout the contract period with seml-annual
updates of approved assessments provided within 60 days of USBE request.

Develop and/or refine a website that allows Utah LEAs to access the DOT in a secure
environment and provides written technical assistance to Utah LEAs regarding the use
of the DOT, at a minimum. Website content must be pre-approved by the USBE.




Compensation:

Compensation for each given year is NOT TO EXCEED the amounts listed in the “Year Total”
column in the table below:

Year Start End Actlvlfy Type Sub-total Year Total
Year1l 10/1/2016 6/30/2017 Initial System Hourly $ 76,600
Development
S 76,600
Year2 7/1/2017 6/30/2018 Maintenance & Support  Fixed $ 15,800
Enhancements Hourly § 26,800 $ 42,600
Year3 7/1/2018 6/30/2019 Malintenance & Support  Fixed $ 16,300
Enhancements Hourly $ 26,800 $ 43,100
Year4 7/1/2019 6/30/2020 Malntenance & Support  Fixed $ 16,800
Enhancements Hourly $ 26,800 § 43,600
Year5 7/1/2020 6/30/2021 Maintenance & Support  Fixed $§ 17,300 .
" Enhancements Hourly $§ 26,800 $ 44,100
Total o $ 250,000

Contractor will submit monthly involces and a detailed report within 15 days following the
month for which services were provided. Payment Is expected within 30 days from the invoice

date (Net 30).

Initial Development and Enhancement Activitles

Initial system development, and subsequent enhancements in years 2 through 5, are Invoiced
on an hourly rate based on time spent.

Individual Title Hourly Rates
Ken Bailey Senior Software Engineer $121.00
Angelique Crane Senior Software Engineer $121.00
Pete Deffendol  Senior Software Engineer $121.00
Seah Qiu Software Engineer $102,00
Jenni Borg Customer Support & Tralning $54,00

The rates above are guaranteed for the 1% year of inltial system development. Price
adjustments for subsequent years will not exceed the U.S. Consumer Price Index (Series ID:

SUUROOOOSAE from the prior year).

Maintenance & Technical Support Activities




Malntenance and technical support for years 2 through 5 is a monthly fixed rate based on the
compensation schedule above and includes those activities required to continue daily operation
of the system based on the features and functionality that already exists in the system.

Maintenance and technlcal support activities fall under one of the following categories:

e Minor adjustments to the system such as code table updates, code/performance
optimlzation, and minor changes to database fields or code

» Bug fixes to correct behavior of the system to perform as designed at the time of the
system release

e Remote configuration and adjustment of the servers as needed.
¢ Technical support for Issues that are unable to be resolved by USBE staff.
¢ Reasonable on-golng tralning and user documentation updates.

Significant adjustments to system functionality or requests for new features in the system fall
under system enhancements rather than maintenance.

Acceptance and Approval

Payment is contingent upon ACCEPTANCE by the State under Attachment A: State of Utah
Standard Terms and Conditions,

Clause 22, Payment by the State of Utah is condition upon performance of services in
compliance with Clause 26, STANDARD OF CARE; and Clause 20, ACCEPTANCE AND REJECTION.

All system enhancements work will be pre-approved and prioritized by USBE staff prior to the
work being started. Completed features and enhancements will be reviewed by USBE staff prior
to being deployed to the production environment.




ATTACHMENT D

FERPA; Student Level Data Protection

The services or functions included in the State of Utah Contract involve the CONTRACTOR
obtaining or using education records or personally identifiable information. Utah State Board of
Education (“USBE”) is subject to Federal Education Records Privacy Act (“FERPA”) 20 U.S.C.
§ 1232g, and its implementing regulations, 34 C.F.R. Part 99, which generally requires written
consent for disclosure of educational record or personally identifiable information to third
parties.

Written consent is not required for school officials. FERPA provides a contractor, consultant,
volunteer, or other outside party may be treated as a school official if the contracting party is: (a)
providing services or functions that the USBE would otherwise use employees, (b) under the
direct control of USBE with respect to the use and maintenance of education records and
personally identifiable information, (¢) subject to the requirements of 34 C.F.R. 99.33(a), and (d)
limiting access within the Vendor’s organization to those who have a legitimate educational
interest. 34 C.F.R 99.31(a)(1)(i)(B).

USBE and CONTRACTOR desire to have CONTRACTOR treated as a school official within
the FERPA exception in 34 C.F.R. 99.31(a)(1)(i)(B) and to comply with state and federal student
and family privacy laws. To protect the privacy of students and parent data, USBE and
CONTRACTOR (*“Parties”) include this Attachment to the Contract.

The Parties agree as follows:

1. The term of this Attachment shall remain in effect through the duration of the Contract.
2. The following definitions apply to the Attachment:

a. “Education records” includes all information accessed, collected, stored,
processed, disclosed, de-identified, created, or used by Vendor, including
metadata and personally identifiable information, in relation to the Agreement.

b. “Metadata” includes all information created manually or automatically to provide
meaning or context to other data.

c. “Personally Identifiable Information” or “PII” includes both direct identifiers
(such as a student’s or other family member’s name, address, student number, or
biometric number) and indirect identifiers (such as a student’s date of birth, place
of birth, or mother’s maiden name). Indirect identifiers that constitute PII also
include metadata about student interaction with an app or service, or other
information that, alone or in combination, is linked or linkable to a specific
student that would allow a reasonable person in the school community, who does
not have personal knowledge of the relevant circumstances, to identify the student
with reasonable certainty.




3. CONTRACTOR agrees that all data files, including derivative files, and all data files
resulting from mergés, matches, or other uses of education records provided or obtained
pursuant to the Contract are subject to this agreement.

4, CONTRACTOR’s services provided to USBE are services for which USBE would
otherwise use employees.

5. CONTRACTOR is a party acting for USBE, who has direct control of the use and
maintenance of education records, All education records are owned by USBE.
CONTRACTOR acquires no rights or licenses to use the education records for any other
purpose than for performing the services set forth in the Interagency Agreement.

6. CONTRACTOR has a legitimate educational interest in the education records based upon
the Contract.

7. CONTRACTOR shall limit access within its organization to individuals whom
CONTRACTOR has determined to have legitimate educational interests in the education
records.

a. CONTRACTOR shall require a non-disclosure agreement be signed by those
individuals within its organization that CONTRACTOR determines will have
access to the education records because the individuals have a legitimate
educational interest in the education records.

b. CONTRACTOR shall maintain past and current lists of all individuals to whom it
has determined to allow access to education records because the individuals have
legitimate educational interest in the education records.

c. CONTRACTOR shall maintain each non-disclosure agreement signed by its
employees at its facility and shall permit inspection of the same by the Board,
upon request,

d. CONTRACTOR shall notify the Board in writing within 48 hours when an
individual, who has had access to education records, is no longer with
CONTRACTOR.

e. CONTRACTOR shall further notify the Board in writing within 48 hours if an
individual’s privileges to access education records has been withdrawn and the
date withdrawal occurred.

f. CONTRACTOR shall require and ensure annual training of those individuals
determined to have access due to a legitimate educational interest in the education
records, The training shall include the federal and state laws relating to student
and family privacy and best practices for maintaining student and family privacy.

g. CONTRACTOR shall maintain past and current lists of individuals attending
training and the related training materials.

h. CONTRACTOR shall not disclose the education records to individuals within
CONTRACTOR who have not been determined to have a legitimate educational
interest, who have not received training, and who have not signed a non-
disclosure agreement.

8. CONTRACTOR shall only access, collect store, process, or use the education records, as
necessary to provide the services set forth in the Contract for its legitimate educational
interest in the education records, Therefore, CONTRACTOR will not access, collect,
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10.

11,

12.

13.

14.

15,

16.

store, process, sell, disclose, de-identify or use the education records for any other
purpose.

Data at issue herein includes records that: (1) may directly relate to a student; (2) may
contain personally identifiable information, and (3) are maintained by an educational
agency or institution or by a party acting for the agency or institution.

CONTRACTOR shall not re-disclose the education records to any other party without the
prior consent of the parent or eligible student.

CONTRACTOR shall protect all education records in a manner that does not permit
disclosure of the educational records to anyone other than those individuals within its
organization to whom CONTRACTOR has determined to have legitimate educational
interests in the education records.

CONTRACTOR shall store and maintain all education records separately from the
information of any other records.

CONTRACTOR shall notify the Board if there are any changes that will affect the
system where all education records are stored and maintained, and ensure the system is in
compliance with industry standards for the security and privacy of education records.
CONTRACTOR shall comply with all state and federal laws relating to student or family
privacy and will maintain any and all education records in a manner consistent with such
laws.

CONTRACTOR shall notify the Board in writing immediately upon discovering any
breach, or suspected breach of security, or any disclosure of education records to an
unauthorized individual within CONTRACTOR’s organization, or re-disclosure to
anyone, Notification shall include the date of improper release and a secure transmission
of list(s) of affected students or families to assist the Board in notifying students, parents,
or guardians of the improper release as required by federal and state law.
CONTRACTOR agrees the improper release of any education record constitutes a
material breach of the Contract. CONTRACTOR shall be liable for any claims or
damages that occur from its failure to comply with its obligations in this Attachment.
CONTRACTOR shall return to the Board or securely destroy any education records and
PII provided pursuant to the Contract upon the earlier of either the expiration or
termination of the Contract.

17. Notices required by this Attachment shall be provided to:

Chief Privacy Officer, who is currently Aaron Brough at aaron.brough@schools.utah.gov






