


ATTACHMENT A: STATE OF UTAH STANDARD TERMS AND CONDITIONS FOR SERVICES 

This is for a contract for services (including professional services) meaning the furnishing of labor, time, or effort by a contractor. 

1. Dl:FINITIONS: The following terms shall have the meanings set forth below: 

a) "Confidential Information" means information that is deemed as confidential under applicable state and federal laws, 
including personal information. The State Entity reserves the right to identify, during and after this Contract, additional 
reasonable types of categories of information that must be kept confidential under federal and state laws. 

b) "Contract" means the Contract Signature Page(s), including all referenced attachments and documents incorporated 
by reference. The term "Contract" may include any purchase orders that result from this Contract. 

c) "Contract Signature Page(s)" means the State of Utah cover page(s) that the State Entity and Contractor sign. 
d) "Contractor" means the individual or entity delivering the Services identified in this Contract. The term "Contractor" 

shall include Contractor's agents, officers, employees, and partners. 
e) "Services" means the furnishing of labor, time, or effort by Contractor pursuant to this Contract. Services include, but 

are not limited to, all of the deliverable(s) (including supplies, equipment, or commodities) that result from Contractor 
performing the Services pursuant to this Contract. Services include those professional services identified in Section 
63G-6a-103 of the Utah Procurement Code. 

f) "Proposal" means Contractor's response to the State Entity's Solicitation. 
g) "Solicitation" means the documents used by the State Entity to obtain Contractor's Proposal. 
h) "State Entity" means the department, division, office, bureau, agency, or other organization identified on the Contract 

Signature Page(s). 
i) "State of Utah" means the State of Utah, in its entirety, including its institutions, agencies, departments, divisions, 

authorities, instrumentalities, boards, commissions, elected or appointed officers, employees, agents, and authorized 
volunteers. 

j) "Subcontractors" means subcontractors or subconsultants at any tier that are under the direct or indirect control or 
responsibility of the Contractor, and includes all independent contractors, agents, employees, authorized resellers, or" 
anyone else for whom the Contractor may be liable at any tier, including a person or entity that i~. or will be, providing 
or performing an essential aspect of this Contract, including Contractor's manufacturers, distributors, and suppliers. 

2. GOVERNING LAW AND VENUE: This Contract shall be governed by the laws, rules, and regulations of the State of Utah. 
Any action or proceeding arising from this Contract shall be brought in a court of competent jurisdiction in the State of Utah. 
Venue shall be in Salt Lake City, in the Third Judicial District Court for Salt Lake County. 

3. LAWS AND REGULATIONS: At all times during this Contract, Contractor and all Services performed under this Contract 
will comply with all applicable federal and state constitutions, laws, rules, codes, orders, and regulations, including 
applicable licensure and certification requirements. If this Contract is funded by federal funds, either in whole or in part, then 
any federal regulation related to the federal funding will supersede this Attachment A. 

4. RECORDS ADMINISTRATION: Contractor shall maintain or supervise the maintenance of all records necessary to properly 
account for Contractor's performance and the payments made by the State Entity to Contractor under this Contract. These 
records shall be retained by Contractor for at least six (6) years after final payment, or until all audits initiated within the six 
(6) years have been completed, whichever is later. Contractor agrees to allow, at no additional cost, the State of Utah, 
federal auditors, and State Entity staff, access to all such records. 

5. CERTIFY REGISTRATION AND USE OF EMPLOYMENT "STATUS VERIFICATION SYSTEM": The Status Verification 
System, also referred to as "E-verify", only applies to contracts issued through a Request for Proposal process and to sole 
sources that are included within a Request for Proposal. 

1. Contractor certifies as to its own entity, under penalty of perjury, that Contractor has registered and is participating in 
the Status Verification System to verify the work eligibility status of Contractor's new employees that are employed in 
the State of Utah in accordance with applicable immigration laws. 

2. Contractor shall require that each of its Subcontractors certify by affidavit, as to their own entity, under penalty of 
perjury, that each Subcontractor has registered and is participating in the Status Verification System to verify the work 
eligibility status of Subcontractor's new employees that are employed in the State of Utah in accordance with applicable 
immigration laws. 

3. Contractor's failure to comply with this section will be considered a material breach of this Contract. 

6. CONFLICT OF INTEREST: Contractor represents that none of its officers or employees are officers or employees of the 
State Entity or the State of Utah, unless disclosure has been made to the State Entity. 

7. INDEPENDENT CONTRACTOR: Contractor and Subcontractors, in the performance of this Contract, shall act in an 
independent capacity and not as officers or employees or agents of the State Entity or the State of Utah. 

8. INDEMNITY: Contractor shall be fully liable for the actions of its agents, employees, officers, partners, and Subcontractors, 
and shall fully indemnify, defend, and save harmless the State Entity and the State of Utah from all claims, losses, suits, 
actions, damages, and costs of every name and description arising out of Contractor's performance of this Contract caused 
by any intentional act or negligence of Contractor, its agents, employees, officers, partners, or Subcontractors, without 
limitation; provided, however, that the Contractor shall not indemnify for that portion of any claim, loss, or damage arising 
hereunder due to the sole fault of the State Entity. The parties agree that if there are any limitations of the Contractor's 
liability, including a limitation of liability clause for anyone for whom the Contractor is responsible, such limitations of liability 
will not apply to injuries to persons, including death, or to damages to property. 

9. EMPLOYMENT PRACTICES: Contractor agrees to abide by federal and state employment laws, including: (i) Title VI and 
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VII of the Civil Rights Act of 1964 (42 U.S.C. 2000e), which prohibits discrimination against any employee or applicant for 
employment or any applicant or recipient of services, on the basis of race, religion, color, or national origin; (ii) Executive 
Order No. 11246, as amended, which prohibits discrimination on the basis of sex; (iii) 45 CFR 90, which prohibits 
discrimination on the basis of age; (iv) Section 504 of the Rehabilitation Act of 1973, or the Americans with Disabilities Act 
of 1990, which prohibits discrimination on the basis of disabilities; and (v) Utah's Executive Order, dated December 13, 
2006, which prohibits unlawful harassment in the workplace. Contractor further agrees to abide by any other laws, 
regulations, or orders that prohibit the discrimination of any kind by any of Contractor's employees. 

10. AMENDMENTS: This Contract may only be amended by the mutual written agreement of the parties, which amendment will 
be attached to this Contract. Automatic renewals will not apply to this Contract, even if listed elsewhere in this Contract. 

11 . DEBARMENT: Contractor certifies that it is not presently nor has ever been debarred, suspended, or proposed for 
debarment by any governmental department or agency, whether international, national, state, or local. Contractor must 
notify the State Entity within thirty (30) days if debarred, suspended, proposed for debarment, declared ineligible, or 
voluntarily excluded from participation in any contract by any governmental entity during this Contract. 

12. TERMINATION: Unless otherwise stated in this Contract, this Contract may be terminated, with cause by either party, in 
advance of the specified expiration date, upon written notice given by the other party. The party in violation will be given ten 
(10) days after written notification to correct and cease the violations, after which this Contract may be terminated for cause 
immediately and is subject to the remedies listed below. This Contract may also be terminated without cause (for 
convenience), in advance of the specified expiration date, by either party, upon sixty (60) days written termination notice 
being given to the other party. The State Entity and the Contractor may terminate this Contract, in whole or in part, at any 
time, by mutual agreement in writing. On termination of this Contract, all accounts and payments will be processed 
according to the financial arrangements set forth herein for approved Services ordered prior to date of termination. 

Contractor shall be compensated for the Services properly performed under this Contract up to the effective date of the 
notice of termination. Contractor agrees that in the event of such termination for cause or without cause, Contractor's sole 
remedy and monetary recovery from the State Entity or the State of Utah is limited to full payment for all Services properly 
performed as authorized under this Contract up to the date of termination as well as any reasonable monies owed as a 
result of Contractor having to terminate other contracts necessarily and appropriately entered into by Contractor pursuant to 
this Contract. In no event shall the State Entity be liable to the Contractor for compensation for any services neither 
requested by the State nor satisfactorily performed by the Contractor. In no event shall the State Entity's exercise of its right 
to terminate this Contract for convenience relieve the Contractor of any liability to the State Entity for any damages or 
claims arising under this Contract. 

13. NONAPPROPRIATION OF FUNDS, REDUCTION OF FUNDS, OR CHANGES IN LAW: Upon thirty (30) days written notice 
delivered to the Contractor, this Contract may be terminated in whole or in part at the sole discretion of the State Entity, if 
the State Entity reasonably determines that: (i) a change in Federal or State legislation or applicable laws materially affects 
the ability of either party to perform under the terms of this Contract; or (ii) that a change in available funds affects the State 
Entity's ability to pay under this Contract. A change of available funds as used in this paragraph includes, but is not limited 
to, a change in Federal or State funding, whether as a result of a legislative act or by order of the President or the Governor. 

If a written notice is delivered under this section, the State Entity will reimburse Contractor for the Services properly ordered 
until the effective date of said notice. The State Entity will not be liable for any performance, commitments, penalties, or 
liquidated damages that accrue after the effective date of said written notice. 

14. SUSPENSION OF WO~K: Should circumstances arise which would cause the State Entity to suspend Contractor's 
responsibilities under this Contract, but not terminate this Contract, this will be done by written notice. Contractor's 
responsibilities may be reinstated upon advance formal written notice from the State Entity. 

15. SALES TAX EXEMPTION: The Services under this Contract will be paid for from the State Entity's funds and used in the 
exercise of the State Entity's essential functions as a State of Utah entity. Upon request, the State Entity will provide 
Contractor with its sales tax exemption number. It is Contractor's responsibility to request the State Entity's sales tax 
exemption number. It also is Contractor's sole responsibility to ascertain whether any tax deduction or benefits apply to any 
aspect of this Contract. 

16. INSURANCE: Contractor shall at all times during the term of this Contract, without interruption, carry and maintain 
commercial general liability insurance from an insurance company authorized to do business in the State of Utah. The limits 
of this insurance will be no less than one million dollars ($1,000,000.00) per occurrence and three million dollars 
($3,000,000.00) aggregate. Contractor also agrees to maintain any other insurance policies required in the Solicitation. 
Contractor shall provide woof of the general liability insurance policy and other required insurance policies to the State 
Entity within thirty (30) days of contract award. Contractor must add the State of Utah as an additional insured with notice of 
cancellation. Failure to provide proof of insurance as required will be deemed a material breach of this Contract. 
Contractor's failure to maintain this insurance requirement for the term of this Contract will be grounds for immediate 
termination of this Contract. 

17. WORKERS' COMPENSATION INSURANCE: Contractor shall maintain during the term of this Contract, workers' 
compensation insurance for all its employees as well as any Subcontractor employees related to this Contract. Workers' 
compensation insurance shall cover full liability under the workers' compensation laws of the jurisdiction in which the 
service is performed at the statutory limits required by said jurisdiction. Contractor acknowledges that within thirty (30) days 
of contract award, Contractor must submit proof of certificate of insurance that meets the above requirements. 

18. PUBLIC INFORMATION: Contractor agrees that this Contract, related purchase orders, related pricing documents, and 
invoices will be public documents and may be available for public and private distribution in accordance with the State of 
Utah's Government Records Access and Management Act (GRAMA). Contractor gives the State Entity and the State of 
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Utah express permission to make copies of this Contract, related sales orders, related pricing documents, and invoices in 
accordance with GRAMA. Except for sections identified in writing by Contractor and expressly approved by the State of 
Utah Division of Purchasing and General Services, Contractor also agrees that the Contractor's Proposal to the Solicitation 
will be a public document, and copies may be given to the public as permitted under GRAMA. The State Entity and the 
State of Utah are not obligated to inform Contractor of any GRAMA requests for disclosure of this Contract, related 
purchase orders, related pricing documents, or invoices. 

19. DELIVERY: All deliveries under this Contract will be F.O.B. destination with all transportation and handling charges paid for 
by Contractor. Responsibility and liability for loss or damage will remain with Contractor until final inspection and acceptance 
when responsibility will pass to the State Entity, except as to latent defects or fraud. Contractor shall strictly adhere to the 
delivery and completion schedules specified in this Contract. 

20. ACCEPTANCE AND REJECTION: The State Entity shall have thirty (30) days after the performance of the Services to 
perform an inspection of the Services to determine whether the Services conform to the standards specified in the 
Solicitation and this Contract prior to acceptance of the Services by the State Entity. 

If Contractor delivers nonconforming Services, the State Entity may, at its option and at Contractor's expense: (i) return the 
Services for a full refund; (ii) require Contractor to promptly correct or reperform the nonconforming Services subject to the 
terms of this Contract; or (iii) obtain replacement Services from another source, subject to Contractor being responsible for 
any cover costs. 

21. INVOICING: Contractor will submit invoices within thirty (30) days of Contractor's performance of the Services to the State 
Entity. The contract number shall be listed on all invoices, freight tickets, and correspondence relating to this Contract. The 
prices paid by the State Entity will be those prices listed in this Contract, unless Contractor offers a prompt payment 
discount within its Proposal or on its invoice. The State Entity has the right to adjust or return any invoice reflecting incorrect 
pricing. 

22. PAYMENT: Payments are to be made within thirty (30) days after a correct invoice is received. All payments to Contractor 
will be remitted by mail, electronic funds transfer, or the State of Utah's Purchasing Card (major credit card). If payment has 
not been made after sixty (60) days from the date a correct invoice is received by the State Entity, then interest may be 
added by Contractor as prescribed in the Utah Prompt Payment Act. The acceptance by Contractor of final payment, 
without a written protest filed with the State Entity within ten (10) business days of receipt of final payment, shall release the 
State Entity and the State of Utah from all claims and all liability to the Contractor. The State Entity's payment for the 
Services shall not be deemed an acceptance of the Services and is without prejudice to any and all claims that the State 
Entity or the State of Utah may have against Contractor. The State of Utah and the State Entity will not allow the Contractor 
to charge end users electronic payment fees of any kind. 

23. TIME IS OF THE ESSENCE: The Services shall be completed by any applicable deadline stated in this Contract. For all 
Services, time is of the essence. Contractor shall be liable for all reasonable damages to the State Entity, the State of Utah, 
and anyone for whom the State of Utah may be liable as a result of Contractor's failure to timely perform the Services 
required under this Contract. 

24. CHANGES IN SCOPE: Any changes in the scope of the Services to be performed under this Contract shall be in the form 
of a written amendment to this Contract, mutually agreed to and signed by both parties, specifying any such changes, fee 
adjustments, any adjustment in time of performance, or any other significant factors arising from the changes in the scope 
of Services. 

25. PERFORMANCE EVALUATION: The State Entity may conduct a performance evaluation of Contractor's Services, 
including Contractor's Subcontractors. Results of any evaluation may be made available to Contractor upon request. 

26. STANDARD OF CARE: The Services of Contractor and its Subcontractors shall be performed in accordance with the 
standard of care exercised by licensed members of their respective professions having substantial experience providing 
similar services which similarities include the type, magnitude, and complexity of the Services that are the subject of this 
Contract. Contractor shall be liable to the State Entity and the State of Utah for claims, liabilities, additional burdens, 
penalties, damages, or third party claims (e.g., another Contractor's claim against the State of Utah), to the extent caused 
by wrongful acts, errors, or omissions that do not meet this standard of care. 

27. REVIEWS: The State Entity reserves the right to perform plan checks, plan reviews, other reviews, and/or comment upon 
the Services of Contractor. Such reviews do not waive the requirement of Contractor to meet all of the terms and conditions 
of this Contract. 

28. ASSIGNMENT: Contractor may not assign, sell, transfer, subcontract or sublet rights, or delegate any right or obligation 
under this Contract, in whole or in part, without the prior written approval of the State Entity. 

29. REMEDIES: Any of the following events will constitute cause for the State Entity to declare Contractor in default of this 
Contract: (i) Contractor's non-performance of its contractual requirements and obligations under this Contract; or (ii) 
Contractor's material breach of any term or condition of this Contract. The State Entity may issue a written notice of default 
providing a ten (10) day period in which Contractor will have an opportunity to cure. Time allowed for cure will not diminish 
or eliminate Contractor's liability for damages. If the default remains after Contractor has been provided the opportunity to 
cure, the State Entity may do one or more of the following: (i) exercise any remedy provided by law or equity; (ii) terminate 
this Contract; (iii) impose liquidated damages, if liquidated damages are listed in this Contract; (iv) debar/suspend 
Contractor from receiving future contracts from the State Entity or the State of Utah; or (v) demand a full refund of any 
payment that the State Entity has made to Contractor under this Contract for Services that do not conform to this Contract. 
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30. FORCE MAJEURE: Neither party to this Contract will be held responsible for delay or default caused by fire , riot, act of 
God, and/or war which is beyond that party's reasonable control. The State Entity may terminate this Contract after 
determining such delay will prevent successful performance of this Contract. 

31. c'ONFIDENTIALITY: If Confidential Information is disclosed to Contractor, Contractor shall: (i) advise its agents, officers, 
employees, partners, and Subcontractors of the obligations set forth in this Contract; (ii) keep all Confidential Information 
strictly confidential; and (iii) not disclose any Confidential Information received by it to any third parties. Contractor will 
promptly notify the State Entity of any potential or actual misuse or misappropriation of Confidential Information. 

Contractor shall be responsible for any breach of this duty of confidentiality, including any required remedies and/or 
notifications under applicable law. Contractor shall indemnify, hold harmless, and defend the State Entity and the State of 
Utah, including anyone for whom the State Entity or the State of Utah is liable, from claims related to a breach of this duty of 
confidentiality, including any notification requirements, by Contractor or anyone for whom the Contractor is liable. 

Upon termination or expiration of this Contract, Contractor will return all copies of Confidential Information to the State Entity 
or certify, in writing, that the Confidential Information has been destroyed. This duty of confidentiality shall be ongoing and 
survive the termination or expiration of this Contract. 

32. PUBLICITY: Contractor shall submit to the State Entity for written approval all advertising and publicity matters relating to 
this Con~act. It is within the State Entity's sole discretion whether to provide approval, which must be done in writing. 

33. CONTRACT INFORMATION: Contractor shall provide information regarding job vacancies to the State of Utah Department 
of Workforce Services, which may be posted on the Department of Workforce Services website. Posted information shall 
include the name and contact information for job vacancies. This information shall be provided to the State of Utah 
Department of Workforce Services for the duration of this Contract. This requirement does not preclude Contractor from 
advertising job openings in other forums throughout the State of Utah. 

34. INDEMNIFICATION RELATING TO INTELLECTUAL PROPERTY: Contractor will indemnify and hold the State Entity and 
the State of Utah harmless from and against any and all damages, expenses (including reasonable attorneys' fees), claims, 
judgments, liabilities, and costs in any action or claim brought against the State Entity or the State of Utah for infringement 
of a third party's copyright, trademark, trade secret, or other proprietary right. The parties agree that if there are any 
limitations of Contractor's liability, such limitations of liability will not apply to this section. 

35. OWNERSHIP IN INTELLECTUAL PROPERTY: The State Entity and Contractor agree that each has no right, title, interest, 
proprietary or otherwise in the intellectual property owned or licensed by the other, unless otherwise agreed upon by the 
parties in writing. All deliverables, documents, records, programs, data, articles, memoranda, and other materials not 
developed or licensed by Contractor prior to the execution of this Contract, but specifically created or manufactured under 
this Contract shall be considered work made for hire, and Contractor shall transfer any ownership claim to the State Entity. 

36. WAIVER: A waiver of any right, power, or privilege shall not be construed as a waiver of any subsequent right, power, or 
privilege. 

37. ATTORNEY'S FEES: In the event of any judicial action to enforce rights under this Contract, the prevailing party shall be 
entitled its costs and expenses, including reasonable attorney's fees incurred in connection with such action. 

38. PROCUREMENT ETHICS: Contractor understands that a person who is interested in any way in the sale of any supplies, 
services, construction, or insurance to the State of Utah is violating the law if the person gives or offers to give any 
compensation, gratuity, contribution, loan, reward, or any promise thereof to any person acting as a procurement officer on 
behalf of the State of Utah, or to any person in any official capacity participates in the procurement of such supplies, 
services, construction, or insurance, whether it is given for their own use or for the use or benefit of any other person or 
organization. 

39. DISPUTE RESOLUTION: Prior to either party filing a judicial proceeding, the parties agree to participate in the mediation of 
any dispute. The State Entity, after consultation with the Contractor, may appoint an expert or panel of experts to assist in 
the resolution of a dispute. If the State Entity appoints such an expert or panel, State Entity and Contractor agree to 
cooperate in good faith in providing information and documents to the expert or panel in an effort to resolve the dispute. 

40. ORDER OF PRECEDENCE: In the event of any conflict in the terms and conditions in this Contract, the order of 
precedence shall be: (i) this Attachment A; (ii) Contract Signature Page(s); (iii) the State of Utah's additional terms and 
conditions, if any; (iv) any other attachment listed on the Contract Signature Page(s); and (v) Contractor's terms and 
conditions that are attached to this Contract, if any. Any provision attempting to limit the liability of Contractor or limit the 
rights of the State Entity or the State of Utah must be in writing and attached to this Contract or it is rendered null and void. 

41. SURVIVAL OF TERMS: Termination or expiration of this Contract shall not extinguish or prejudice the State Entity's right to 
enforce this Contract with respect to any default or defect in the Services that has not been cured. 

42. SEVERABILITY: The invalidity or unenforceability of any provision, term, or condition of this Contract shall not affect the 
validity or enforceability of any other provision, term, or condition of this Contract, which shall remain in full force and effect. 

43. ENTIRE AGREEMENT: This Contract constitutes the entire agreement between the parties and supersedes any and all 
other prior and contemporaneous agreements and understandings between the parties, whether oral or written. 

(Revision date: 21 August 2015) 
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ATTACHMENT B - SCOPE OF WORK 

UPPAC HEARING OFFICERS 

The hearing officer will conduct administrative hearings to determine recommendations for 
discipline or reinstatement requests of educators. 

The hearing officer will write the hearing report in consultation with commission members who 
have served as the hearing panel; the hearing officer is non-voting. 

The hearing officer may also be required to respond to pre-hearing motions and make other pre­
hearing decisions. 

The hearings are held to determine whether disciplinary action should be taken against licensed 
educators alleged to have engaged in misconduct which would influence their effectiveness in 
the classroom. 

UPPAC hearings most often follow disciplinary employment actions taken by school districts or 
following criminal charges. 

The job requires flexibility and availability; sometimes hearings are scheduled or rescheduled on 
short notice and may run into the evenings. 

Timelines: Hearing officers shall be subject to specific administrative timelines set forth in 
Board rule. 

Contractor will be paid $175. 00 per hour for prehearing and post-hearing issues (including 
report drafting), and $250.00 per hour for actual hearing time. 

Annual contract amount of $50,000.00 per year. Total contract five year contract amount of 
$250,000.00. 



ATTACHMENT-C 

FERP A- STUDENT LEVEL DATA PROTECTION 
STANDARD TERMS AND CONDITIONS OR REQUIRED ATTACHMENT 

The services or functions included in the State of Utah Contract involve the CONTRACTOR 
obtaining or using education records or personally identifiable information. Utah State Board of 
Education ("USBE") is subject to Federal Education Records Privacy Act ("FERP A:') 20 U.S.C. 
§ 1232g, and its implementing regulations, 34 C.F.R. Part 99, which generally requires written 
consent for disclosure of educational record or personally identifiable information to third 
parties. 

Written consent is not required for school officials. FERPA provides a contractor, consultant, 
volunteer, or other outside pi;irty maybe treated as a school official if the contrnctingparty is: (a) 
providing services or functions that the USBE would otb.erwi.se use employees, (b) under the 
direct conti'Ol of USBE with respect to the use and maintenance of education records and 
personally identifiable information, (c) subject to the requil.'ements of34 C.F.R 9933(a), and (d) 
limiting access within the Vendor's organization to those who have a legitimate educational 
interest 34 C.F.R 99.3l(a)(l){i)(B). 

USBE and CONTRACTOR desire to have CONIRACTOR treated as a school official within 
the FERP A exception in 34 C.F.R. 99 .31 (a)(l )(i)(B) and to comply with state and federal student 
and family privacy laws. To protect the privacy of students and parent data, USBE and 
CONTRACTOR ('Parties") include this Attachment to the Contract 

The Parties agree as follows: 

1. The term of this Attachment shall remain in effect through the duration of the Contract. 
2. The following definitions apply to the Attachment: 

a "Education records" includes all information accessed, collected, store~ 
processed, disclosed, de~identi:fied, created, or used by Vendor, including 
metadata and personally identifiable .information, in relation to the Agreement. 

b. "Metadata" includes all information created manually 01· automatically to provide 
meaning or context to other data. 

c. "Personally Identifiable Information" or "PIT" includes both direct identifiers 
(such as a student's or other family member's name, address, student number, or 
biometric number) and indirect identifiers (such as a student's date of birth, place 
of birth, or mother's maiden name). Indirect identifiers tbat constitute PII also 
include metadata about student interaction with an app or service, or other 
infmmation that, alone or in combination, is linked or linkable to a specific 
student that would allow a reasonable person in the school community, who does 
not have personal knowledge of the relevant ch-cum.stances, to identify the student 
with reasonable certainty. 
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3. CONTRACTOR agrees that all data files, including derivative files, and all data files 
resulting from merges, matches, or other uses of education records provided or obtained 
pursuant to the Contract are subject to this agreement. 

4. CONTRACTOR's services provided to USBE are services for which USBE would 
otherwise use employees. 

5. CONTRACTOR is a party acting for USBE, who has direct control of the use and 
maintenance of education records. All education records are owned by USBE. 
CONTRACTOR acquires no rights or licenses to use the education records for any other 
purpose than for pe1forming the services set forth in the Interagency Agreement. 

6. CONTRACTOR has a legitimate educational interest in the education records based upon 
the Contract. 

7. CONTRACTOR shall limit access within its organization to individuals whom 
CONTRACTOR has determined to have legitimate educational interests in the education 
records. 

a. CONTRACTOR shall require a non-disclosure agreement be signed by those 
individuals within its organization that CONTRACTOR deteID1ines will have 
access to the education records because the individuals have a legitimate 
educational interest in the education records. 

b, CONTRACTOR shall maintain. past and current lists of all individuals to whom it 
has deteimined to allow access to education records because the individuals have 
legitimate educational interest in the education records. 

c. CONTRACTOR shall maintain each non-disclosure agreement signed by its 
employees at its facility and shall pe1mit inspection of the same by the Board, 
upon request. 

d. CONTRACTOR shall notify the Board in writing within 48 hours when an 
individual, who has had access to education records, is no longer -with 
CONTRACTOR. 

e. CONIRACTOR shall further notify the Board in writing within 48 hours if an 
individual's privileges to access education records has been withdrawn and the 
date withdrawal occurred. 

f. CONTRACTOR shall require and ensm·e annual training of those individuals 
determined to have access due to a legitimate educational :interest in the education 
records. The training shall include the federal and state laws relating to student 
and family privacy and best practices for maintaining student and family privacy. 

g. CONTRACTOR shall maintain past and current lists of individuals attending 
training and the related training materials. 

h. CONTRACTOR shall not disclose the education records to individuals within 
CONTRACTOR who have not been determined to have a legitimate educational 
interest, who have not l"eceived trahring, and who have not signed a non­
disclosure agreement. 

8. CONTRACTOR shall only access, collect, store, process, or use the· education records, as 
necessary to provide the services set forth in the Contract for its legitimate educational 
interest in the education records. Therefore, CONTRACTOR will not access, collect, 
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store, pl'ocess, sell, disclose, de-identify or use the education records for any other 
purpose. 

9. Data at issue herein :inclu.des records that: (1) may directly relate to a student; (2) may 
contain pel'Sonally identifiable infol'mation,, and (3) are maintained by an educational 
agency or institution or by a party acting for the agency or institution. 

10. CONTRACTOR shall not re-disclose the education records to any other party without the 
prior consent of the parent or eligible student. 

11. CONTRACTOR shall protect all education records in a manner that does not permit 
disclosw:e of the educational records to anyone other than those individuals within its 
organization to whom CONTRACTOR has determined to have legitimate educational 
interests in the education records. 

12. CONTRACTOR shall store and maintafu. all education reco1·ds separately from the 
info1-mation of any other records. 

13. CONTRACTOR shall notify the Board if there are any changes that will affect the 
system where all education records are stored and maintained, and ensure the system is in 
compliance with industry standards for the security and privacy of education records. 

14. CONTRACTOR shall comply with all state and federal laws relating to student or family 
privacy and will maintain any and all education records in a manner consistent with such 
laws. 

15. CONTRACTOR shall notify the Board in writing immediately upon discove1ing any 
breach, or suspected breach of security, or any disclosure of education records to an 
unauthorized individual within CONTRACTOR's organization, or re-disclosure to 
anyone. Notification shall include the date of impwper release and a secure transmission 
oflist(s) of affected students or families to assist the Board in notifying students, parents, 
or guardians of the improper release as required by federal and state law. 
CON1RACTOR agrees the improper release of any education record constitutes a 
material breach of the Contract. CONTRACTOR shall be liable for any drums or 
damages that occur from its faillll'e to comply with its obligations in this Attachment. 

16. CONTRACTOR shall !etum to the Board or securely destroy any education records and 
PIT provided pursuant to the Contract upon the earlier of either the expiration or 
termination oftb.e Contract. 

17. Notices required by this Attachment shall be provided to: 
Chief Piivacy Officer, who is cuITently Aaron Brough at aaron.brough@scbools.utah.gov 
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