














ATTACHMENT B: STANDARD INFORMATION TECHNOLOGY TERMS AND CONDITIONS
(FOR NON-DTS EXEMPT CONTRACTS ONLY)

CONTRACTOR ACCESS TO SECURE STATE FACILITIES, STATE OF UTAH DATA, AND STATE OF UTAH TECHNOLOGY:
An employee or Subcontractor of Contractor is required to complete a federal criminal background check if said employee or
Subcontractor will have access to State of Utah facilities, State of Utah data, or State of Utah technology. “State of Utah data”
includes nonpublic data, non-public personal information data, confidential information, or protected health information. Contractor
shall provide the State Entity with sufficient personal information (at Contractor's own expense) so that a federal criminal
background check may be completed by the State Entity at State Entity’s expense. The State Entity will also provide Contractor
with a Disclosure Form and Confidentiality Agreement which must be completed by Contractor and returned to the State Entity.
Additionally, each employee of Contractor or Subcontractor who will have access to secure State of Utah facilities, State of Utah
data, or State of Utah technology, will be scheduled by the State Entity to be fingerprinted at a minimum of one week prior to
having such access. At the time of fingerprinting, said employee of Contractor or Subcontractor will disclose, in full, any past
record of felony or misdemeanor convictions. The State Entity is authorized to conduct a federal criminal background check based
upon the fingerprints and personal information provided. The State Entity will use this same information to complete a Name Check
in the Utah Criminal Justice Information System (UCJIS) every two years and reserves the right to revoke any access to State of
Utah facilities, State of Utah data, and State of Utah technology granted in the event of any negative results. Contractor agrees to
notify the State Entity if an arrest or conviction of any employee of Contractor or a subcontractor of Contractor that has access to
State of Utah facilities, State of Utah data and State of Utah technology occurs during this Contract. Contractor, in executing any
duty or exercising any right under this contract, shall not cause or permit any of its employees or employees of a subcontractor (if
any) who have been convicted of a felony or misdemeanor to have access to State of Utah facilities, State of Utah data, and State
of Utah technology. A felony and misdemeanor are defined by the laws of the State of Utah, regardless of where the conviction
occurred.

DRUG-FREE WORKPLACE: When applicable, Contractor agrees to abide by the drug-free workplace policies of the State Entity
while on State of Utah premises. The State Entity will provide Contractor with a copy of these written “drug-free workplace policies”
upon request.

CODE OF CONDUCT: When Contractor's employees or subcontractors are working at facilities controlled or owned by the State
Entity, Contractor agrees to follow and enforce the applicable code of conduct policy.

SUSPENSION OF WORK: Should circumstances arise which would cause the State to suspend the work, but not terminate this
Contract, this will be done by written notice. The work may be reinstated upon advance written notice from the State Entity.

SECURE PROTECTION AND HANDLING OF STATE DATA: If Contractor is given State of Utah data as part of this Contract, the
protection of State of Utah data shall be an integral part of the business activities of Contractor to ensure that there is no
inappropriate or unauthorized use of State of Utah data. To the extent that Contractor is given State of Utah data, Contractor shall
safeguard the confidentiality, integrity, and availability of the State of Utah data and comply with the following conditions:

1. Network Security: Contractor agrees at all times to maintain network security that, at a minimum, includes: network firewall
provisioning, intrusion detection, and regular third party penetration testing. Likewise Contractor agrees to maintain network
security that conforms to one of the following:

(1) Those standards the State of Utah applies to its own network, found outlined in The Department of Technology Service’s
Policy 5000-0002 Enterprise Information Security Policy (copy available upon request);

(2) Current standards set forth and maintained by the National Institute of Standards and Technology, including those at:
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf; or

(3) Any generally recognized comparable standard that Contractor then applies to its own network that is approved by the
State of Utah’s Department of Technology Services in writing, if required by the State of Utah laws.

2. Security: Contractor agrees to protect and maintain the security of State of Utah data with protection that is at least as good
as or better than that maintained by the State of Utah. These security measures include, but are not limited to maintaining secure
environments that are patched and up to date with all appropriate security updates as designated (e.g., Microsoft Notification).

3. Transmission: Contractor agrees that any and all transmission or exchange of system application data with the State Entity
and State of Utah and/or any other parties expressly designated by the State of Utah, shall take place via secure means (e.g.,
HTTPS or FTPS).

4. Storage: Contractor agrees that all State of Utah data will be stored and maintained in data centers in the United States.
Contractor agrees that no State of Utah data at any time will be processed on or transferred to any portable or laptop computing
device or any portable storage medium, except for devices that are used and kept only at Contractor's United States data centers,
unless such medium is part of the Contractor's designated backup and recovery process. Contractor shall permit its personnel and
subcontractors to access non-State Data remotely only as required to provide technical support. Contractor may provide technical
user support on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited by this contract.

5. Encryption: Contractor agrees to store all data provided to Contractor as part of its designated backup and recovery process
in encrypted form, using no less than 128 bit key.

6. Password Protection: Contractor agrees that any portable or laptop computer that has access to the State of Utah network or
stores any non-public State of Utah data is equipped with strong and secure password protection.



7. Re-Use: Contractor agrees that any and all data exchanged shall be used expressly and solely for the purpose enumerated in
this contract. Contractor further agrees that no State of Utah data of any kind shall be transmitted, exchanged, or otherwise passed
to other Contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Entity.

8. Destruction: Contractor agrees that upon expiration or termination of this contract, it shall erase, destroy, and render
unreadable all State of Utah data from all non-state computer systems and backups, and certify in writing that these actions have
been completed within thirty (30) days of the expiration or termination of this contract or within seven (7) days of the request of the
State Entity, whichever shall come first, unless the State Entity provides Contractor with a written directive. It is understood by the
parties that the State’s written directive may request that certain data be preserved in accordance with applicable law.

9. Services Shall Be Performed Within United States: Contractor agrees that all of the services related to State of Utah data
that it provides to Contractor will be performed by Contractor or its subcontractor(s) within the borders and jurisdiction of the United
States.

NOTIFICATION AND DATA BREACHES: Contractor agrees to comply with all applicable laws that require the notification of
individuals in the event of unauthorized release of personal information or other events requiring notification. In the event of a data
breach of any Contractor's security obligations or other event requiring notification under applicable law (Utah Code §§ 13-44-101
thru 301 et al.), Contractor agrees at its own expense to assume responsibility for informing all such individuals in accordance with
applicable laws and to indemnify, hold harmless and defend the State Entity and the State of Utah against any claims, damages, or
other harm related to such notification event.

CHANGE MANAGEMENT:

1. Contractor agrees to the State’s Software Development Life Cycle Policy. The Software Development Life Cycle Policy
requires any Contractor developing software for the State to work with the Department of Technology Services, if required by
the State of Utah laws, in implementing a Software Development Lifecycle (SDLC) that addresses key issues of security,
accessibility, mobile device access, and standards compliance. Upon request, the State will provide Contractor with a copy of
the latest version of the Software Development Life Cycle Policy.

2. Per the Change Management Policy, any Goods fumished or Services performed by Contractor which have the potential to
cause any form of outage or to modify the State of Utah’s infrastructure must be reviewed by the Department of Technology
Services Change Management Committee, if required by State of Utah laws. If required, the Department of Technology
Services will notify Contractor if this change control requirement is applicable. Following this notification, any outages or Data
Breaches which are a direct result of Contractor's failure to comply with the instructions and policies following notification will
result in Contractor's liability for any and all damages resulting from or associated with the outage or Data Breach.

OWNERSHIP IN INTELLECTUAL PROPERTY: The State Entity and Contractor agree that each has no right, title, or interest,
proprietary or otherwise, in or to the name or any logo, or intellectual property owned or licensed by the other. The State Entity and
Contractor each agree that without prior written consent of the other or as described in this contract, it shall not use the name, any
logo, or intellectual property owned or licensed by the other.

OWNERSHIP IN CUSTOM DELIVERABLES: In the event that Contractor provides custom deliverables to the State Entity
pursuant to this Contract, Contractor grants the ownership in custom deliverables which have been developed and delivered by
Contractor exclusively for the State Entity and are specifically within the framework of fulfilling Contractor's contractual obligations
under this contract. Custom deliverables shall be deemed work made for hire, such that all intellectual property rights, title and
interest in the custom deliverables shall pass to the State Entity. To the extent that the custom deliverables are not recognized as
work made for hire, Contractor hereby assigns to the State Entity any and all copyrights in and to the custom deliverables, subject
to the following:

1. Contractor has received payment for the custom deliverables,

2. Each party will retain all rights to patents, utility models, mask works, copyrights, trademarks, trade secrets, and any other
form of protection afforded by law to inventions, models, designs, technical information, and applications (“Intellectual Property
Rights”) that it owned or controlled prior to the effective date of this contract or that it develops or acquires from activities
independent of the services performed under this contract (“Background IP”), and

3. Contractor will retain all right, title, and interest in and to all Intellectual Property Rights in or related to the services or tangible
components thereof, including but not limited to (a) all know-how, intellectual property, methodologies, processes, technologies,
algorithms, software, or development tools used in performing the services (collectively, the “Utilities”), and (b) such ideas,
concepts, know-how, processes and reusable reports, designs, charts, plans, specifications, documentation, forms, templates, or
output which are supplied or otherwise used by or on behalf of Contractor in the course of performing the services or creating the
deliverables, other than portions that specifically incorporate proprietary or confidential information or deliverables of the State
Entity (collectively, the “Residual IP"), even if embedded in the deliverables.

4. Custom deliverables, not including Contractor's Intellectual Property Rights, Background IP, and Residual IP, may not be
marketed or distributed without written approval by the State Entity.

Contractor agrees to grant to the State a perpetual, irrevocable, royalty-free license to use Contractor's Background IP, Utilities,
and Residual IP, as defined above, solely for the State Entity to use the custom deliverables. The State Entity reserves a royalty-
free, nonexclusive, and irrevocable license to reproduce, publish, or otherwise use and to authorize others to use, for the State
Entity's intemal purposes, such custom deliverables. For the Goods delivered that consist of Contractor's scripts and code and are
not considered custom deliverables or work product, for any reason whatsoever, Contractor grants the State a non-exclusive, non-
transferable, irrevocable, perpetual right to use, copy, and create derivative works from such, without the right to sublicense, for the
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State Entity’s internal business operation under this contract. The State Entity may not participate in the transfer or sale of, create
derivative works from, or in any way exploit Contractor’s Intellectual Property Rights, in whole or in part.

PROTECTION AND USE OF RECORDS: Except for confidential medical records held by direct care providers, the State Entity
shall own exclusive title to all information gathered, reports developed, and conclusions reached in performance of this Contract.
Contractor may not use, except in meeting its obligations under this contract, information gathered, reports developed, or
conclusions reached in performance of this contract without the express written consent of the State Entity. The improper use or
disclosure of any information conceming a State of Utah client or a State of Utah employee for any purpose not directly connected
with the administration of Contractor's responsibilities under this contract is prohibited except on written consent by the State.
Contractor will be required to sign a Confidential Information Certification form in situations where they will be given access to
confidential computerized records. Contractor agrees to maintain the confidentiality of records it holds for the State as required by
applicable federal, state, or local laws. The State Entity shall own and retain unlimited rights to use, disclose, or duplicate all
information and data (copyrighted or otherwise) developed, derived, documented, stored, or furnished by Contractor under this
contract. Contractor, and any subcontractors under its control, expressly agrees not to use confidential client or confidential federal,
state, or local government data without prior written permission from the State.

PROTECTION AND USE OF CONFIDENTIAL FEDERAL, STATE, OR LOCAL GOVERNMENT INTERNAL BUSINESS
PROCESSES AND PROCEDURES: In the event that the State Entity provides Contractor with confidential federal or state
business processes, policies, procedures, or practices, pursuant to this contract, Contractor agrees to hold such information in
confidence, in accordance with applicable laws and industry standards of confidentiality, and not to copy, reproduce, sell, assign,
license, market, transfer, otherwise dispose of, give, disclose such information to third parties, or use such information for any
purpose whatsoever other than the performance of this contract. The improper use or disclosure by any party of protected internal
federal or state business processes, policies, procedures, or practices is prohibited. Confidential federal or state business
processes, policies, procedures, or practices shall not be divulged by Contractor or its subcontractors, except for the performance
of this contract, unless prior written consent has been obtained in advance from the State.

PROTECTION AND RETURN OF DOCUMENTS AND DATA UPON CONTRACT TERMINATION OR COMPLETION: All
documents and data pertaining to work required by this contract will be the property of the State Entity, and must be delivered to
the State Entity within thirty (30) working days after termination or expiration of this Contract, regardless of the reason for contract
termination, and without restriction or limitation to their future use. Any State Entity or State of Utah data that may be retumed
under provisions of this Section must either be in the format as originally provided, in a format that is readily usable by the State, or
that can be formatted in a way that it can be used. The costs for returning documents and data to the State Entity are included in
this Contract.

TERMINATION UPON DEFAULT: In the event this Contract is terminated as a result of a default by Contractor, the State Entity
may procure or otherwise obtain, upon such terms and conditions as the State deems appropriate, services similar to those
terminated, and Contractor shall be liable to the State Entity for any and all damages arising therefrom, including, but not limited to,
attorneys’ fees and excess costs incurred by the State Entity in obtaining similar services.

(Revision Date: 1 July 2015)
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Scope of Work, Contract Costs and Terms
For the Period Ending June 30, 2020

Maintenance and Enhancements for the Transition from Early
Intervention Data Input (TEDI) System

Scope of Work

Multidimensional Software Creations, LLC (MDSC) will provide continuing maintenance, support,
and enhancements for the Transition from Early Intervention Data Input (TEDI) System
developed for the Utah State Office of Education (USOE). The scope of work identified in this
attachment will begin July 1, 2015 and is to be complete by June 30, 2020 (60 months).

Baclground

The Baby Watch Early Intervention Program (BWEIP) of the Utah Department of Health (UDOH)
provides services to qualifying children from birth to 3 years old as specified in Part C of the IDEA
act. As a child approaches his or her third birthday, a transition process is followed to ensure a
smooth transition for the child and family as Part C services are ended and special education pre-
school services provided by USOE take over (as identified in Part B of the IDEA Act).

The TEDI system is made up of a set of sub-systems that facilitate the communication, reporting,
and reconciliation of children that transition from BWEIP to USOE Part B services.

Maintenance and Support Overview
The maintenance and support activities related to the TEDI system are listed below. The
maintenance portion of the contract is a fixed monthly rate based on expected effort.

e Part B Website Maintenance - this includes adjustments required to keep the system
functioning as originally designed and implemented. It may include minor changes such as
code table changes, etc. Major redesigns or changes in functionality would fall under an
enhancement request.

o Software Bug Fixes - fixes for defects found in the originally designed and implemented
behavior of the system are included in maintenance.

e Child Data Clean-up -child records that need adjustment or data cleaning due to software
bugs discovered in the system are included in maintenance.

¢ Minor EI Data Exchange and SSID Broker Adjustments - this includes minor
adjustments to continue operation of the exchange of data and assignment of child SSIDs.
Major redesigns or changes in functionality would fall under an enhancement request.

Multidimensional Software Creations
PO Box 6115, No. Logan, UT 84341-6115 | www.mdsc.com



e Advanced Technical Support - MDSC will answer support requests via phone or email for
issues that are not able to be resolved by State Education Agency (SEA) users of the system.

e User Training - training of SEA and Local Education Agency (LEA) users on the TEDI
system and features as requested by USOE.

Enhancements Overview

Changes in functionality and behavior that do not fit under the maintenance and support
requirements outlined above are considered enhancements. Enhancements are cost reimbursable
(see Contract Costs section). Enhancements are reviewed and prioritized by USOE staff and
approved before any work is started.

Enhancements may fall under one of the following categories:

o New Reporting Requirements - new requirements at the state or federal level require
additional data gathering and reporting.

e Business Process Changes - it is determined that changes in function or additional
features are needed to comply with state or federal requirements.

e Improved Collaboration - includes improvements to collaboration between users of the
Part C and Part B programs.

e Security Improvements - enhancements to improve the security and safety of child data
and the overall system.

¢ System and Framework Updates - updates required to keep the system current and
functioning in the USOE IT hosting environment (e.g., database and system updates).

Multidimensional Software Creations
PO Box 6115, No. Logan, UT 84341-6115 | www.mdsc.com
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Attachment/— Budget

Maintenance and Support Costs
Maintenance and support are a fixed monthly cost as identified below.

Monthly Fixed Yearly
Date Range Months Rate Extended Total
July 1, 2015 Jun 30, 2016 12 $1,936 S 23,232
July 1, 2016 Jun 30, 2017 12 $1,994 S 23,929
July 1, 2017 Jun 30, 2018 12 52,054 S 24,647
July 1,2018 Jun 30, 2019 12 $2,116 S 25,386
July 1, 2019 Jun 30, 2020 12 $2,179 S 26,148
Total Maintenance and Support Costs (60 months) $123,342

Enhancement Costs

USOE may request enhancements to the TEDI system. All enhancements must be pre-approved in
writing, will only be paid as reimbursement for work as authorized, and must be billed within 60 days
of completion. MDSC may submit invoices during the development of the enhancement. USOE will
authorize payment up to 50% of the enhancement during development. USOE will not authorize final
payment until the project is designated as complete by USOE staff.

MDSC will submit enhancement invoices to USOE for payment based on hourly rates for work
performed. A medium enhancement is estimated at 80 hours of work. USOE anticipates not more
than 16 enhancements over the course of the contract period.

Hours Rate Number of Features Total

approx. 80 th;/f-eaﬁtUrg $9,680 /feature 16 $154,880

Grand Total $278,222



Cost Reimbursable Rates

Software Engineer rates used for cost reimbursable

enhancements

Contract Year Starting

Hourly Rate

July 1, 2015
July 1, 2016
July 1, 2017
July 1, 2018

July 1, 2019

$121
$125
$128
$132

$136

/ hour
/ hour
/ hour
/ hour

/ hour





