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Student Privacy: National Trends
and Best Practices




Take a minute to discuss with your
neighbor...

What are you worried about regarding data
privacy in Utah?

What might data do for Utah that you are
excited about?
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Types of Risk

» An actual security or privacy risk
» Risk of not being in compliance
» Perception risk

Credit: Jim Siegl, Fairfax County Public Schools, Virginia
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Federal Laws and Actions

» FERPA

» There were several student data privacy
bills introduced in Congress in 2015 and a
FERPA re-write may pass in 2018. One bill
has been re-introduced in 2017 so far.
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4_ O States Have Passed 126 Laws Since 2013

"

)

WA

Law regulating SEAs and/or LEAs

Law regulating Third Parties
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u Bill introduced since 2013 but none passed



State Laws Passed Since 2013

O
FERPA I SH ERPA | The Education Privacy Resource Center _

STUDENTS PARENTS EDUCATORS HIGHER ED ED TECH POLICYMAKERS BLOG RESCOURCES

State Student Privacy Laws

Fissed 2003-2017

Year BILL High Level Summary Early| K-12 | Higher Ed | Legislating | Legislating | Legislating
Passed NUMBER Vendors | SEAs (Y/N) | LEAs (Y/N)
(Y/N)

2013 Arizons Faor schoaol districts that release directory information to educational and N ' I ] Y Y
occupationalinilitary recruitors, they must provide students swith the
opportunity to opt-out of that release. Student transcripts cant be
releazed unless the studert consents in writing.

FUTU RE o F An Aot Relating to School Accountabilty: Requires the Department to ] N ] ] Y ]
p RIVACY compile an annual achievement profile — any dizclosure of educationsl

recards compiled by the department of education must comply with
FORUM

2016 Arizona HB 2058 prohikbitz public schools from administering specified hd hd ! il il \'d
assessments or surveys to students without notityving and obtaining

rertH e imferrremed st e mmrEsrt e meed e rme il e e e



https://ferpasherpa.org/state-laws/

2014-2016

. 49 States and DC have TRENDS IN STATE DATA PRIVACY LEGISLATION 2014-16
introduced at least one W04 205 2016
student privacy bill =

» Only 18 bills have
addressed training

S I nce 2 01 4 (O Ut Of more This bill provides for This bill would
governance and/or compromise the basic
than 40 O student accountability functioning of the

state’s education services

privacy bills)
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statescoop Unintended

m EVENTS TV/RADIO PEOPLE SUBSCRIBE Conseq uen Ces
Louisiana schools struggle with A

strict privacy law nhpr

In Louisiana, a new law bars school districts from sharis L N
personally identifiable information without parental

Lizten Live + MHPR

consent. But administrators say the bill goes too far. P) B8CWorld Service
State Withholds High School New State Law Cm:nphcates
Graduation Rates Classroom Recording For N.H.
i —— r o Sc hool Districts

By RICKGANLEY & MICHAEL BRINDLEY « HOW 11, 2015

oTweet °Share @Gmgle+ eEmail

Anew state law limiting when schools can
CREDIT WS AU DNCeL L2 -3 TOREIT M FLICKR CREATIVE

PR record in classrooms is having unintended

consequences for some New Hampshire

school districts.




Interesting Trends

» Governance

» Disciplinary Record or Medical Record
Provisions

» Opt-In or Out Requirements

» Device and social media privacy

» Audits

» Penalties

» Training
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Best Practices
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Best Practice “Buckets”

» Data Governance and Security

» Transparency

» Vendor Monitoring

» Training Teachers and Other Staff
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Process

» Review Your Resources
» [dentify and Seek Input from Stakeholders
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Best Practice “Buckets”

» Data Governance and Security

» Transparency

» Vendor Monitoring

» Training Teachers and Other Staff
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* WeA/ﬁ v Wﬂ/Deponmmt of

*EDUCATION Governance as Foundation

* Processes and systems governing data quality, collection,
management, and protection

* Formal policies defining:
— Roles and responsibilities
« Data access, disclosure, and use
— Data management and monitoring

— How data are collected, accessed, and used

VOICE
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i@%&%"a& Nothing to Hide

- Strong reqgulations

- Procedures for compliance

- Training available to all stakeholders
- Strategy to respond to incidents

- Respect for stakeholders

0
S
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PTAC
http://ptac.ed.gov/

Privacy Technical Assistance Center

U.S. Department of Education

Home | About | PTAC Toolkit | FAQs | Glossary | ContactUs

STUDENT PRIVACY 101: FERPA FOR PARENTS AND STUDENTS ED..
Parents and Students: '

Learn more about the
Family Policy Compliance Office (FPCO)

Learn more

Send a request to PTAC:
Send a request now to the
Privacy Technical Assistance Center
Send
g7 Email Updates:
Ever have questions about your rights regarding education records? This short video \ u ' We're looking forward to staying connected!
highlights the key points of the Family Educational Rights and Privacy Act (FERPA). - Subscribe
RECENTLY RFI FASFD DOCIIMFENTS s .
Service Offerings:
=nroliment Data PTAC Training and
Technical Assistance Services
View more

Jistrict Privacy Programs
PRIVACY -
FORUM o

| 08/24/2015 - Policies for Users of Student Data Checklist

‘& Early Childhood Data Privacy

Learn more about protectina the privacy



http://ptac.ed.gov/

CoSN Privacy Toolkit, Training, & TLE
https.//cosn.org/

=, Protecting Privacy
\ =2y in Connected Learning
A CoSN Lezdership Initiative

Protecting Privacy in
Connected Learning Toolkit

Version 2, September 2014

Considerations When Choosing
an Online Service Provider
for your School System

F“T“RE OF srmation on FERPA and COPPA
PRIVACY

HIPAA and PPRA
FORUM 1’3::')i5tri[:t Sal'rnlnul-::l Take Today

= Infographic on Privacy Practices to Share with Parents/Guardians



https://cosn.org/

\
NCES Forum Guide to Education Data Privacy
http://nces.ed.gov/pubs2016/Privacy_Guide_508_7.6.16.p

55

-

Forum Guide to

: i S
Education Data Privacy /’/’/////////,

.h._
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http://nces.ed.gov/pubs2016/Privacy_Guide_508_7.6.16.pdf
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RESOURCES SEARCH

Welcome fo the FERPAISherpg Resource Search Engine! You can search for resowrces here by qudience, ivpe of resource, or by one or mulfiple fogs
fsuch as "FEREA" or "Parental Rights", Are we missing o resouwrce? Fif ouf our

F“Tu RE o F Shawy Onhy Recommendad Resources


https://ferpasherpa.org/tag/data-governance/

Best Practice “Buckets”

» Data Governance and Security

» Transparency

» Vendor Monitoring

» Training Teachers and Other Staff
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Transparency
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Communications Toolkit

http://www.excelined.org/wp-
content/uploads/Student-Data-Privacy-Comms-
Toolkit.pdf

Student Data Privacy Key Messages
APRIL 2016 Student Data Privacy Web Page Content
Student Data Privacy Frequently Asked Questions

STU DENT DATA PRIVACY Student Data Privacy Fact Sheet
Student Data Pri Letterto P ts/G di
COMMUNICATIONS Student Data Privacy Talking Points
Rapid Response Tool: Student Data Privacy
TOO LKIT Newsletter/Article

Rapid Response Tool: Student Data Privacy
Lawmaker Brief

Rapid Response Tool: Student Data Privacy
Newspaper Opinion Pieces

Rapid Response Tool: Student Data Privacy
Social Media Posts

FUTURE OF
»‘ PRIVACY
FORUM


http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf

€« C ff & https;/sites.google.com/a/ccpsnet.net/anytime-anywhere-learning/privacy 9o a (E!] M e ¥ [lj a @ =

'@Anytime, Anywhere Learning

Search this site

ABOUT I'MASTUDENT FAQ I'MAPARENT CURRICULUM PRIVACY

Chesterfield County Public Schools is serious about the privacy of student data and wants to make efforts to preserve student privacy as
transparent as possible. To learn more, click these icons:

i, CCPSA & ‘
i Priv:f)cl;s . PrivacyFAQs

o "

¥

Privacy Policies 0

Ask a Question
& Guidelines

Chesterfield County Public Schools
P.O. Box 10, Chesterfield, VA 23832

(804) 748-1405

Signin | ReportAbuse | Print Page | powersd By Google Sites



\
Leading Districts: Denver Public School
https://academictechnologymenu.dpski2.org/studentdatapriv

Search
PUBLIC
SCHOOLS
Discover a World of Opportunity™ Academic TGChDOIOQY Men'l.l

’DENVER

Browse the Menu Search the Menu Submit a Tool for Evaluation Evaluation Process Student Data Privacy Info

Student Data Privacy

REQUIRED VIDEO usING TECHNOLOGY & DATA LEGAL Hinks
FERPA-Approved App List
1. Before you use any software that includes any student data, go and check the district Board Policy JRAJRC Student

Academic Technology Menu or the list of FERPA-approved apps. It's easy to search the
district Academic Technology Menu and find the website, app, or software you plan to use.

Records/Release of Information on

2. When you find the tool you want to use, check its FERPA status. If it's listed as "approved” Students
that means that student data can be shared with the company that runs the tool and you are
clear to use it. Forms
3. If the tool is listed as "Parent Consent Required”, you'll need to get parent permission. If you

: ] 3 Parental Consent template for using
don't find the website or app you are looking for on the menu, you'll also have to get parent

consent. multiple tools [docx]
o Active parent consent means that the parent or guardian of every student would sign a
permission form for their data to be in that website, app, or software.
o These forms are found on the right side of this page. multiple tools (Spanish) {[docx]
4. You can send parent consent forms home for each online tool, or you can use the form that

Parental Consent template for using

; : Parental Consent template for
iple tools. You can do this classroom by classroom or for your whole school. P

FUTu RE OF ms are found on the right side of this page. unsupported apps [pdf]
to do this each year for each tool.
consent forms for one school year. Parental Consent template for
P RIVACY 't get consent, you can't put student data in the application. unsupported apps [docx]
1 also be anonymized.
Fo Ru M 1s that wherever you are putting a student's name, you instead put in Tt Ve ot e Parerl
1s information. So instead of a student's first name, you would put "Blue" and Consent form are available on the
instead of the last name, you would put "Bonnet" or "Bunny" or "Suede Shoes”.
o This could be unwieldy for you as a teacher to keep track of which student is "Blue
Bonnet" and which is "Red Rover" required)

internal Multicultural Portal (DPS Login


https://academictechnologymenu.dpsk12.org/studentdataprivacy.aspx

Wisconsin’s Amazing Webpage
https.//dpi.wi.gov/wise/data-privacy

rivacy ﬁ@hm@-%%fim“@

PUBLIC INSTRUCTION

Home Families & Students Schools & Educators Libraries Data & Media Search site

Wise » Student Data Privacy Main Menu
WISE Overview

Oata at D Student Data Privacy Main Menu

Data Privacy About Student Data Privacy
Student Data Privacy Using student data for district, school, and classroom improvement planning can be very helpful when it is
Qverview used correctly and with the necessary security and privacy practices in place. Although data can be used

to facilitate change and improvement, there is a need to balance the usefulness of this data with the
privacy of the students who the data is about. Use the following links to become more familiar with
Student Data Privacy.

Data Privacy for Parents

District Personnel / Data
Users

Resources and Links

Data Privacy Training

Student Data
Safeguarding

FUTURE OF
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https://dpi.wi.gov/wise/data-privacy
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Welcome fo the FERPAISherpg Resource Search Engine! You can search for resowrces here by qudience, ivpe of resource, or by one or mulfiple fogs
fsuch as "FEREA" or "Parental Rights", Are we missing o resouwrce? Fif ouf our
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https://ferpasherpa.org/tag/transparency/

Best Practice “Buckets”

» Data Governance and Security

» Transparency

» Vendor Monitoring

» Training Teachers and Other Staff
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Vendor Monitoring
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PTAC

http://ptac.ed.gov/sites/default/files/TOS Guidance Mar2016.pdf

o Privacy Technical Assistance Center 2
PTA

(855) 249-3072 * privacyTA@ed.gov + ptac.ed.gov .

Protecting Student Privacy While Using Online
Educational Services: Model Terms of Service

About PTAC

The U.5. Department of Education established the Privacy Technical Assistance Center (PTAC) as a "one-stop”
resource for education stakeholders to learn about data privacy, confidentiality, and security practices related to
student-level longitudinal data systems and other uses of student data. PTAC provides timely information and
updated guidance through a variety of resources, including training materials and opportunities to receive direct
assistance with privacy, security, and confidentiality of student data systems. More PTAC information is available
at http://ptac.ed.gov.

this document and suggestions for future technical assistance resources relating to
F“Tu RE OF 'ts and suggestions can be sent to PrivacyTA@ed.gov.
FORUM iidance

Ul Felidaly euss, o oae ssued guidance titled Protecting Student Privacy While Using Online Educational

Services: Requirements and Best Practices. This Model Terms of Service document is intended to further assist



http://ptac.ed.gov/sites/default/files/TOS_Guidance_Mar2016.pdf

Badges and Seals and Pledges, Oh My!

LATEST NEWS

Student Privacy Pledge Reaches Milestone of

300 Signatories

(& common sense education” Privacy Policy Annotator Browser

Reviews & Ratings Digital Citizenship Teaching Strategies Professional Development Privacy Initiative ;1073

- ; FERPA COPPA California Student
/\CU\/C'V Learn Certified Safe Harbor Privacy Certified

Achieve3000 Literacy Solutions

AUDIENCE GOOD TO KNOW PRIVACY POLICY AUDIENCE GOOD TO KNOW PRIVACY POLICY F Ha
Parents, Teachers Used with Under 13 Policy length: 5,600 words Parents, Teachers, Vendor requires parental Policy length: 5,283 words . § ¢ FT §
Students No. of policies: 2 Students consent managed by School No. of policies: 2

Time to read: 46 minutes Used with Under 13 Time to read: 42 minutes

£ sarery © rrvacy © securry €) compuance

FUTUREOF .1l .1l .1 .1
PRIVACY °~
FORUM

LEARN MORE



http://ptac.ed.gov/sites/default/files/TOS_Guidance_Mar2016.pdf

Student Data Privacy Consortium

https://secure2.cpsd.us/mspa/

MSP

Massachusetts Student
Privacy Alliance

About MSPA

Search the Database
View Participating Districts

Download Student Data Privacy Agreement
V3 | V2a (Includes Terms of Seivice) | Vi
Leam more about the Agreement Types

District Login Page

-5

FUTURE OF i
PRIVACY

FORUM yur students safe online? Join us!



https://secure2.cpsd.us/mspa/

https://secure2.cpsd.us/mspa/

Massachusetts Student Privacy Alliance > Search > Application Profile New Search | About MSPA | Participating Districts | District Login Page
Download Student Data Privacy Agreement
Version 3: pdf

Version 2a (includes Terms of Service). pdf

Application Profile Version 1: pdf

BrainPOP

Company Name: BrainPOP | Contact: Shiri Levi | Email: shiril@brainpop.com | Website

District Information Status Active: Contract is signed and app is in use.
Don't see your District's Key Pending: Contract acquisition process has begun. App is not in use.
Information here? Request a Declined: Vendor was unable to sign the contract and the app is not in
District Account >> use.
Show |10 v |entries Search:
sement Status Agreement Type Date Approved Data

FUTU RE OF ing Contract Agreement V2 (Includes Terms of Service) Coming Soon
PRIVAC I e Agreement V2a (Includes Terms of Service) 1969-12-31 Coming Soon
Fonu M Previous ‘ 1 ‘ Next

Questions? Concems? Email us



https://secure2.cpsd.us/mspa/
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RESOURCES SEARCH

Welcome fo the FERPAISherpg Resource Search Engine! You can search for resowrces here by qudience, ivpe of resource, or by one or mulfiple fogs
fsuch as "FEREA" or "Parental Rights", Are we missing o resouwrce? Fif ouf our
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https://ferpasherpa.org/tag/service-provider-contracting/

Other Factors to Consider

» Click-Wrap Agreements

» Defining Who Can “Sign” Contracts
» Sub-Contractors

» Requiring Certain Training

» Expect Some Negotiation
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Best Practice “Buckets”

» Data Governance and Security

» Transparency

» Vendor Monitoring

» Training Teachers and Other Staff
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Training Teachers and Other Staff
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Types of Risk

» An actual security or privacy risk
» Risk of not being in compliance
» Perception risk

Credit: Jim Siegl, Fairfax County Public Schools, Virginia
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What Do Teachers Need to Know?

» Basic internet and computer safety
procedures

» How to use data to help students

» The dangers of unintentional student data
disclosure

» How to use apps safely
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When Should Training Occur?
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Wisconsin Student Privacy Training Module

https://dpi.wi.gov/wise/data-privacy/training

Menu Protecting Pll for School Districts

¥ Protecting Pll

NNNNNNNNNNNNNNNNNNNN

PUBLIC INSTRUCTION

Introduction

Definitions of PII

Non-Sensitive and Sensitive PlI

Context of Pl I

onteto Protecting Personally

Laws That Protect Pl

Worplce i Identifiable Information (PII)

Actions To Protect PII

Data Privacy Policies When you possess an individual's personal information, it is your

More Resources responsibility to protect the individual's privacy. Ethically, employees

are obligated to be vigilant about protecting other individuals'
personally identifiable information so they will not create any undue
harm to the individual or to the organization. Treat others’
personally identifiable information (PIl) as if it is your own.

This training should take
about 10-15 minutes to

FUTURE OF compete.
PRI CY Wisconsin Department of Public Instruction
Fo Ru M Protecting Personally Identifiable Information (PII)

NEXT »



https://dpi.wi.gov/wise/data-privacy/training

Wisconsin Student Privacy Training Module

https://dpi.wi.gov/wise/data-privacy/training

Od pi.wi.gov/wise/data-privacy/training

“DHNB Qe ED O

WISE Overview
Data at DPI
Data Privacy

Student Data Privacy
Overview

Data Privacy for Parents

District Personnel / Data
Users

Resources and Links
Data Privacy Training

Student Data
Safequarding

Data Request

Secure Home, ASM,
WAMS

Federal Reporting

FUTUREOF
PRIVACY
FORUM

WISExplore

‘Wise » Data Privacy » Student Data Privacy Training

Student Data Privacy Training

Now that you have a solid base understanding of Student Data Privacy concepts we can talk about

training. (If you have not yet visited the Student Data Privacy Overview page, go there to get a general
understanding of the importance of Student Data Privacy terms and concepts before you complete any
training) Use these materials yourself or share with others in your organization to ensure everyone
understands data privacy and confidentiality.

Training

Privacy
Overview

Protecting

Personally
Identifiable
Information
(PII)

Student
Records and
Confidentiality

Created
By

Multiple

DPI

DPI

Description

We recommend that everyone start with the materials
listed on the Privacy Overview page which include a
Student Privacy 101 video, a link to the Wisconsin
Pupil Records Law, and an Overview of Student Data
Privacy.

A 10-15 minute training module on how to protect PIL

A bulletin designed to help local school districts
develop their own local pelicies regarding student
records and confidentiality.

Link

http://dpi.
wi.goviwi
se/data-
privacy/o
verview

&

http://dpi.
wi.gov/sit
es/default
ffiles/imce
[sspw/pdf
Isrconfid.



https://dpi.wi.gov/wise/data-privacy/training

Ask Before You App

http://www.f3law.com/resources.php?id=155&rs_id=69

Ask Before You App

Video Tool: Keeping an Eye on Privacy

Integrating educational apps and tools safely, responsibly, and effectively can be a challenge. This short
video provides guidelines for today's education professionals. It is a handy reference for classroom

teachers and as a training tool for professional development.

FUTURE OF
PRIVACY
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http://www.f3law.com/resources.php?id=155&rs_id=69

[3 https://ferpasherpa.org/school-officials/educators-guide-to-student-privacy/ vl 2 *:] o a e;! o1 R D. Q

FERPA | SHERPA N -

for for for for for
PARENTS STUDENTS SCHOOL OFFICIALS SERVICE PROVIDERS POLICY MAKERS RESOURCES BY TOPIC

Educator’s Guide to Student Privacy

Technology tools and apps are making it possible for educators and
This project is brought to

students to collaborate, create, and share ideas more easily than ever. you by:

When schools use technology, students’ data—including some personal
information—is collected both by educators and often the companies that
provide apps and online services. Educators use some of this data to FUTURE OF
inform their instructional practice and get to know their students better. It is » ;'gln\{?'t‘:‘r
just as essential for educators to protect their students as it is to help them

learn.

——— e ——
ConnectSafely
Binart Bocializing Starts Here™

This guide is meant to help teachers utilize technology in the classroom while protecting their students’

FUTURE OF
PRIVACY
FORUM

bout student data privacy?



https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf

Privacy Courses for Teachers

http://ikeepsafe.org/privacyeducation

Generation Safe | eLoc | QERE

IKEEPSAFE

SUEISCFEIEIEINAREADER SHARE | %

PRIVACY

IKEEPSAFE PRIVACY COURSES FOR K12
TEACHERS AND ADMINISTRATORS

Protecting Student Privacy and Advancing Learning

Student data privacy concerns can create hurdles to expanding access to
edtech and digital innovations. Addressing those concemns, and helping 4
COMMUNITIES parents and others understand how student personal information is used — @ > I
and protected — is essential. K12 educators have a unique role in _
YOUTH managing edtech, student data, and privacy, and in building parent

confidence in digital learning.
lEP‘SAFE
PREVENT & DETECT . “‘?

The iKeepSafe Privacy Courses for educators focus on three objectives:

BEaPRO™

PARENTS

EDUCATORS Privacy. Overview for K1..

e

Lo fT * Communicate the importance of balancing innovations in learning with Find iKeepSafe Privacy

privacy and security responsibilities. Approved Product
PARTNERSHIPS « Explain the importance ofteaching all students and staf about student
data privacy and security.
VIDEOS # Describe why everything and everyone who connects to the school
network must comply with privacy and security requirements.

SUPPORTUS

As an educator and an edtech leader, you probably know some of this
information already. These materials are designed to help you talk with
about edtech and students’ personal information — and to help

FUTu RE OF ues address issues they may face when expanding technology in
ISST00MS. TOP 10 STUDENT
PRIVA Y PRIVACY TIPS
FOR EDUCATORS
Fo Ru M nd iKeepSafe's Privacy Courses: H

Privacy Certification Course: Teachers and Employees

& Privacy Certification Course: Administrators

& Privacy Cerification Course: Schoaol Board Members


http://ikeepsafe.org/privacyeducation

Learning Through Teaching

http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-Curriculum-

Introductory-Materials.pdf

FS{OD Berkman
The Berkman Canter for [mternat & Society

.I ; 5 f ) at Harvard University
PEACE OF MIND FOR FAMILIES ONLIMNE™

Safety, Privacy, and Digital Citizenship
»‘ FUTUREOF  High School Curriculum

PRIVACY
FORUM



http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-Curriculum-Introductory-Materials.pdf
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https://ferpasherpa.org/tag/privacy-training/

o
FERPA l SH ERPA ‘ The Education Privacy Resource Center _
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STUDENTS PARENTS EDUCATORS LEAS SEAS HIGHER ED ED TECH POLICYMAKERS BLOG RESOURCES

ABOUT

FERFAISherpa — named after the core federal law that governs education privacy —is the education privacy resource
center, Check out FERPAISherpa’s resource search center, our blog, and pages with specificinformation and guidance
for parents, students, educators, LEAS, SEAS, higher ed, ed tech, and policymakers!

There Can Be No Privacy Without
Security: Emerging Lessons from the

K-12 Cyber Incident Map
LATEST NEWS

As K42 schools grow increasingly reliant on digital
tools and services for teaching, learning, and other
core senvices, they can maintain and build trust with b
their local communities by ensuring sensible privacy

protections for students, educators, and other school
staff. While this is fundamentally hard and important

work, italsoisinsufficient if reasonable school [...]

There Can Be No Privacy

Welcome To The New Without S itv: E .
FERPAISherpa ithout Security: Emerging

Lessons from the K-12 Cyber Start the Conversation: Student Data

Tom mi vl o mpndk RA = pm Dutrrnmyr bmpry Flacermmams Tom v mls on b

Today, the Future of Privacy Forum relaunched



FPF Resources

» Publications

» Monthly K-12 Privacy Leaders Webinars
» Newsletter

» State Legislation Tracking
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Questions?

< www.fpf.org
% facebook.com/futureofprivacy
«» @futureofprivacy
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