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About FPF 
▶ FPF is a  non-profit organization that serves as a catalyst for 

privacy leadership and scholarship, advancing principled 
data practices in support of emerging  technologies 

▶ 

▶ FPF brings together industry, academics, consumers 
advocacy, and other thought leaders to explore the 
challenges posed by technological innovation and develop 
privacy protections, ethical norms, and actionable solutions 
and best practices. 
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Why do schools surveil students? 

Keeping students on task 
Auditing and efficiency 
Ensuring student safety 



 Keeping Students on Task 



 Keeping Students on Task 



Auditing and Efficiency 

    Search Technology Redux by brewbooks (Flikr) 



School and 
Student Safety 



Protection Act 

Applies to 95% of schools (all schools 
that receive  E-rate funds) 

Requires some  filtering and monitoring 
Often criticized as incentivizing  over-

iltering f







 

 

 

Preventing Student Self-Harm 

Among adolescents and young adults, the 
prevalence of major depressive episodes has 

increased in recent years. Similarly, the 
prevalence of suicidal thoughts and suicide 

attempts has increased among young adults. 
Bazelon Center testimony before Federal 

School Safety Commission 



Safety 
Outweigh 

Privacy 
Concerns? 



Two Stories 



CalECPA 

▶Prohibits police and public agencies from accessing 
electronic equipment without establishing probable 
cause  and obtaining a search warrant 
Was not intended to apply to schools, which previously 
could search student devices  under the administrative 
search doctrine 

▶



CalECPA Unintended Consequences 

▶Schools are using their SRO more often and 
contacting law enforcement more often to intervene; 
Delayed ability of administrators to respond to threats 
and ensure safety of  students and staff; 
Students continue  to be victimized through exploited 
images, threats to individuals  or groups causing 
terror, bullying, intent to sell/distribute drugs, or 
evidence linking a student to vandalism, assault,  etc 

▶

▶



    
  

 

  

CalECPA Unintended Consequences 

A female student was targeted by an unknown person who 
created a fake profile of her on Instagram. The pictures posted 
and behaviors she was supposedly participating in were sexual 
in nature. There were two potential student suspects but there 
was no way to link them to the fake account without access to 

their phones. This was not something law enforcement was 
able to investigate. School officials were also unable to move 
forward with the to cooperate with the search 

of their phones. As a result, the targeted female student faced a 
difficult time in school and eventually transferred to a school in 

another city. 
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outweigh privacy? 





 What are the potential 
privacy harms of school 
safety initiatives? 



The Surveillance Effect 

596106/ 

https://pixabay.com/en/eyes-manga-anime-female-cartoon-
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The Surveillance Effect 

“schoolchildren and their families [rely] on personal cell 

phones and online accounts to complete school 

assignments, to connect and communicate with family 

and close friends and seek out and share information 

about immigration, religion, health, and social and 

political movements.” 

Letter to Hon. Jim Cooper Re: AB 165 – as introduced Oppose, 

March 3, 2017 



 Equity and the Digital Divide 

http://www.childtrends.org/indicators/home-computer-access/ 

http://www.childtrends.org/indicators/home-computer-access


 

 

Student may be less likely to 
seek help 
Without the assurance of privacy protections, 
students are both less likely to seek out help 
when they need it and less likely to engage 

openly with mental health counselors or other 
service providers Bazelon Center testimony before the 

Federal School Safety Commission 



 
 

  

  

 

Students with mental illness already face many 
disincentives: they fear being stigmatized; they 
fear their peers will retaliate against them; they 
fear that by receiving help they will no longer be 
able to obtain licensure in certain professions. 
Often colleges and universities are at a loss on 

how to best help the student and resort to punitive 
actions, such as requiring them to leave university 

housing or charging them with disciplinary 
violations for suicidal gestures or thoughts. 

Supporting Students: A Model Policy for Colleges and Universities, 
Bazelon Center 



 

          

  

 

   

   

  

  

 

Equity and the Digital Divide 

“Young people from vulnerable communities are often 

particularly reliant on electronic devices and online 

information. For example, mobile phones are the only 

means of Internet access for many poor youth. African 

American youth use smartphones to seek help with 

homework more often than white students. And over 

80% of LGBTQ youth search the Internet for health-

related information and support services.” 
Letter to Hon. Jim Cooper Re: AB 165 – as introduced Oppose, 

March 3, 2017 



The Effect on Discipline Disparities 

https://www.pexels.com/photo/back-boy-bag-guy-26168/ 

“The message that we are  
giving to our students now  is  

that  white children have  

greater privacy  rights than 

[nonwhite] children.” 
- Jason Nance 



Inappropriate Use 
At the start of the 2009-2010 school year, 

this Pennsylvania school district  gave 
students MacBooks loaded with spyware 

without telling the students or their 
parents. The school used this spyware to 

capture thousands webcam images, 
screenshots, and  personal 

communications from at least two 



https://commons.wikimedia.org/wiki/File:Shelves-of-file-folders.jpg 

of parents are concerned  
that an electronic record  
would be used in the 
future against their child 
by a college or an 







   
 

 

 

When should a record be 
created? Deleted? 

The system will classify the behavior as one of five 
categories -- General suicide research, general 

suicide ideation, help and support, self harm and 
active planning. A search for "how to tie a noose," for 
example, will be flagged as "active planning" while 
someone looking up the statistics of people who 
commit suicide each year will fall under "general 

suicide research." 



Creating Privacy Guardrails 

Minimization 

Proportionality 

Openness, in 
adoption and rule-
making 

Transparency 

Empowerment 

Equity 

Training 

 

 





What are the first steps? 



Step 1: Set your Safety Goal 
▶Specificity is your friend. 

▶ 

general. You have to be able to articulate what 
about your school, district,  or state you  want to 
improve. 

▶ 
▶Each school, district,  and state will have different 

ideas, norms, and wants about how to improve the 
safety of their students. This is to be expected, and 
your goals should reflect your unique  situation. 



Step 2: Does it work? And 
does it work for your district? 





 
 

There is little evidence the 
companies have helped ferret 

out brewing threats of violence, 
bullying or self-harm, according 

to a review of contracts, 
marketing materials and emails 
obtained through public records 

requests. But in hiring them, 
schools expand the traditional 

boundaries of their 
responsibility, and perhaps, 
experts say, their liability. 





 

 

Safe2Tell received 16,000 
reports through its website, 

mobile phone app, and 
telephone number... 2,786 tips 
about suicide, 1,831 tips about 

possible drug use, and 1,641 tips 
about bullying compared to 

692 tips about possible school 
attacks. 



The reality is that most school 
shootings involve someone who  
is already inside the school on  a 
legitimate basis. 
facial-recognition might help in 

those Districts 

recognition without first  figuring 

to address, whether the 
technology is a fit, and how 

well-











Questions? 

❖ www.fpf.org 

❖ facebook.com/futureofprivacy 

❖ @futureofprivacy 

http:www.fpf.org
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