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Session Objectives

1. Define PIl and identify when an app is
requiring Pl

2. Conduct a basic evaluation of an app’s

privacy policy
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Rights and
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FERPA

Requires
educational
records be kept
confidential




FERPA

Requires parents
to have access to
all education
records upon
request
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21st Century FERPA

How does the digital
age impact student
privacy and parent
rights?




New Protections in Law

Utah Student Data
Privacy Act extends
FERPA protections




What are
teachers
obligations
under the law?
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Recognize when an app is

asking for user information
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Forgot Password ?

Join class

Class code
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Recognize
when an app is
asking for user
information --
regardless of
platform




Apps asking for user
information
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Who ISN’T asking for user

i ?
":)f;'OK /’\ Kids.

Wordsmyth
WIZard %

,“,,,/ Y 4 Google Earth . :
%ﬂ g o Smithsonian

@ Learning + Fun @ )
.* " o Education

. National Library of Virtual Manipulatives gy State
Click here to visit the new GYNLVM website! %




ek H==hkbini b PALoL-O-A-=ALAPkL
Case Study: World Factbook

| Please select a country to view |
[ [ | - f | VIEW TEXT/LOW BAMDWIDTH VERSHON
| ﬁ \i \i \I AR CES: i E i W OOWNRLIAD PUBLICATION

WELCOME TO THE WORLD FACTBOOK — RSS

SELECT & REGION OR COHTIHNENT
The World Factbook provides information on the

history, people, government, economy, geography,
communications, transportation, military, and
transnational issues for 267 world entities. Our
Reference tab includes: maps of the major world
regions, as well as Flags of the World, a Physical
Map of the World, a Political Map of the World, a
World Oceans map, and a Standard Time Zones of

the World map.




Case Study: Oddizzi

’ zz r ABOUTUS CONTENT BENEFITS FREETRIAL BUYNOW CONTACTUS LOGIN

CBBC WORLD NEWS: ristmas stamp Paddington 2: Marmalade-loving bear back in funny new adven

Content .
il Like 4 | ¥ Tweet | [ Share

ClassPals

SampleiFages START YOUR FREE

Children’s Content . . TRIAL

If you're looking for primary geography resources - :

Teacher Resources tailored to helping you teach and your class learn, Oddizzi is a one-stop world of leaming
e B content made expressly for kids. Enjoy

Free Worksheets then look no further. Oddizzi's learning content and full access to our rich learning

Geography Quiz tools immerse children in the real world, and we cover resources for 7 days, for free!

Guided Reading primary geography topics, whatever curriculum you

use. Please Choose
Our content bank is kept up to date and grows all the time. See our m
content map below or click left to explore ClassPals, other features and
Email address
sample pages.

Already registered?
SUBMIT FORM Log in here
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Case Study: Geoguesser
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Case study: HistoryPin

l‘lis(()l‘y p’ll Explore Historypin Collections About News Team Contact Us

First World War Centenary

N -

2 First Worl

We use cookies to ensure that we give you the best experience on our website. This includes cookies from third party social

media websites if you visit a page which contains embedded content from social media. Such third party cookies may track
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Login
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1. Recognize when apps
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4. Keep Pll secure
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Recognize Personally

Identifiable Information (PII)

Traditional PII 21st Century PII

Names, Family info Biometric data

Contact info Social media usernames, aliases

ID numbers, SSN Personal identifier + device identifier

Health. IEP. 504 info (i.e. cookies, tracking data)



21st Century PIll: Can the app
remember who’s who?

-Student user
accounts

-Student data saved
aCross sessions




Recognize PIll » Review Privacy

Full names .

School ID numbers

Social media usernames, aliases
Email address

Personal identifier + device
identifier (i.e. cookies, tracking
data)




Authorization-Only Data

Stand-alone parent consent required for
biometric data




If an app uses
Pll, privacy
policy needs to
be vetted



Who is responsible?

Statewide use LEA-wide use Schoolwide use Classroom use

CANYONS

S chool District

Teacher
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Case study: Twiddla

ELLo

No
usernames

& |questoaas ?

Here classes can learn and discuss
together.

N O I O g I n S Image competing at math problems or

sharina reports and help.

Welcome to Twiddla!
Cive out this link to invite people to this meeting:

http:/fwww._twiddla.com/843757

This is a public meeting, so anybody can join
just by typing in that URL. If you want, you can
password protect it from the room settings menu.
— g
" guest9398

d a ta P http:/ fwww.twiddla.com /addins/blank.html

ya [ ]




Case Study: Keyboarding Online

HOME CONTACTUS ABOUTUS TESTIMOMIALS CONFERENCE CALENDAR
5N :
YA [T call Us Today: (888) 963-4817
StUdent userna me T Keuhuardlng ] Sales@ElsworthPublishing.com

p aQsswoO rd OUR PRODUCTS TEACHER TOOLS STUDENT TOOLS TECH SUPPORT ORDER NOW

Cookies deleted at end Kegboarding Online

of session

School Login: [Gautier To review, enter: demo

{Same s Loging SChool Password:  |ssssess To review, enter: demo

Forgot your login?

The current time at the servers in Arizona is: 11:40 AM



Case study: Nearpod

Username, no
nassword

Device identifier
(non-cookie)

Welcome to Nearpod




Requires
unique
username, a
password,
name and the
unigque class
code

Deleted upon
request

2 8
Open

Add your question below

What is the next part of the
equation?

L.

(1 Tuhe]

0:01/0:08
il SOUNDCLOUD
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Case study: Krypterion
KRYTERION -

Online Proctoring

Home For Test Takers For Institutions How it Works  Get Started

Sending..

The simple and secure way to deliver live, proctored exams
online to your students and Test Takers.



More tech = more data

The companies that do the best job on managing

a user’s privacy will be the companies that
ultimately are the most successful.

— Fred Wilson, tech investor



L
More tech = more choice

This is why | loved
technology: if you
used it right, it could
give you power and
privacy.

--Cory Doctorow



App collects Pll; check terms of

service, privacy policy




1. Recognize when apps
ask for user information

2. Recognize when that
information is PII

3. Vet apps that ask for PII

4. Keep Pll secure



What should we
expect from
privacy policies?
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Limit personal info collected

Write About Registration
M i n i m u m i nfo req u i red Create a user name and password:

to run the product et | =

Last Name ‘

Email Address
(Optional)

Username *

Choose a Password * ‘ ®
Confirm Password * ‘

CREATE MY FREE ACCOUNT

Register with your Google account:

g+ Sign in with Google
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Limit personal |nfo collected

“Showbie collects limited
personal information from minor
students, only as needed for
the operation and management
of the Services provided by
Showbie, and only where that
student’s school board,
educational institution or
teacher has contracted with
Showbie to do so.”

showbie




Specify where data goes

Third-party affiliates used for

e Storage

e Analytics
® Security

® ctc




Specify where data goes

“We do work with vendors,
service providers, and
other partners to help us
provide the Service by
performing tasks on our
behalf - we can’t build
everything ourselves, after
alll ...Please see here for a
list of the third parties we
work with to provide the
Service.”



https://classdojo.zendesk.com/hc/en-us/articles/203732189

Protect from data sale, rental

a0

Now very rare for
edtech due to
backlash, legislation

|

You



Protect from data sale, rental

“Nearpod will not use any personally identifiable information to advertise or market
third party services to its users, and does not sell or rent such information.”

https://nearpod.com/privacy-policy

1 Jnearpod


https://nearpod.com/privacy-policy

Ensure data deletion

What happens to data

e Atthe end of the year?

e When a student moves out?

e When a parent requests
account deletion?




Ensure data deletion

“We will delete or
de-identify student
personal information
when it is no longer
needed or at the
direction or request of a
school.”

https://site.classflow.com/about/privacy-policy.html



https://site.classflow.com/about/privacy-policy.html
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Avoid targeted ads

Behavior tracking inside app for
personalized learning = OK

Ads inside app = OK

Behavior tracking for personalized
ads = NOT OK




Avoid targeted ads

“The advertiser may also use
information regarding your use of the
TeacherTube Sites, such as the
number of times you viewed an ad
(but not any personally identifiable
information), to determine which ads
to deliver to you.”

http://www.teachertube.com/privacy-policy



http://www.teachertube.com/privacy-policy

Assure parent access

Could parents be
easily given a
download, copy, or
access to a student’s
data or work?




Assure parent access

This Children's Privacy Policy ...
explains how each parent or
guardian ("Parent" or "you")
may request the deletion of,

or place certain restrictions on

the collection, use, and

disclosure of, your Child's Read closely. Think critically. Be worldly.
personal information.




Check for secure login

“Reasonable
data industry
best
practices” --
UT Student
Privacy Act

’ ﬂ https://
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Check for secure login

Ayear ago —> (- (i) = my.noodletools.com/logon/signin

¥ NoodleTools

Todayv

& ‘ & Secure https://my.noodletools.com/logon/signin

¥ NoodleTools
e
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Don’t re-identify the de-identified

e |If an app claims to keep o T

data de-identified, make
sure it stays that way

e That claim should extend
to all their third-party
support vendors.

>

' -

i



Don’t re-identify the de-identified

CatchOn may use de-identified Data for product development, research, or other
purposes. De-identified Data will have all direct and indirect personal identifiers
removed. This includes, but is not limited to, name, identification numbers, dates
of birth, demographic information, location information, and school identification.
Further, CatchOn agrees not to attempt to re-identify de-identified Data and not to
transfer de-identified Data to any party authorized to receive such Data pursuant
to this Policy unless that party agrees not to attempt re-identification

CQIChSesON
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Require notification of change

e (Changes to privacy

policy
e Sale of company
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Require notification of change

“If Animoto Inc. is involved in a merger,
acquisition, or sale of all or a portion of its
assets, you will be notified via email and/o
a prominent notice on our Web site of any
change in ownership or uses of your
personal information, as well as any
choices you may have regarding your
personally identifiable information.”

https://animoto.com/legal/privacy_policy

ANIMOTO



Expect consistent protection

e Company sale, merger,
or acquisition

e Same privacy terms for
new entity

¢
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Expect consistent protection

We may sell or transfer some of or all of the
BrainRush business. As part of that sale or
transfer, we may disclose your
personally-identifying information to the
acquiring organization, but will require the
acquiring organization to agree to protect
the privacy of your personally-identifying
information in a manner that is consistent
with this Policy.

http://www.brainrush.com/privacy



http://www.brainrush.com/privacy

Quiz time



Click data + device
location

No usernames, accounts
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Case study: Plickers

Students identified
by cards

Data saved to
teacher’s account




Case study: Kahoot (player)

Who used the argument
"I think, therefore | exist"?

Students use a pin to access a
game

No account setup, but aliases
Results cannot be deleted

Uses cookies to track players



App collects Pll; check terms of

service, privacy policy




Link to copies

goo.gl/pbtUNu




Resources



HOME EVENTS PARENTS LEAS TEACHERS USBEPOLICIES FEDERAL & STATELAW  TRAINING CONTACT US

To receive updates about Data Security
and Privacy, subscribe to USBE's Data
Security and Privacy Distribution List:

DISTRIBUTION LIST




Educators Guide to Student Data

] Privacy:
The Educator s https://ferpasherpa.org/wp-conte
nt/uploads/2016/05/EduGuide_D
® ataPrivacy 516.pdf
Cuide To

— ———— | FUTURE OF
ConnectSafely ;\} PRIVACY
Smart Socializing Starts Here™ vV | FORUM



https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf
https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf
https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf

@/ common sense education- Privacy Evaluations

Reviews & Ratings Digital Citizenship Teaching Strategies Professional Development Privacy Initiative Blog

Codecademy: Code Hour

AUDIENCE GOOD TO KNOW PRIVACY POLICY
Teachers, Students, Other (Staff etc.) Used with Under 13, Vendor does not clearly define Policy length: 9,167 words
a process for parental consent, Vendor requires No. of policies: 2
parental consent managed by School Time to read: 74 minutes

App Overview

Codecademy provides an online interactive platform for taking and creating coding classes. As specified in the terms, profile information can be set to be visible only to Codecademy
members, or to the general public. Profiles can include name, email, username, location, preferred language, a bio, website link, GitHub page link, Twitter username, LinkedIn URL,
and/or profile picture. The policies do not describe data sunsets, or any time-period after which a student's data will be automatically deleted if they are inactive on the service or
application. Codecademy describes their security measures as using commercially reasonable safeguards. However, the policies do not go further into detail about Codecademy's
security measures. Codecademy's terms specify that teachers and schools have the full responsibility for all compliance issues with the service. Accordingly, teachers using Codecademy
are strongly encouraged to be familiar with compliance obligations of parental notification and consent for technology use.

Read the full EdTech review on Common Sense Education.



FUTURE OF
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ABOUT ~ BLOG ISSUES EVENTS MEDIA ~ RESOURCES ~ FPF EIF RCN i SUBSCRIBE

About this Issue K-12 EDUCATION ARCHIVE //

Education is changing. New technologies are allowing information to flow within schools and beyond, enabling new learning environments

and providing new toels to improve the way teachers teach and the way students learn. Data-driven innovations are bringing advances in 'E!rsona)

0] &
teaching and learning but are accompanied by concerns about how education data, particularly student-generated data, are being £ Student
collected and used. shool serv Data,
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Expanding Trust
in Education Technology
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JANUARY 18, 2017 | AMELIA VANCE

The Student Privacy Pledge is a
Binding Legal Commitment and G
Suite for Education Makes the
Grade




FERPA SHERPA

for for for for
PARENTS SCHOOL OFFICIALS SERVICE PROVIDERS POLICY MAKERS ARCHIVE

LATEST NEWS

Educator’s Guide to Student Privacy CoSN Develops Trusted Learning A Parents’ Guide to Student Data
Environment Seal for Schools Privacy
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ConnectSafely BEOBER -

Smart Socializing Starts Here ™"

Home About News & Views Tips & Advice Guides More Resources Safer Internet Day ConnectSafely Podcast

Subscribe to our newsletter

Recent Posts

Bill would strip privacy
protections from California
students and teachers

Facebook launches ‘disputed’
news tag and lets users report
suspected fake news

Facebook beefs up suicide-
prevention tools

Bill would strip privacy protections from
California students and teachers

What Would George
Washington Think of the
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CERTIFICATIONS OUR PROCESS CERTIFIED PRODUCTS RESOURCES

Privacy compliance: made simple
for education technology.

CERTIFY YOUR PRODUCT




Privacy Technical Assistance Center

U.S. Department of Education

Home | About | PTAC Toolkit | FAQs | Glossary | Contact Us

STUDENT PRIVACY 101: FERPA FOR PARENTS AND STUDENTS

Student Privacy 101: FERPA for Parents an... o ~»

Ever have questions about your rights regarding education records? This short video
highlights the key points of the Family Educational Rights and Privacy Act (FERPA).

View More

RECENTLY RELEASED DOCUMENTS

N2/21/2017 . \NM 2 Phichina Sram Naw Tarnatina Schnnle

ED.\.;U\
Parents and Students:
Learn more about the
Family Policy Compliance Office (FPCO)
Learn more

Send a request to PTAC:
Send a request now to the
Privacy Technical Assistance Center

.v| Email Updates:

We're looking forward to staying connected!
Subscribe

&@ Service Offerings:

PTAC Trainina and




Thank you for your kind
attention :-)



