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What is 
“appropriate”?

LEGAL 
COMPLIANCE

AVOIDING 
HARM

COST/BENEFIT

PARENT INTENDED USE PEDAGOGICAL 
VALUE



Appropriate 
use of funds



What would parents 
think?

In general, develop technology 
policies with parent input 



Is it appropriate…
To monitor a student’s online activities?



CIPA

Children’s Internet 
Privacy Act

Applies to students 
younger than 17

Requires schools to have 
an Internet safety policy



CIPA Internet Safety Policies

RESTRICT ACCESS TO 
INAPPROPRIATE AND 
HARMFUL MATERIALS

ENSURE SAFETY AND 
SECURITY OF MINORS 

ONLINE

PREVENT UNAUTHORIZED 
ACCESS, INCLUDING 

HACKING

PROHIBIT UNAUTHORIZED 
DISCLOSURE AND USE OF 
PERSONAL INFORMATION

INCLUDE MONITORING OF 
THE ONLINE ACTIVITIES OF 

MINORS



“Webcamgate”

• Lower Merion School 
District (PA) remotely 
activated student webcams 
at home on 1:1 devices

• Accused of violating the 
Electronic Communications 
Privacy Act

• Settled outside of court for 
$610,000 



Effects on motivation



Is it appropriate…
To share a student’s information with a website?



YES,
But…



But what does the law say?

There is nothing in federal or state law that prohibits a teacher from 
sharing any student information with a website provided that
• It is for a legitimate educational purpose

• This includes behavioral data, medical data, or even information from IEPs

• A few reasonable requirements are met 



FERPA

Direct control has to follow
“reasonable methods”

So what is reasonable?



What is reasonable?

• Teachers share with admin/parents what they’re using in the 
classroom

• Schools request that data be destroyed once no longer used
• Parents aren’t denied FERPA rights (e.g., access to records)
• Could be based on input from teachers, parents, stakeholders



COPPA

• Only applies to students younger than 13
• School can consent to share data in place of parent ONLY if the 

website uses the data for an educational purpose
• No targeted advertising



Student Data Protection Act

• Specific terms related to direct control must be spelled out when the 
district or charter school are procuring a service

• Unclear if it applies to teachers procuring services

Defined as school district or charter



Is it appropriate…
To send student information over email?



Sending email without 
encryption is like 
sending a postcard



Previous guidance

Any information about a student is potentially sensitive and should not 
be shared over unencrypted email

Solution Cons

Paid encryption Expensive

Password-protected documents Clunky, opened up different security risks

MOVEit Not everyone has access; overkill when 
just needing to share small amount of 
information



General guidance

• Federal standard for being safe from reidentifying 
a student is if you can narrow it down to three 
students

• A combination of student information where a 
reasonable member of the community could not 
narrow the identity down to three students is a 
safe harbor

Are they bald? It 
only narrows it 

down to 4…



Safe harbor

When emailing USBE, so long as you only send a 
minimum amount of information, in most cases it is 
acceptable over unencrypted email to send a 
combination of
• SSID
• Test name
• Class/teacher name
Just remember:
• Be careful of gender pronouns (he/she)!
• Be careful with more sensitive assessments 

(UAA/DLM)
• Don’t send student names



What about emailing 
parents?
• Parents have a right to access their 

child’s student records
• True, student names are PII

• So are parent names and email 
addresses! 

• It is impossible to email a parent 
without disclosing PII

• Weigh risk and benefits when emailing



Is it appropriate…
To use emerging technologies in the classroom?



IoT integration

• RFID chips used in student IDs to automatically track 
attendance (and probably other things…)

• At Saint Louis University, Echo Dots are in all student living 
spaces to provide answers to questions about university 
events 

• And frankly, teachers are probably bringing in all sorts of 
other things…



Personal assistants

• COPPA explicitly treats “voice” as personally identifiable
• However, the FTC says when voice is used as a replacement 

for written words (e.g., perform a search), they will not take 
enforcement action 

• Unclear whether student’s voice would always qualify as 
part of education record under FERPA

• These devices work outside your firewall (so it’s likely that 
they are violating CIPA)



Amazon’s 
opinion…



Potential misfires

From edsurge.com article 2018-07-11:

Privacy aside, [Jason Hong, Carnegie Mellon University] 
doesn’t think voice assistant devices are really ready for 
educational environments. They are intended for home 
use, he says, and teachers should consider the 
potential for misfires (Alexa could be accidentally 
activated) and disruptions (a Kindergartner who 
keeps yelling out for Alexa to turn off the lights). Voice 
assistants could be useful in specific instances in a 
college setting, such as a lab where students need hands-
free interaction, but even then, there are risks.

https://www.edsurge.com/news/2018-07-11-do-voice-assistant-devices-have-a-place-in-the-classroom


Social media monitoring

• Company “geofences” posts from 
social media that appear threatening

• Company shares flagged posts with 
LEA

• Concerns:
• Adequate notice to parents?
• Effectiveness?
• Extra liability? 



Facial-Recognition for school 
safety

• July 18 Education Week article discusses how more districts 
are purchasing surveillance/facial-recognition technology to 
increase school safety

• Unclear how effective they are at stopping threats

https://www.edweek.org/ew/articles/2018/07/18/facial-recognition-systems-pitched-as-school-safety-solutions-ra.html?cmp=eml-enl-eu-news2&M=58551888&U=2567939


Algorithms

• Adequate transparency?
• How high stakes are the results? What is the worst thing 

that will happen if there is a false negative?

• Ability to contest decisions (particularly when high stakes)?
• Monitoring fairness/Feedback mechanism 



Is algorithmically-
filtered content 
best for students?



What does YouTube say about public 
education?
Study by Burhanettin Keskin, “What Do YouTube Videos Say About 
Public Education?” 



Takeaways

BE 
TRANSPARENT

BE SPECIFIC BE 
REASONABLE

ASK FOR HELP
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