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Student Privacy:
Why Are We Here?
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About FPF

» FPF is a non-profit organization that serves as a catalyst for
privacy leadership and scholarship, advancing principled
data practices in support of emerging technologies

» We are “data optimists.”

» FPF brings together industry, academics, consumers
advocacy, and other thought leaders to explore the
challenges posed by technological innovation and develop
privacy protections, ethical norms, and actionable solutions
and best practices.
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The Educator’s

CGuide To

STUDENT ﬁ

DATA PRIVACY

by
Kerry Gallagher, Larry Magid, and Kobie Pruitt
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A Parents’ Guide to

Student
Data Privacy

ConnectSafely
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FPF Guide to Protecting
Student Data Under SOPIPA:

For K-12 School Administrators
and Ed Tech Vendors
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BEYOND ONE CLASSROOM:

PARENTAL SUPPORT FOR TECHNOLOGY
AND DATA USE IN SCHOOLS
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ABOUT

FERPAlISherpa — named after the core federal law that gowverns education privacy — is the education privacy resouros
center Check out FERPAISherpa™s resource s=arch center, our blog, and pages with specific information and guidance
for parents, students, educators, LEAS, SEAs, higher ed, edtech, and policymakers!
The Top 10; Student Privacy News
(September 2017)

LATEST NEWS

The Future of Privacy Forum tracks student privacy
news wany closehy and shares relevant news stories
with Ur neswsletter subscribers. Approimat ey eveany
manth, we post “The Top 10,7 3 blog with our top
student privacy storises.

Law Enforcement Access to Student

Records: What |s the Law?
The Top 10: Student Privacy Law Enforcement Access to



What Are
The
Stakes?




Landscape of Student
Privacy Concerns
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BEYOND ONE CLASSROOM:
PARENTAL SUPPORT FOR TECHNOLOGY
AND DATA USE IN SCHOOLS




TECHNOLOGY USE IN SCHOOLS
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TYPES OF INFORMATION

M 2015 N 2016

60% pe—

53%

50%

45%

40% p—

37%
35%

30%

20% |f—

10%

0%

il

Support for the Support for “Parental Support for “Family Income’ Support for “Social Security
“Race/ethnicity” category Marital Status” category category Number” category



TYPES OF INFORMATION

According to most parents, the most convincing reasons to
use individual student information are to:
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Identify Students Personalize the Help Schools Build
Who Are Struggling  Learning Process by  Profiles on Individual
So that Schools Can Identifying the Students, to Predict

Provide Strengths and Best Fits
Support Earlier Weaknesses of for Future Vocations

Individual Students or Professions

Communicating and demonstrating these
additional benefits to parents is key to
establishing and maintaining trust in an on-
going relationship between parents, their
communities, and the schools and vendors that

serve them.







Security

» More than seven in ten parents are comfortable with a properly
protected electronic education record being created for their
children (71%) and believe that this kind of record would be a
valuable tool for improving their children’s educational
opportunities (77%).

» Over 8 in 10 parents are more likely to support collecting and
using data in an electronic record if:

» They know a school and/or educational service provider is required
to ensure security (82%);

» A school and/or educational service provider is required to use the
electronic education record only for education purposes (84%).
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Parents Worry About Security +

Disclosure
» The majority of parents have security and
privacy concerns, primarily that:

» Their child’s electronic education record could
be hacked or stolen (84%);

» An electronic education record could be used
against their child by a college or an employer
(68%).
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Home » Security
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‘Dark Overlord’ Hackers Text Death Threats to

Dark Overlord hacks schools across U.S., t Students, Then Dump Voicemails From

threats against kids to parents Vict
Schools in lowa, Montana, Texas and Alahama were hacked, and threats of violence ¢ Ic Ims
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The Washington Post

E NEWS 3PORTE THINGETO DO BUSINE3SS COMMUNITIES OPINION esider ARCHIVES © usaTtopay SUBACRIBE THANKIGIVING MORE

Educ.;éliion Department warns of new ‘Dark Overlord’ hackers posted stolen student info,
Johnston officials sa
hacker threat as ‘Dark Overlord’ ¢l o . -
Claims credit fOr attacks On SChOO] , Linh Ta and Jason Clayworth, Des Moines Register ished 1:06 p.r t 7 | Updated 6:59 p.m. CT Oct. 5, 2017
diStI’iCtS '5';' I Share your feedback to help
. improve our site experience!

By Valerie Strauss and Moriah Balingit = 1

TOPYIDECS

Dennis McDaniel

Chief of Police, Johnston




Nearly all parents (94%)
believe they should be

informed with whom and for
what purpose their child’s
record is being shared.
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How Do
We Fix It?




Top 3 Steps for Schools
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TYPES OF INFORMATION

According to most parents, the most convincing reasons to
use individual student information are to:
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Transparency is VITAL to build trust

» Schools, districts, and states have not always done a good
job explaining to parents the vital role data plays in
education, and this lack of communication has frayed the
trust between parents and students.

» If LEAs and SEAs do not take the lead in being transparent,
legislatures will pass laws requiring transparency — often in
ways that may be burdensome (and not particularly useful to
parents).

» In the absence of being transparent...
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What is Transparency?

» Explaining the “why, what,
who, and how” of data
collection:

» Why is data collected?
» What data is collected?

» Who is able to access or use my
child’s data?

» How is the data protected?
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What is Transparency?

» Make the data easy to find
and understand — the
“Grandma” Test

hitps: /. flickr.com/photos/Kimseig

FUTURE OF
»‘ PRIVACY
FORUM


https://www.flickr.com/photos/kimsandiego/8168063548

€« C ff & https;/sites.google.com/a/ccpsnet.net/anytime-anywhere-learning/privacy 9o a (E!] M e ¥ [lj a @ =

'@Anytime, Anywhere Learning

Search this site

ABOUT I'MASTUDENT FAQ I'MAPARENT CURRICULUM PRIVACY

Chesterfield County Public Schools is serious about the privacy of student data and wants to make efforts to preserve student privacy as
transparent as possible. To learn more, click these icons:

i, CCPSA & ‘
i Priv:f)cl;s . PrivacyFAQs

o "

¥

Privacy Policies 0

Ask a Question
& Guidelines

Chesterfield County Public Schools
P.O. Box 10, Chesterfield, VA 23832

(804) 748-1405

Signin | ReportAbuse | Print Page | powersd By Google Sites



Vendor Monitoring

» Limit data use for non-
educational purposes

» Contract provisions for
data use/storage

Photo Credit: Flickr user Brad Flickinger
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Training is Essential

» Anyone who handles data should know how
to protect those data.

» Provisions for training appear in only 18 of
the more than 400 bills introduced since

2014.
Human "0/ of data
error is a 95 | A) security

factor in incidents
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Ask Before You App

http://www.f3law.com/resources.php?id=155&rs_id=69

Ask Before You App

Video Tool: Keeping an Eye on Privacy

Integrating educational apps and tools safely, responsibly, and effectively can be a challenge. This short
video provides guidelines for today's education professionals. It is a handy reference for classroom

teachers and as a training tool for professional development.
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http://www.f3law.com/resources.php?id=155&rs_id=69

Coming Soon...
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Thank You

avance@fpf.org

e fof.org
4 facebook, comAfuturecforivacy

s @iutureoforivacy
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